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“La mejor forma de predecir el futuro es implementarlo.”

David Heinemeier Hansson



Resumen

* Objetivos del curso

Comprender la historia e importancia de los términos asociados con
SDN.

Identificar varias controladoras SDN y sus objetivos de despliegue.
Articular los componentes y las vias de comunicacion de la topologia.

Aprender las especificaciones basicas, funciones y mensajes de
OpenFlow.

Familiarizarse con la interfaz norte de un controlador SDN.

Examinar las metodologias basicas de solucion de problemas
(troubleshooting).

Obtener informacion sobre como la UDG esta implementando
OpenFlow en la red universitaria.

* Meta

A la finalizacion de esta clase el alumno tendrd un conocimiento
practico de OpenFlow y su puesta en practica.



Evolucion de las Redes e
Historia de SDN / OpenFlow



Evolucion de los IP Router

En el comienzo
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Evolucion de los IP Router

Segunda generacién de IP router
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Evolucion de los IP Router

Tercera generacion de IP router

Andras Csaszar, http://www.ericsso n.com/r es /thecompa ny/docs/jour nal_confe rence_ pap ers/packet_tech nologies /evo lution_of _router_architecture s_and_ip _net wo rks. pdf



Evolucion de los IP Routers
Separacion de planos
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Planos en los Routers

* Los routers tienen tres planos bien identificados:
= Forwarding
= Control
= Management

* El desarrollo arquitectonico habia tenido lugar casi
exclusivamente para el plano de datos o forwarding.

* El plano de control se habia mantenido practicamente
igual.



Ejemplo de Backbone
IP/MPLS

Management Plane
(SSH, SNMP)

Management Plane
(SSH, SNMP)

(SSH, SNMP)

Management Plane
(SSH, SNMP)
Management Plane




Ley de Moore=" expresa
gue aproximadamente cada

dos afios se duplicael
procesamiento.

Ley de Nielsen =~ expresa
gue aproximadamente cada
afio se duplica el consumo

de ancho de banda.

Ley de Teenager =~ expresa
gue la aplicacién que estaba
usando la semana pasada es
tan aburrida, que necesito
un nuevo teléfono
inteligente cada mes.



Desafio de las redes tradicionales

A 4'3

Configuracion Costosa
manual de la adquisicion de
red. infraestructu-
ra de
seguridad
para control
abusos de la
horas o dias. redy
negaciones de
servicio.




Nuevos requisitos de la red

* Eficiencia
= Simplificar la red y las operaciones.

* Velocidad
" Implementacion rapida de nuevos servicios.

* Innovacion
" Poner en practica nuevos modelos de negocio.



Big Picture
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Arquitectura

Modelo de
Sistema
Operativo
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Sistema Operativo

Almacenamiento

Memoria

Servicios basicos



Directamente programable

Plano de Aplicacién O 00 de Red

Aplicacion 2

S -/

A
Configurado mediante interfaces de programacién

Modelo de

PIanS@ N»ntrol Sistema Operativo
de Red —> Servicios basicos

Gestion Centralizada

White Boxes

Dispositivo Dispositivo Dispositivo Dispositivo

Forwarding Forwarding Forwarding Forwarding

Plano de datos (forwarding)




O O

Flujo de

tramas Sistema Operativo
de Red

Dispositivo Dispositivo Dispositivo Dispositivo
Forwarding Forwarding Forwarding Forwarding



Eficiencia

Desacoplar fisicamente el plano de control Server

SDN Controller
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WhiteBox3

Voz/Video

Redes virtuales
Capas de Red

—
Red Arrendatario B

Red Arrendatario A

Management Plane

Management Plane
(SSH, SNMP)

WhiteBox4

Fuente: http://www.ericsson.com /s pot lig ht/c loud/blog/2 015 /02 /17 /5g-ne tw ork-slice s/



VTN: Red de Arrendamiento Virtual

e Un minuto jEsto es MPLS!

Switch OF3 Switch OF1

Fuente: http://www. ericsson.

Redes virtuales

por capas

l WiFi l
ed Arrendatario

.com /s pot lig ht/c lou d/blog/2 015 /02 /17 /5g-ne tw ork-slice s/
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Vision historica de SDN

Antes de la creacidon de la ONF en 2011, la especificacion
OpenFlow fue gestionada por un grupo de individuos
reunidos fisicamente en la Universidad de Stanford.

OpenFlow es sélo una instancia de los principios SDN.




iQue es OpenFlow?

e Es un estandar administrado por la Open Networking
Foundation (ONF).

* Se origino en la Universidad de Stanford entre 2005-
2012

Dr. Martin Casado

fmames - OPEN NETWORKING

% FOUNDATION

OpenFlow Switch Specification

Version 1.3.0 (Wire Protocol 0x04)
June 25, 2012

ONF TS-006

Fuente: https://www.opennetworking.org/images/stories/downloads/sdn-resources/onf-specifications/ope nflow/ope nflow-s pec-v1.3.0.pdf



iQue es OpenFlow?

* OpenFlow es simplemente un protocolo de gestion de tabla de
forwarding.

* Un Switch OpenFlow consiste de:
= Una tabla de flujos,
= que realiza las operaciones de busqueda y expedicién de tramas, y
® un canal seguroa un controlador externo.

e Entradasde flujo (valores de cabecera que coincidan
contra las tramas).

e Contadores de actividad.

* Un conjunto de acciones que se aplican alas tramas
gue concuerden.

* Si no hay acciones que estén presentes, latrama es
descartada.

OpenFlow Switch Specification —version 1.3.0
https://www.opennetworking.org/images/stories/downloads/sdn-resources/onf-specifications/openflow/openflow-spec-v1.3.0.pdf



Elementos basicos: Controladora y agentes

* Algunas funcionalidades estan mejor implementadas
desde la coordinacion centralizada de todos los
dispositivos en un dominio de red.

Aplicaciones

Controladora - proceso en
un servidor que interactua
con los dispositivos de red
utilizando APIs /
protocolos.

eJjope|oJiuo)d

API - permiten que
las aplicaciones
externas hablar con
la controladora para
consultar y cambiar
la configuracion de la
red.

Agente - proceso en
dispositivos de red
que implementan
una funcién
especifica.

Switch OF



OpenFlow tiene 2 componentes

e Controlauno o mas switches.

oF la flujos.
O p e n F | OW o P(:(;:rl;r:a lsjjl\j)iiches.

e Las aplicaciones pueden ejecutarse en la mismo espacio de

C O n t ro I I e r direcciones como la controladora.
e Las directivas pueden provenir de aplicaciones externas a través de

REST API.

O pe n F I OW * El agente OpenFlow se ejecuta en el switch para comunicarse con la
controladora.

e Las instrucciones provienen de la controladora para poblar la tabla
de fujo del switch.




Controladoras SDN



Controladoras SDN — OpenFlow

Inicitivas Open y Iniciativas especificas de Consideraciones:
comunidades que lo fabricantes:

impulsan:

* OpenDaylLight * Brocade Vyatta * Lenguaje de

* ONOS Controller programacion

*  NOX/POX * Cisco Open SDN * Rendimiento

* Project FloodLight Controller * Curva de aprendizaje
*  OpenContrail * Juniper Contrail * Base de usuarios y

* Ryu * Alcatel-Lucent Nuage soporte

* RouteFlow * Etcétera. * Enfoque: produccion,
* Beacon educacion e

* Etcétera. investigacion.



0 s

NOX POX

* NOX

= Fue la primera controladora OpenFlow.

® Ha sido la base de muchos y diversos proyectos de investigacion, a comienzos
de la exploracion de las redes definidas por software.

= POX

= Es una version de NOX en Python que proporciona funcionalidad dentro de un
ambiente de prototipo rapido.
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* Proyecto Open Source

= Miembros Platinum como: Brocade, Cisco, Citrix, Dell, Ericsson, HP, Intel, Red
Hat, entre otros

" |ncluye soporte de multiples protocolos (southbound)
= OpenFlow, OVSDB, NetConf, BGP-LS, PCE, etcétera.

= Northbound API: RestConf con YANG
» Servicio central es un YANG.



VTN: Virtual Tenant Network
O p E N oDMC: Open Dove Management Console
D4A: Defense4All Protection

LISP: Locator/Identifier Separation Protocol

D AY |_ | ( H —|_ 0VSDB: Open vSwitch DataBase Protocol
BGP: Border Gateway Protocol
PCEP: Path Computation Element Communication Protocol
SNMP: Simple Network Management Protocol

11 HYD R o G E N 1 FRM: Forwarding Rules Manager
ARP: Address Resolution Protocol

Management VIN D4A OpenStack Network Applications
GUI/CLI Coordinator Protection Neutron Orchestrations & Services

OpenDaylight APIs (REST)

Base Network Service Functions
Manager | Manager | Manager Tracker Handler Controller
el Y oDMC Platform
Serwce eutron | Manager

Service Abstraction Layer (SAL)
(Plugin Manager, Capability Abstractions, Flow Programming, Inventory, etc.)

nFlow
0VSDB NETCONF LISP PCEP Southbound Interfaces
IE] & Protocol Plugins

OpenFlow Enabled Open Additional Virtual &
Devices vSwitches Physical Devices Data Plane Elements
- - - e

OpenStack Service
Service

Device Interfaces)

X)X




LEGEND
AAA: Authentication, Authorization & Accounting OVSDB: Open vSwitc}) DataBase Protocol

AuthN: Authentication PCEP: Path C Element C ication Protocol
BGP: Border Gateway Protocol PCMM: Packet Cable MultiMedia
COPS: Common Open Policy Service Plugin20C: Plugin To OpenContrail
DLUX: OpenDaylight User E¥( rience SI‘)‘ﬁl: SDN Interface (grewoss-Controller Federation)
DDoS: Distributed Denial Of Service SFC: Service Function Chaining
DOCSIS: Data Over Cable Service Interface Specification ~ SNBI: Secure Network Bootstrapping Infrastructure

1T 3 FRM: Forwarding Rules Manager SNMP: Simple Network Management Protocol

H E LI U M GBP: Group Based Polic TTP: Table Type Patterns

LISP: Locator/Identifier geparation Protocol VTN: Virtual Tenant Network

SDNI
Wrapper

VIN OpenStack

Coordinator Neutron

DDo§ Network Applications
Protection Orchestrations & Services

AAA - AuthN Filter

OpenDaylight APIs (REST)

Base Network Service Functions - GBP DOCSIS
: OpenStack Service Service Abataction
Topology Stats Switch Host
Manager Manager Manager Tracker

VTN 0VSDB Plugi L2 SNBI SDNI
Manager | Neutron | " Switch | Service JAggregator

Service Abstraction Layer (SAL)

Controller
Platform

(Plugin Manager, Capability Abstractions, Flow Programming, Inventory, etc.)

Southbound Interfaces
n “ n = m m SR Plugins

Data Plane Elements
(Virtual Switches, Physical
Device Interfaces)

GBP Renderers

OpenFlow

(0] [13]

NETCONF

OpenFlow Enabled Open Additional Virtual &
Devices vSwitches Physical Devices




Legend DOCSIS: Data Over Cable Service Interface  PCEP: Path Computation Element Protocol

O p E N AAA: Authentication, Authorization & Accounting  Specification PCMM: Packet Cable MultiMedia
ALTO: Application Layer Traffic Optimization FRM: Forwarding Rules Manager Plugin20C: Plugin To OpenContrail
AuthN: Authentication GBP: Group Based Policy SDNI: SDN Interface (Cross-Controller Federation)
BGP: Border Gateway Protocol 10TDM: Internet of Things Data Broker SFC: Service Function Chaining
D AY L | G H T CAPWAP: Control and Provisioning of Wireless LACP: Link Aggregation Control Protocol SNEI: Secure Network Bootstrapping Infrastructure
AccessPoints LISP: Locator/Identifier Separation Protocol SNMP: Simple Network Management Protocol
COPS: Common Open Policy Service MAPLE: Maple Programming SXP: Source-Group Tag eXchange Protocol

“ ,, DIDM: Device Identification and Driver management NIC: Network Intent Proposal TSDR: Time Series Data Repository
DLUX: OpenDaylight User Experience OVSDE: OpenvSwitch DataBase Protocol  TTP: Table Type Patterns
DDoS: Distributed Denial Of Service OPFLEX: Extensible Policy Protocol USC: Unified Secure Channel
VTN: Virtual Tenant Network

Network Applications
Orchestrations and Services

AAA- AuthN Filter

: NB APIs
OpenDaylight APIs (REST)
Topology Inventory FRM
s Plugin-agnostic
Sensce Applications

Plugin20C OVSDB usp SeC A Plugin-aware
T Service Applications
SAL / Yangt m Controller platform
Open PCMM/C CAPW A SBinterfaces &

OPEN
DAYLIGHT

Additional Virtual &

OpenFlow Enabled

. (o] vSwitch
Devices pen vSwitches

Physical Devices




Open Network Operating System
* El proyecto ONOS esta asociado con el Linux
Foundation.
= Tiene como misidon construir la mejor comunidad de codigo
abierto para acelarar la adopcion de SDN+NFV.

" |ncluye conectores (plug-in) hacia diversos dispositivos,
como:

= OpenFlow, NetConf, Southbound Interfaces.

= En la parte norte cuenta con mdédulos de control,
administracion y configuracion de aplicaciones.

= Atravésde una interfaz de programacion, intuitiva, flexible.



Lenguaje

Rendimiento

Version de

OpenFlow

Distribuida

Curva de

Aprendizaje

Nota

C++
Rapida
1.0/1.3

no

moderada

Python
Lenta
1.0

no
facil
Investigacion,

experimentacion y
demostracion

Resumen las controladoras

JAVA
Rapida
1.0/1.3

si
compleja
Soporte de

aplicaciones de
fabricantes

JAVA
Rapida
1.0

si

compleja

Python
Lenta
1.0al.4

si

moderada

Controladora Python
Open source



Switches OpenFlow



Ambiente del laboratorio 1

Descargar los archivos de forma individual.

Los archivos incluyen software de virtualizacidon, una terminal SSH, un X
server, y la imagen VM.

La imagen del tutorial se distribuye como una imagen de VirtualBox
comprimido (o VDI).

VirtualBox permite ejecutar una maquina virtual dentro de una
maquina fisica, es gratuito y esta disponible para Windows, Macy
Linux. Nota: se puede exportar la imagen VirtualBox a formato vmdky
utilizarlo con VMWare.

Las siguientes instrucciones asumen el uso de VirtualBox, pero las
instrucciones pueden aplicarse independientemente del software de
virtualizacion.



Requerimientos

» Descargar los archivos correspondiente al sistema operativo, mas el
tutorial de la maquina virtual (VM):
 Virtual Machine Image (OVF, 64bits, Mininet 2.2.0)
 Virtual Machine Image (OVF, 32bits, Mininet 2.2.0) recomendado
para hardware y Windows anteriores.
* Parala VM el usuario es “mininet” y contraseia “mininet”.

https://github.com/mininet/mininet/wiki/Mininet-VM-Images



Requerimientos

* Es necesario el software de virtualizacion, un X server y una terminal
SSH:

Windows 7 o superior VirtualBox Xming PuTTy
Windows XP VirtualBox Xming PUuTTY
Mac 0S X10.7 o VirtualBox Descarga e Terminal.app
superior instala XQuartz  (lo incluye el
S.0.)
Linux Ubuntu 10.04 VirtualBox El X server ya Gnome
0 superior esta instalado  terminal + SSH

por defecto



Topologia de laboratorio 1

Internet
IPv4 / IPv6

@ Finder File Edit View Go Window Help 3 % ) @ Mon9:41AM Q

Oracle VM VirtualBox Manager

Show

£ General

ame: et VM
[57] Mooty Operating System: Uduntu (64-bi)
Clopnme, i system ° Mininet-VM [Running)
ininctenininct-un
Base Memory ininetenininct-un
Boot Order:

0205
ininet@nininet-vm . .
Accoleraton:  VTUAMD.V. oot MNP OSSN iIniINet
PAE L t-um

ct-un:"3 ifconfiy ethd
Link encap:Ethernet Huaddr 08:00:27:4b:6b:7e
268 S

Conexion VooNerary 12 e
n e e

e G o okt e o 10 e ek Lot o e

& .z
s e B Stroes WX bytes: 19911619 (13 TX bytes 599514 (593.5 KD) ( onexion
Fisica
SCS: Por 0 i

ininctonininet-un:"$ ifconfig etht
Link encap:Ethernet Hiaddr 08:00:27:83:75:33 .
— inet addr:10.0.2.15 Bcast:10.0.2.255 Mask:255.
¥ Audio BROADCAST RUNNING MULTICAST NTU:1500 Metric |r ua
BX packets 339 errors:0 dropped:0 overruns:0 franc:0
Disabled
TX packets:366 errors:0 dropped:0 overruns:0 carrie
Network 1isions:0 txqueuclen: 1000
29971 (29.9 KB) TX bytes:29667 (29.6 KB)

Adapter 1: Intel PRO/1000 MT Sef
Adapter 2: _Intel PRO/1000 MT De sl YIS T IN TSI

T

POOUPallROGRALTO®@AD MY

Adapter 1 (NAT) —

1002X e —————————————————————————————————————————— Adapter 2 (Host_only

Adapter, ‘vboxnet0’)
192.168.56. X



Importar Maquina Virtua
MENU > FILE >

Export Appliance... 38E
- - Oracle VM VirtualBox Manager
Virtual Media Manager... 3D
T e v v
New  Settings Discard Show
’53. { BVC 1.3.3 “ General
/| @ Powered Off .
Name: Mininet-VM
{63 { Mininet-VM Operating System: Ubuntu (64-bit)
/| <» Running @ System

Base Memory: 1024 MB

Boot Order: Floppy, Optical, Hard Disk

Acceleration:  VT-x/AMD-V, Nested Paging,
PAE/NX, KVM Paravirtualization

= Display

Video Memory: 12 M8
Remote Desktop Server: Disabled
Video Capture: Disabled

. Storage

Controller: SCSI Controller
SCSiI Port 0: mininet-vm-x86_64.vmdk (Normal, 8.00 GB)

¥ Audio
Disabled
=l Network

Adapter 1: Intel PRO/1000 MT Server (NAT)
Adapter 2: Intel PRO/1000 MT Desktop (Host-only Adapter, ‘'vboxnet0')

~_usB

Import

Finish VM setup



Finalizar Maquina Virtual

VirtualBox - Network

"o @ B

General Input Update Lanquage  Display

New  Settings Discard  Start M DA EVTETG Ol Host=only Networks
=

S
&

[ NON ) Oracle M@lﬂk‘ B ﬁ

Extensions  Proxy

€~ BVC 1.3.3 General
J @ Powered Off

Name:
€ =1 Mininet-VM _
J @ Powered Off Operating System:

iSDX_default_1... System
/"] © Powered Off Base Memory: 409

Processors: 4

(64— -
2~ OpenDaylight-... A :
Powered Off oot Order: Flo
L.F . Disl
Acceleration:  VT-
Pag
Display ? ancst

Video Memory:
Acceleration:

Remote Desktop Server Port: 3389
Video Capture: Disabled

Storage

Controller: IDE
IDE Primary Master: [Optical Drive] Empty
Controller: SATA
SATA Port 0: OpenDaylight-Techtorial-1-disk1.vmdk (Normal, 20.00 GB)




Finalizar Maquina Virtual

MENU S Setting S ' Mininet-VM - Network _ -
- B G w
[ NON General System Display  Storage Pom SharedFoIders User Interface

% @ . Adapter 1 Adapter 2 Adapter 3 Adapter 4 |

New  Settings  Discard

(64} BVC 1.3.3 v| Enable Network Adapter
("] @ Powered Off N Attached to: = Host-only Adapter
64~ Mininet-VM
r4 @ Powered Off Name: = vboxnet0
€ —| iSDX_default_1... ¥ Advanced
/"] @ Powered Off
Adapter Type: = Intel PRO/1000 MT Desktop (82540EM)
54— OpenDaylight-... il
r -F @ Powered Off Promiscuous Mode: = Deny
MAC Address: 0800274B6B7E
Cable Connected
Vi Port Forwarding
R
Vi
2 Cancel
Col
IDE

Controller: SATA
SATA Port 0: OpenDaylight-Techtorial-1-disk1.vmdk (Normal, 20.00 GB)

[ <> MESS




s A “
e0e@ ) olmos — -bash — 80x24

bridge@®: flags=8863<UP,BROADCAST, SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500

options=63<RXCSUM, TXCSUM,TS04,TS06>

ether ae:87:23:11:42:00

Configuration:
id 0:0:0:0:0:0 priority 0 hellotime 0 fwddelay O
maxage 0 holdcnt O proto stp maxaddr 100 timeout 1200
root id 0:0:0:0:0:0 priority 0 ifcost 0 port 0
ipfilter disabled flags 0x2

member: enl flags=3<LEARNING,DISCOVER>
ifmaxaddr O port 6 priority O path cost O

member: en2 flags=3<LEARNING,DISCOVER>
ifmaxaddr O port 7 priority O path cost O

nd6 options=1<PERFORMNUD>

media: <unknown type>

]
File Edit View

rflvboxnet0: flags 8943<UP,BROADCAST,RUNNING, PROMISC, SIMPLEX,MULTICAST> mtu 1500
ether 0a:00:27:00:00:00

1net 192.168.56. l netmask Oxffffffoo broadcast 192.168.56.255

ether 0a:00:27:00:00: Ol
flags=8051<UP,POINTOPOINT,RUNNING,MULTICAST> mtu 1280

inet 148.202.221.181 --> 148.202.221.181 netmask OxffffffoO
nd6 options=1<PERFORMNUD>
Jaimes-MacBook-Pro:~ olmos$ |

‘coh‘flg -2

4\! mininet : bash $pdon ils. 1,¥ A -‘ |
9 — ! G ﬁ ‘ - (& mininet : bash s 2 ™ :

[mininet(@oy




Mac OS X - Linux

e Abrir una terminal (Terminal.app en Mac, Ghome
terminal en Ubuntu), dentro de |la terminal, ejecutar
el siguiente comando:

= S ssh—X [usuario]@[direccién IP]

= Remplace el [usuario] con el correcto nombre de
la VM: mininet

= Remplace la [direccion IP] con la otorgado por
DHCP a la VM. Si SSH no conecta, asegure que
conteste via ping.

" |ngresar el password: mininet. Siguiente, arrancar

una X terminal usando:
= S xterm



* Para hacer uso de
aplicaciones X11 como
xterm y wireshark,
debe ejecutar el
servidor Xming (X
server) y una conexion
SSH (PuTTY) habilitada
con X11 forwarding:

Windows

Category:

[=]- Session
- . Logging
= Temminal
- Keyboard
- Bell
- Features
= Window
| 5---.&ppearance
- Behaviour
- Translation
- Selection
- - Colours
- Connection
- Data

-~

Options controlling SSH %11 forwarding

*11 forwarding
[V Enable X171 forwarding

X display location

Remote X111 authentication protocol

(¢ MIT-Magic-Cookie-1

" XDM-Buthorization-1

Cancel

Open




Windows

* Ejecurtar una terminal (PuTTy), ejecutar los siguientes
comandos:
= C:\ cd <directorio de PuTTy>
= C:\ putty.exe =X [usuario]@[direccion |P]
= Remplace el [usuario] con el correcto nombre de la VM:
mininet
= Remplace la [direccion IP] con la otorgado por DHCP a la
VM. Si SSH no conecta, asegure que conteste via ping.
" |ngresar el contrasena: mininet. Siguiente, arrancar una X
terminal usando:
= S xterm —sb 500

= El—sb 500 es opcional y sirve para permitir 500 lineas en
la ventana.



Entrar a MININET

. ® olmos — root@opendaylight:~ — ssh -X mininet@192.168.56.101 — 74x8

Jaimes-MacBook-Pro:~ olmos$| ssh -X mininet@192.168.56.101 < Iniciar el Switch

mininet@192.168.56.101's password: < Password: mininet
Last failed login: Sun May 22 20:50:48 PDT 2016 on pts/3
There was 1 failed login attempt since the last successful login.

Last login: Sun May 22 20:50:36 2016 from 192.168.56.1
[mininet@opendaylight ~] \> < Cambiar a super-user
Password: < Password: mininet
[root@opendaylight ~]#




Topologia Virtual

Lared que usaras para el cO
primer ejercicio (1) incluye:
3 hosts, 1 switch y 1
controladora
Loopback

(127.0.0.1:6633)

127.0.0.1:6634
sl-eth0_~51-ethl sl-eth2
Virtual ethernets
h2-ethO h3-eth0 h4-eth0

h2 h3 h4

Virtual hosts

S sudo mn --topo single,3 --mac --switch ovsk --controller remote



Crear una red en MININET

* Este comando indica a MiniNet levantar 3 hosts, un switch (basado en OpenVirtualSwitch) de
topologia simple, configurar una direccion MAC e IPv4 para cada hosts y una Controlador
OpenFlow por defecto como localhost.

[ BON olmos — root@opendaylight:~ — ssh -X mininet@192.168.56.101 — 85x17

[root@opendaylight ~]# mn --topo single,3 --mac --switch ovsk --controller remote
¥*¥* Creating network

¥** Adding controller

¥** Adding hosts:

hl h2 h3 Crear 3 virtual hosts, cada uno con una direccién IP separada.

¥** Adding switches:

sl Crear un switch OpenFlow en el kernel con 3 puertos.

¥** Adding links:

(hl, s1) (h2, s1) (h3, sl) e Conectar cada virtual host al switch con un cable virtual ethernet.
¥** Configuring hosts

hl h2 h3 Establecer la direccién MAC de cada host equivalente con su IP.

¥*¥* Starting controller Configurar el Switch OpenFlow conectado a una controladora remota.
¥** Starting 1 switches Iniciar el Switch

sl OVSswitch opts:

¥** Starting CLI:
mininet>




[ NON ) olmos — root@opendaylight:~ — ssh -X mininet@192.168.56.101 — 80x29

mininet> nodes Listar los nodos disponibles (hosts) desde la consolade MiniNet, comando:
available nodes are:

cO® hl h2 h3 sl

mininet> help Listar los comandos disponibles en MiniNet:

Documented commands (type help <topic>):

exit intfs i noecho pingpair py source
dpctl gterm iperf pingall pingpairfull quit time
dump help iperfudp nodes pingallfull px sh X

You may also send a command to a node using:
<node> command {args}
For example:
mininet> hl ifconfig  Listarla configuracion de red del host virtual

The interpreter automatically substitutes IP addresses
for node names when a node is the first arg, so commands
like

mininet> h2 ping h3 Ejecutar un pingentre hosts virtuales
should work.

Some character-oriented interactive commands require
noecho:

mininet> noecho h2 vi foo.py Editar archivosen host virtual
However, starting up an xterm/gterm is generally better:

mininet> xterm h2 Emulador de terminal para el sistema de ventanas X (host virtual)

mininet>




® @® olmos — root@opendaylight:~ — ssh -X mininet@192.168.56.101 — 80x27

[root@opendaylight ~]# ovs-ofctl show sl  show switch
OFPT_FEATURES_REPLY (xid=0x2): dpid:0000000000000001

n_tables:254, n_buffers:256
capabilities: FLOW_STATS TABLE_STATS PORT_STATS QUEUE_STATS ARP_MATCH_IP

actions: OUTPUT SET_VLAN_VID SET_VLAN_PCP STRIP_VLAN SET DL _SRC SET_DL_DST SET_N
W _SRC SET_NW _DST SET_NW TOS SET_TP_SRC SET_TP_DST ENQUEUE
1(sl-ethl): addr:2a:48:3a:6c:c3:2d
config: 0
state:t ?OGB b COPPER * El comando show conectaal switch
current: - . ..
s LEGRE Blime T, B s [ unpnnvendoeleﬂadodeIospueﬂos
2(sl-eth2): addr:2e:d0:56:d3:e3:5e y capacidades.
config: 0
state: 0
current: 10GB-FD COPPER
speed: 10000 Mbps now, O Mbps max
3(sl-eth3): addr:e6:e5:20:e3:13:3b
config: 0
state: 0
current: 10GB-FD COPPER
speed: 10000 Mbps now, O Mbps max
LOCAL(sl): addr:fe:d6:42:1a:32:41
config: 0
state: 0
speed: 0 Mbps now, © Mbps max
OFPT_GET_CONFIG _REPLY (xid=0x4): frags=normal miss_send 1len=0

[root@opendaylight ~]#




Prueba de ping

* Ahora, vuelve ala consola MiniNet y tratar de ping desde hl a h2. En la consola MiniNet:

® [ olmos — root@opendaylight:~ — ssh -X mininet@192.168.56.101 — 77x12

mininet> hl ping -c5 h2 -« Pingdesdehlah2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

From 10.0.0.1 icmp_seq=1 Destination Host Unreachable
From 10.0.0.1 icmp_seqg=2 Destination Host Unreachable
From 10.0.0.1 icmp_seqg=3 Destination Host Unreachable
From 10.0.0.1 icmp_seqg=4 Destination Host Unreachable

From 10.0.0.1 icmp_seqg=5 Destination Host Unreachable

. . ) No hay respuesta.
--- 10.0.0.2 ping statistics ---

5 packets transmitted, O received, +5 errors, 100% packet loss, time 4001ms

- 4 ° 7 e ° Vé
rininet> ¢POrqué no obtiene alguna respuesta? ¢Qué falta?




Prueba de ping

* Puesto que no hemos empezado con algun controlador aun, la tabla de flujos debe estar vacia.

[ NON olmos — root@opendaylight:~ — ssh -X mininet@192.168.56.101 — 106x9
[root@opendaylight ~]# |ovs-ofctl add-flow sl in_port=1,actions=output:2|e Ejecutar 2 comando ovs-ofctl para
[root@opendaylight ~1# \ 1ons=output:

[root@opendaylight ~]# instalar manualmente los flujos

[root@opendaylight ~]# necesarios. Sin necesidad de controladorz
NXST_FLOW reply (xid=0x4): Muestrala tabla de flujos del switch con los 2 flujos

cookie=0x0, duration=16.775s, table=0, n_packets=0, n_bytes=0, idle_age=16, in_port=1 actions=output:?2
cookie=0x0, duration=7.404s, table=0, n_packets=0, n_bytes=0, idle_age=7, in_port=2 actions=output:1
[root@opendaylight ~]#




O O X Node: h1

rootBopendaylight “]# ping -c3 10,0,0,2

ING 10,0,0,2 (10,0,0,2) 56(84) bytes of data,

4 bytes from 10,0,0,2: icmp_seq=2 ttl=64 time=0,344 ms
4 bytes from 10,0,0,2: icmp_seq=3 ttl=64 time=0,0B60 ms

- 10,0,0,2 ping statistics -—-

packets transmitted, 2 received, 33% packet loss, time 2000ms
tt mindavg/max/mdev = 0,060/0,202/0,344/0,142 ms
root@opendaylight “]# ping -c3 10,0,0,3

ING 10,0,0,3 (10,0,0,3) 56(84) bytes of data,

4 bytes from 10,0,0,3: icmp_seq=2 ttl=64 time=0,343 ms

4 bytes from 10,0,0,3: icmp_seq=3 ttl=64 time=0,053 ms

- 10,0,0,3 ping statistics ---

packets transmitted, 2 received, 33% packet loss, time 2000ms
tt min/avg/max/mdev = 0,059/0,201/0,343/0,142 ms
rootBopendaylight ~1# |

1 switches

minine
mininet>

O O \ Node: h2

root@opendaylight “1# ping -c3 10,0,0,1

ING 10,0,0,1 {10,0,0,1) 56{84) bytes of data,

4 bytes from 10,0,0,1: icmp_seg=1 ttl=64 time=0,332 ms

4 bytes from 10,0,0,1: icmp_seq=2 ttl=64 time=0,057 ms

4 bytes from 10,0,0,1: icmp_seq=3 ttl=64 time=0,061 ms
10,0,0,1 ping statistics -—-

packets transmitted, 3 received, O packet loss, time

tt minfavg/max/mdev = 0,057/0,150/0,332/0,128 ms

root@opendaylight “1# ping -c3 10,0,0,3

ING 10,0,0,3 {10,0,0,3) 56(84) bytes of data,

4 bytes from 10,0,0,3: icmp_seg=1 ttl=64 time=2,45 ms

4 bytes from 10,0,0,3: icmp_seq=2 ttl=64 time=0,044 ms

4 bytes from 10,0,0,3: icmp_seq=3 ttl=64 time=0,109 ms

2000ms

10,0,0,3 ping statistics -—-
packets transmitted, 3 received, 0Z packet loss, time 2000ms
tt minfavg/max/mdev = 0,044/0,870/2,459/1,123 ms
root@opendaylight “1# i

Este comando lanzara de maneraindividual las ventanas de cada host




EI:M:V\’\V‘ 'Flll:t'\f\
(] @ olmos — root@opendaylight:~ — ssh -X mininet@192.168.56.101 — 74x22

mininet>

Address Tabla de ARP del host
Iface
10.0.0.3 ether P0:00:00:00:00:03 C
hl-eth®
10.0.0.2 ether P0:00:00:00:00:02 C
hl-eth® senlatabla
mininet> imi i tch
100 probes 4

HWtype HWaddress Flags Mask

REACHABLE
10.0.0.2 dev hl-eth® 1lladdr 00:00:00:00:00:02 used 37/33/1 probes 4 STALE

¥** Round 1, deleting 2 entries ***

¥** Flush is complete after 1 round ***

mininet>

Address HWtype HWaddress Flags Mask
Iface Eliminalas direcciones MAC de la Tabla de ARP

10.0.0.3 (incomplete)
hl-eth©

10.0.0.2 (incomplete)
hl-eth0

mininet>




Ambiente del laboratorio 2

* Software de virtualizacidon, una terminal SSH, un X server, y la imagen
VM.

* Sniffer Wireshark.

* OpenDaylight Hydrogen Base 1.0.



Protocolo OpenFlow

El protocolo OpenFlow soporta tres tipos de mensajes:
= Controladora-a-Switch - iniciado por la controladora y puede no
requerir una respuesta.
= Asincrono — el switch pueden enviar ala controladora sin que la
controladora lo haya solicitando.
= Simétrico - enviado por cualquiera, las controladoras o el switch sin
ser solicitada.
Controlador-a-Switch
= Solicitud de caracteristica
= Configuracion
= Modificar el estado — utilizado para agregar/ eliminar / modificar
los flujos en el switch
Asincrono
= Trama-entrada
= Retira flujo
Simétrico
= Hello
= Echo



Conexion Switch OF

/.
WIRESHARK
SDN controller ODL
192.168.56.101:8080 SET
HELLO CONFIG GET PACKET_OUT
(version FEATURES sendflow  CONFIG FLOW (LLDP) ECHO
number) REQUEST expirations REQUEST MOD REPLY

TCP 6633 (deprecated)
ISP 1 c ) TCP 6653 h
IPv4 /IPv6 - OpenFlow III

TCP HELLO FEATURES GET PACKET_IN ECHO
3-way (version REPLY CONFIG no matching REQ
. sl-ethl sl-eth2 handshake number) REPLY flow entry
Virtual ethernets DPID
# buffers and default

action: send

h2-eth0 h3-eth h4-eth0 # tables
s to controller
capabilities
h 2 h 3 h4 actions
port details

Data Center



[ e

e Wireshark Network Analyzer [Wireshark 1.10.5 (SVN Rev Unk —
y ™) The Wireshark Network Analyzer [Wireshark 1.1 N Rev Unk O &) s1-ethl R0 d1B5 I fasn deodl 0 0

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help -
~N - ; ) - — g#] sl-eth2 feg0::e02f:boff:feb0:e2aa 0 0
©© 4 L3 % ¢ H S| | N
o - i ] s1-eth3 feg0:fg72:53ff:fe32:b552 0 0
Filter: openflow v Expression... Clear Apply Save -
| ) grls1 fe80::b402:abfffe18:949 0 0
W|RESHARK The World's Most Popular Network Protocol Analyz{BREN=aJ:F)! 10.0.2.15 0 0
Version 1.10.5 (SVN Rev Unknown from unknown) ) Jezen L TR A L . .
Capture Files Lzl any o o8 ¢
\v| &2llo 127.0.0.1 158 8
_ Interface List {5 Open
‘ Live list of the capture interfaces Open a previously captured file -
(counts incoming packets) L@ﬂeb J [ 4 Start J L M Stop J [@gptlonsJ [ ®glose J
Open Recent:
‘ Start e The User's Guide (online version)
Choose one or more interfaces to capture from, then Start 0 Sample Ca ptures
E‘ s1-ethl A A rich assortment of example capture files on the wiki Security
E‘ s1-eth2 Work with Wireshark as securely as possible
2l s1-eth3
&ls1
&l p2p1
&l p7p1
&l any -
Erl1 oonback: lo v

® Capture Options

Start a capture with detailed options

Capture Help

® How to Capture

Step by step to a successful capture setup

Network Media

0 Specific information for capturing on:
Ethernet, WLAN, ...

ea d apt : No Packets . Profile: Default

6 € e 1) & @S



[root@opendaylight ~]# /home/mininet/controller/opendaylight/run.sh
ISESSION 2016-05-23 08:06:37.481
eclipse.buildId=unknown
java.version=1.7.0_45
java.vendor=0racle Corporation
BootLoader constants: 0S=linux, ARCH=x86_64, WS=gtk, NL=en_US
Command-line arguments: -console -consolelog

* Este levantara la configuracién y los demonios necesarios

'ENTRY org.eclipse.osgi :
IMESSAGE Bundle reference.f11e.../11b/10gg1n;.br1dge—0.4.l-SNAPSHOT@lzstart not

found.

osgi> 08:06:40,864 |-INFO in chj]gos.logback.kclassic.LoggerContext[default] - Fou
nd resource [configuration/logb3ck.xml] at [[file:/home/mininet/controller/openda

ylight/configuration/logback.xml]

©08:06:41,035 |-INFO in ch.qgos.lqgback.classikc.joran.action.ConfigurationAction -
debug attribute not set

08:06:41,039 |-INFO 1in Reconf1g reOnChangeFiflter{invocationCounter=0} - Will sca
n for changes in [[/home/ny Fylight/configuration/logback.x
ml]] every 60 seconds.

08:06:41,039 |-INFO in ch.gos\logback.classic oran.action.ConfigurationAction -

Adding ReconfigureOnChangeFilth filter
©08:06:41,212 |-ERROR in ch.qgos.1lo¥% . . util.ContextUtil@77b4beS5 - Failed t

o get local hostname java.net.UnknownHosXException: opendaylight.localdomain: op
endaylight.localdomain: Name or servisZ not known

Ejecutar el archivo de arranque
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Conexion Switch OF

/-
WIRESHARK
SDN controller ODL

192.168.56.101:80 SET
HELLO CONFIG GET PACKET_OUT
(version FEATURES sendflow  CONFIG FLOW (LLDP) ECHO
number) REQUEST expirations REQUEST MOD REPLY

TCP 6633 (deprecated)
ISP 1 c ) TCP 6653 |1
IPv4 /IPv6 - OpenFlow III

TCP HELLO FEATURES GET PACKET_IN ECHO
3-way (version REPLY CONFIG no matching REQ
. sl-ethl sl-eth2 handshake number) REPLY flow entry
Virtual ethernets DPID
# buffers and default

action: send

h2-eth0 h3-eth h4-eth0 # tables
s to controller
capabilities
h 2 h 3 h4 actions
port details

Data Center



Plano de datos de un Switch OF

El plano de datos de un switch OpenFlow esta
compuesto de:

= Puertos,

= Tablas de Flujo,

= Flujos,

= Reglas (clasificadores),

= Modificadores y acciones
e Las tramas que coincidan al flujo en las tablas
de flujo utilizan la reglas y clasificadores.
eLos flujos contienen conjuntos de
modificadores y acciones que se aplican a cada I
trama que coincida.

Switch OF

Puerto RX Puerto TX

P La- 14

Ingress  Ether Eth Eth VIAN  VIAN ? 7 ToS
rama Port Type Dest Source D pri sre Dest D byte g b=z
addr  addr col Port Port

1P P 1P L4 L4-

Ingress  Ether Eth Eth VIAN  VIAN ToS
Tl‘a ma [ Port Type Dest Source D pri £e == ot byte £ 15

addr addr col Port Port




Componentes de la tabla de flujos

OpenFlow 1.0
Flow Entry

OpenFlow-Enabled
Router

Flow Entry
| Matching Fields | Actions | Stats

*eIORNEIOTRTY

E and etc

3

: «  Forward packet to a port list

§ = Add/remove/modify VLAN Tag

: +  Drop packet

3 . Send packet to the controller

§ Layer 2 Layer 3
Ingress| MAC | MAC | VLAN i P P P IP  [TCP/UDP|TCP/UDP
| ot | DA | sa [P o | PP | 5 | pat src port | dst port

= Each flow table entry contains a set of rules to match (e.g., IP src) and an action list to be executed in case of a
match (e.g., forward to port list)



00 ®

[rootBopendaylight ~1# ping -c3 1
PING 10,0,0,2 {10,0,0,2) 56(84) b
64 bytes from 10,0,0,2: icmp_seg=
64 bytes from 10,0,0,2: icmp_seq=

- 10,0,0,2 ping statistics -—-

rtt min/avg/max/mdev = 0,060/0,20
[rootBopendaylight “]# ping -c3 1
PING 10,0,0,3 {10,0,0,3) 56(84) b
64 bytes from 10,0,0,3: icmp_seg=
64 bytes from 10,0,0,33 icmp_seq=

- 10,0,0,3 ping statistics -—-

rtt minfavg/max/mdev = 0,059/0,20
[rootRopendaylight “1# |}

Star
mininet>
mininet>

3 packets transmitted, 2 received,

3 packets transmitted, 2 received,

X Node: h1
O, N9

yt O O
3

64 bytes from 10,0,0,1: icmp_s
64 bytes from 10,0,0,1: icmp_s
64 bytes from 10,0,0,1: icmp_s

2
0
5
2
3

---10,0,0,1 ping statistics -
3 packets transmitted, 3 recei
rtt minfava/max/mdev = 0,057/0
[rootRopendaylight “1# ping -c
PING 10,0,0,3 (10,0,0,3) 56(84

64 bytes from 10,0,0,3: icmp_s
1 64 bytes from 10,0,0,3: icmp_s
64 bytes from 10,0,0,3: icmp_s

- 10,0,0,3 ping statistics -
3 packets transmitted, 3 receil
rtt minfava/max/mdev = 0,044/0
[rootBopendaylight ~1# |}

[root@opendaylight “1# ping -c3 10.0.0.1
PING 10,0,0,1 {10,0,0,1) 56(84, @ O

A NNGO
N Node: h2

N Node: h3

root@opendaylight “]# ping -c3 10,0,0,1

ING 10,0,0,1 {10,0,0,1) 56(84) bytes of data,

4 bytes from 10,0,0,1: icmp_seq=1 ttl=64 time=0,163 ms
4 bytes from 10,0,0,1: icmp_seq=2 ttl=64 time=0,051 ms
4 bytes from 10,0,0,1: icmp_seq=3 ttl=64 time=0,041 ms

-- 10,0,0,1 ping statistics ——

packets transmitted, 3 received, 0¥ packet loss, time
tt min/avg/max/mdev = 0,041/0,085/0,163/0,055 ms
root@opendaylight “1# ping -c3 10,0,0,2

ING 10,0,0,2 {10,0,0,2) 56(84) bytes of data,

4 bytes from 10,0,0,2: icmp_seq=1 ttl=64 time=0,182 ms
4 bytes from 10,0,0,2: icmp_seq=2 ttl=64 time=0,043 ms
4 bytes from 10,0,0,2: icmp_seq=3 ttl=64 time=0,073 ms

2002ms

-- 10,0,0,2 ping statistics ——

packets transmitted, 3 received, 0¥ packet loss, time 2000ms
tt min/avg/max/mdev = 0,043/0,093/0,182/0,060 ms
root@opendaylight “1# i

Lanzara de maneraindividual las ventanas de cada host



CAamnn~rnonntac Aa |lA +AhklAa AAa fliiAc
(o) O olmos — ssh noc

show openflow flow

Flow ID: 1681 Priority: 500 Status: Active

Instructions: Apply-Actions
Action: FORWARD
Out Port: el/3/1
Meter 1d: 1000
Statistics:
Total Pkts: 0
Total Bytes: 0

Flow ID: 1683 Priority: 500 Status: Active
Rule:
In Port: el/3/1
Ether type: 0x86dd
Source IPv6: 2607:£8b0:4000:13::8 Prefix Length: 128
Destination IPv6: 2001:1210:50c:98a:6c91:e692:6b2:d5d3 Prefix Length: 128
Instructions: Apply-Actions
p[ﬁjlﬁiﬁj T Action: FORWARD
Out Port: el/3/2
cooki | Meter id: 1000
o Statistics:
prior Total Pkts: 0
cookie j Total Bytes: 0

priority= ssHespN3#l
[ oo T:




Prioridades en los Flujo

Las tramas se comparan con las entradas”de f|UJO basado en prioridades.
* La primer entrada con una coincidencia exacta aplicara y no continuara
avanzando. Drop @ @ olmos — ssh noc@148.202.

* Los nimeros mas altos tienen mayor Flov 1: 1 feriority: 2Jstatus: active
priOridad. Insi:uzi?t;r:s: Appi;izéil:ions

® Action: FORWARD
Out Port: el/3/2
Action: FOR Out Port: send to controller
Out Statistics:
Total Pkts: 0
Total Bytes: 0

: 2 |Priority: 2|Status: Active
Rules
In Port: el/3/2
Instructions: Apply-Actions
Action: FORWARD
Out Port: el/3/1
Out Port: send to controller
Statistics:
Out Puxt Total Pkts
er id: 1000 Total Bytes: 0

ssueson3#l

Flow ID: 696 Priority:
Rule:

Prefix Length:



000 < Em] 192.168.56.101 O M a

OpenDaylight Learn Developme... https://www.nano... OpenFlow Tutoria... EtherType - Wikip... openvswitch.org/... 4=

. . _ = .
¥* C ‘ Devices Flows Troubleshoot . admin ~

Flow Entries

Flow Entries

e 000090020000

earch O,

b Y

Flow
Name Node

ARP  OF|00:00:00:00:00:00:00
LLDP OF|00:00:00:00:00:00:00

Flow Detail

Flow Details

Node
OF|00:00:00:00:00:00:00:01 0

1-1 nf 1 itam




000 < il]

192.168.56.101 g O M =)
OpenDaylight Learn Development Tools - mininet/open... https://www.nanog.org/meetings/nanog... OpenFlow Tutorial - OpenFlow Wiki EtherType - Wikipedia, the free encyclo.. openvswitch.org/support/dist-docs/ovs... =F
- Devices Flow Troubleshoot admin ~
Existing Nodes
[ NN olmos — root@opendaylight:~ — ssh -X mininet@192.168.56.101 — 97x17

dump-fl¢
priority=1,1
priority=1

priority=1,

idle_age=1112, pri

4314820, idle 51142,
priority=101,d

priority

00:00:00:00:00:03
OUTPUT = OF|3
1-10f 1 item 4 Page 1 [of1 p |
OF|00:00:00:00:00:00:00:01 * * 0 Ipva * 10001 * *  SET.DLDST= 980 10 9637 0 1
00:00:00:00:00:01
OUTPUT = OF|1

OF|00:00:00:00:00:00:00:01 OF|1 * : IPv4 * : : : : : OUTPUT = OF|2 0 0 1766 0 500
OF|00:00:00:00:00:00:00:01 OF|2 * : IPv4 * : : : : : OUTPUT = OF[1 0 0 1707 0 500



Ejemplo de rendimiento por UDP entre dos nodos
En modo server:

mininet> hl iperf -s -u -p 12345
Server listening on UDP port 12345
Receiving 1470 byte datagrams

UDP buffer size: 8.00 KByte (default)

[ 3] local 10.0.0.1 port 12345 connected with 10.12.240.33 port 46248

En modo cliente:

mininet> h2 iperf -c 10.0.0.1 -u -p 12345 -t 30 -b 256M

Client connecting to 10.0.0.1, UDP port 12345

Sending 1470 byte datagrams

UDP buffer size: 8.00 KByte (default)

[ 3] local 10.0.0.2 port 46248 connected with 10.12.240.32 port 12345
[ ID] Interval Transfer Bandwidth

[ 3] ©0.0-30.0 sec 298 MBytes 83.4 Mbits/sec

Después de la conexidn del cliente, iperf prueba lared y provee estadisticas de throughputde la red.



Red hibrida (Switch)

* Una red hibrida tiene ambas modalidades de switch tradicional y SDN
switch operando en la misma topologia.
* Los puertos pueden ser designados como puertos sélo OpenFlow, el

resto de los puertos de operar bajo el control del sistema operativo del
switch o de modo hibrido.

* Protegiendo una o varias VLAN

® olmos — ssh

SSHEC2#sh run int e 5/1 olmos — ssh

interface ethernet 5/1
port-name 100Gbps-RS SSHEC2#sh openflow interface
openflow protected-vlans 16
openflow enable layer2 hybrid-mode
enable
no spanning-tree

Total number of Openflow interfaces: 3

Port Link Speed Tag MAC OF-portid Name Mode
Up 10G Yes 0024.38ab.4e00 98 10G-C1 Router Hybrid-Layer2

link-fault-signaling 3/2
-

4/16 U 1G Yes 0024.38ab.4e9f 160 1G-GW1 OpFlow Hybrid-Layer2
ssaec2# / P pFlow Hybri v

5/1 Up 100G Yes 0024.38ab.4e00 193 100Gbps~-RS Hybrid-Layer2

ssuec2#l




| Puertos hibridos OpenFlow

A controladora

Ingreso de
trama

¢Concuerda ¢ Configuraci-

con la 6n de puerto
entrada L2/VPLS
Openflow? VLAN?

Por defecto:
éNo concuerda
= descartar?

Ejecucion de Accion
OpenFlow

¢ Configuraci-

6n de puerto Procesamiento normal de
L2/VPLS enrutamiento y envio
VLAN?




Conexion Switch OF

I 4
WIRESHARK
SDN controller ODL
SET
HELLO CONFIG  GET PACKET_OUT
(version FEATURES  sendflow CONFIG FLOW  (LLDP) ECHO
MOOU L e BRBRO™HhLT @S¢ number) REQUEST expirations REQUEST MOD REPLY

TCP 6633 (deprecated)
TCP 6653
c "OpenFlow Th

TCcp HELLO FEATURES GET PACKET_IN ECHO
3-way (version CONFIG no matching REQ

REPLY
handshake number) DPID REPLY flow entry
and default
# buffers ;
action: send

# tables
ens to controller
capabilities

actions
port details

Switch OF

Taller SDN/NFV

IPv4 /IPv6

Data Center



Ambiente del laboratorio 3

e Los siguientes ejemplos de protocolo OpenFlow se
ilustran con:

= Una controladora SDN OpenDaylLight (versién:
Hydrogen, Helium o Lithium) ejecuta en una
maquina virtual

= QOracle VM VirtualBox: producto de virtualizacion

= |CX6610-48: OpenFlow switch hibrido capa 2-3

= Wireshark: analizador trafico de protocolos para
Unix y Windows.



Topologia de laboratorio

SSH@SDN3#  show openflow controller
Openflow controller information

Mode TCP/SSL IP-address

Status

Controller

1 active TP 192.168.113.15 6633  OPENFLOW_ESTABLISHED
SSH@SDN3#

ISP 1
IPv4 /IPv6
Switch OF

W EEY Ex2 K2y i‘lllli‘llllill]lllllllll X3 B3 B Bl B2 kol BxY Exd | XY KXY Er) EeY Aed kY kew Ry
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NFV Network Function
Virtualization



iQué es NFV?

ETSI<%>>\
S5 La definicion de NFV se

World Class Standards ©rigina en elambito de

Tiene como objetivos
transformarla manera
en como los operadores
ven la arquitectua de las
redes.

los proveedores de
servicio, actualmente
formalizado bajo el
amparo del Instituto
Europeo de Normas de
Telecomunicaciones
(ETSI) desde noviembre
de 2012.

Fuente: http://www.etsi.org/technologies-clusters/technologies/nfv

Aborda la dependencia
del hardware

¢ Consolidacion de muchos
tipos de equipos de red en
servidores.

¢ Implementacién de
funciones de red en el
software.



Beneficios de las NFV

La adopcidn de servidores convencionales (x86) para la
consolidacién y lasimplificacion dela infraestructura.

Reduce los costos de equipos y menor consumo de energia.

El aumento de lavelocidad en el aprovisionamiento, la
creacion de plantillas e inclusive la migracién dindmica (en
caliente) de maquinas virtuales para lograr alta disponibilidad
y balanceo de cargas.

El aumento de velocidad del tiempo de salida a mercado (TTM).

Optimiza la configuracion de lared y/o topologiaen tiempo casi
real.

Fuente: http://www.etsi.org/technologies-clusters/technologies/nfv



NFV Network Function Virtualization




Iniciativas NFV

'se OPnF OPNFV (OpenPlataform NFV — Linux Foundation)
https://www.opnfv.org

Ol.

n NFV on OpenStack (Mirantis)

openstack

VyOS

(@ VyAT TA@ Vyatta (vRouter) http://www.vyatta.com




Con NFV puede anadir,
cambiar o eliminar los
dispositivos dered en el
software o virtualizar un
Centro de Datos completo.




Ambiente del |laboratorio

* Los siguientes ejemplos de NFV se ilustran con:
= Servidor en rack RH1288 V2
= ESXi 5.5 Hypervisor : producto de virtualizacion.
= \lyatta 5600 vRouter.
= Maquinas virtuale Ubuntu 14 desktop.



Topologia de Iab(c()r))atorio

: vRouterl @ ......
vSwmhlﬁ \ﬁ vSwitchAP n
172.16.100.5/24

v N 172.16.200.0/24 OpenFlow 1.3
172.16.100.4/24 ~

172.16.100.6/24 = m,

. 2001:CB00:/32 Controladora

— EWCV2110
9 ------------------------------------- EthOx

172.16.100.0/24

— x - 10.10.x.1
B e } vSwitch
vSwitch2 ~ W - " Managament vRouter Central
172.16.100.7/24 -~ L
V - 4
172.16.100.X/24 172.16.100.X/24
[ e
~ vRouterN IPv6 Network
vSwitchN

Hypervisor

NAT64 /
DNS64

SERVER



Routers
Vyatta 2
Vyatta 3
Vyatta 4
Vyatta 5
Vyatta 6
Vyatta 7
Vyatta 8
Vyatta 9
Vyatta 10
Vyatta 11
Vyatta 12
Vyatta 13
Vyatta 14
Vyatta 15
Vyatta 16
Vyatta 17
Vyatta 18
Vyatta 19
Vyatta 20
Vyatta 21
Vyatta 22
Vyatta 23
Vyatta 24
Vyatta 25

eth0.1xx

2001:CB00:1000:102::
2001:CB00:1000:103::
2001:CB00:1000:104::
2001:CB00:1000:105::
2001:CB00:1000:106::
2001:CB00:1000:107::
2001:CB00:1000:108::
2001:CB00:1000:109::
2001:CB00:1000:1010
2001:CB00:1000:1011
2001:CB00:1000:1012
2001:CB00:1000:1013
2001:CB00:1000:1014
2001:CB00:1000:1015
2001:CB00:1000:1016
2001:CB00:1000:1017
2001:CB00:1000:1018
2001:CB00:1000:1019
2001:CB00:1000:1020
2001:CB00:1000:1021
2001:CB00:1000:1022
2001:CB00:1000:1023
2001:CB00:1000:1024
2001:CB00:1000:1025

/64
/64
/64
/64
/64
/64
/64
/64
/64
::/64
::/64
/64
::/64
::/64
::/64
::/64
/64
/64
/64
/64
/64
/64
/64
/64

ethl

2001:CB00:1000:
2001:CB00:1000:
2001:CB00:1000::
2001:CB00:1000:
2001:CB00:1000::
2001:CB00:1000::
2001:CB00:1000:
2001:CB00:1000::
2001:CB00:1000::
2001:CB00:1000::
2001:CB00:1000::
2001:CB00:1000::
2001:CB00:1000::
2001:CB00:1000::
2001:CB00:1000:
2001:CB00:1000::
2001:CB00:1000::
2001:CB00:1000:
2001:CB00:1000:
2001:CB00:1000::
2001:CB00:1000::
2001:CB00:1000::
2001:CB00:1000::
2001:CB00:1000::

:102:0/126
:103:0/126

104:0/126

:105:0/126

106:0/126
107:0/126

:108:0/126

109:0/126

1010:0/126
1011:0/126
1012:0/126
1013:0/126
1014:0/126
1015:0/126

:1016:0/126

1017:0/126
1018:0/126

:1019:0/126
:1020:0/126

1021:0/126
1022:0/126
1023:0/126
1024:0/126
1025:0/126

eth2 - Mgmt

172.16.100.5

172.16.100.7

172.16.100.9

172.16.100.11
172.16.100.13
172.16.100.15
172.16.100.17
172.16.100.19
172.16.100.21
172.16.100.23
172.16.100.25
172.16.100.27
172.16.100.29
172.16.100.31
172.16.100.33
172.16.100.35
172.16.100.37
172.16.100.39
172.16.100.41
172.16.100.43
172.16.100.45
172.16.100.47
172.16.100.49
172.16.100.51

Hosts
Host 2
Host 3
Host 4
Host 5
Host 6
Host 7
Host 8
Host 9
Host 10
Host 11
Host 12
Host 13
Host 14
Host 15
Host 16
Host 17
Host 18
Host 19
Host 20
Host 21
Host 22
Host 23
Host 24
Host 25

eth0 - Mgmt
172.16.100.4
172.16.100.6
172.16.100.8
172.16.100.10
172.16.100.12
172.16.100.14
172.16.100.16
172.16.100.18
172.16.100.20
172.16.100.22
172.16.100.24
172.16.100.26
172.16.100.28
172.16.100.30
172.16.100.32
172.16.100.34
172.16.100.36
172.16.100.38
172.16.100.40
172.16.100.42
172.16.100.44
172.16.100.46
172.16.100.48
172.16.100.50



interfaces {
ethernet etho {
vif 101 {

address 2001:CB00:1000::10::2/126

}

ethernet ethl {
address 2001:cb00:1000:10: :A/64
ipv6 {
address {
eui6d 2001:cb00:1000:101::/64
}

router-advert {

other-config-flag true

prefix 2001:cb00:1000:101::/64 {

autonomous-flag true

on-link-flag true

protocols {

static {
::/0 {

next-hop 2001:cb00:1000: :101:

route6

10
10
10
10
10
10
10
10
10

}

10
10
10
10
10
10
10
10
10

10
10
10
10
10
10

{



host@Host:~$ sudo vi /etc/resolv.conf
# Dynamic resolv.conf(5) file for glibc resolver(3)
generated by resolvconf(8)

# DO NOT EDIT THIS FILE BY HAND -- YOUR CHANGES
WILL BE OVERWRITTEN



host@Host:~$ sudo vi /etc/network/interfaces
# This file describes the network interfaces available on your system

# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto 1lo

iface lo inet loopback

# The primary network interface
auto etho

iface ethe inet static

address 172.16.100.2

netmask 255.255.255.0

network 172.16.100.0

broadcast 172.16.100.255



Aplicacion SDN -
Optimizacion de Trafico



Aplicacion SDN - Optimizacion de Trafico

@& Aplicacidn abierta que optimiza del trafico de red a través del monitoreo proactivo y el

establecimiento de politicas de flujo para mejorar la utilizacion de recursos, mitigar ataques de
red y reducir la congestion de la red de forma automatizada.

&5 Escrita en Python.

f? Componentes de sistema: P Interfaz Web:
* Colector SFIOLU R hon'

* Base de datos Ml_—l

DEN RRDtool
logging & graphing
e Controladora

. J N
* Protocolo c OpEI’lF'OW



Aplicaciones de red

ﬁ Desarrollada por el NOC-UDG con el apoyo de la iniciativa
privada, INITEL-RESILIO.

» En el pasado el NOC-UDG desarrolld diversas aplicaciones

para monitoreo y optimizacion de trafico de red.
* MRTG, Perl, RRDTool, remote shell (SSH, Telnet)




v sFlow-RT sFlow collector

b Net Apps (Northbound)

Web service API

%y
. J‘@’L‘
FlowBot Traffic Controller %, OpenDayLight Lithium based
OpenFlow controller :
<2:Net Operating System = i

o~ .
- ] |

Device

IPv6/IPv4 Router/switch OpenFlow



Caracteristicas de la Aplicacion SDN

\Y/ . .y :
3\!@’ Monitoreo y deteccion de patrones de comportamiento enla red
(congestion, abusos, DoS, etc.).
* Atravésde ports mirror, sflow, syslog, etc.

Soporte de los protocolos IPv6 e IPv4.
* Registro de lista de blanca de direcciones IP (VIP).

Acciones:

* Redireccionamiento de trafico.

* Blogueo de trafico.

» Calidad de servicio (administracion de ancho de banda).
* Balanceo de cargas de trafico.

ZAe Tiempos de aplicacion de acciones.




Topologiadela UDG

En el cuerpo, luego que se presume que el perimetro de
seguridad ha sido violado; defensas reales contra los ataques
en el cuerpo incluyen potentes sistemas que detectan cambios

(anomalias) contraproducentes para la salud humana, y los

sindromes de ataque reconocibles como las enfermedades
comunes o visto recientemente. o )

Perimetro de seguridad
como la piel humana,

previene muchos dafios e
infecciones. =

10 Gbps

Dependencia

Routers
OpenFlow hybrid mode

Data Center
Data Centep 10 6bps

[1] On Firewalls in Internet Security http://www.ietf.org/id/draft-gont-opsawg-firewalls-anal ysis-00.txt



Dashboard de |la Aplicacion SDN

000 < Em}

FlowBot Traffic

Dashboard
WhiteList
Historical
Policy

Users

B b @

Logout

Dashboard: Real time events and monitoring

Number IP (source)

1

2
3
4

2001:1210:906:2:D9BA:ECDB:2918:8F2

2607:F8B0:4001:C02::84
198.143.98.105
200.39.161.7

9 percentage of packets

& alarmas.noc.udg.mx

IP (destination)
2607:F8B0:4001:C02::84
2001:1210:906:2:D9BA:ECDB:2918:8F2

148.202.255.62
216.58.216.239

[Mirror] Packet distribution by TCP flags

Time (detected event) pps Type Status
Aug 21, 2015 17:36:51 2814 udpfloodé Filtered
Aug 21,2015 17:36:39 2686 udpfloodé Filtered
Aug 21,2015 17:36:07 719 icmpflood Filtered
Aug 21, 2015 17:30:58 2939 udpflood Filtered

[}
jue 18:00
From 20/08/2015 17:35 to 21/08/2015 17:35

TCP Flags:
| Psh
0O Psh/Ack
W Rst
O Rst/Ack

| Syn
| Syn/Ack
o Fin
O Fin/Ack
| Ack
Powered by

Current:
Current:
Current:
Current:
Current:
Current:
Current:
Current:
Current:

0.
29.
40,

446,
609.
619,

0.

571.
53.

vie 00:00

Average:
Average:
Average:
Average:
Average:
Average:
Average:
Average:
Average:

Resilio Inc., support@resilio.com.mx

Maximum:
Maximum:
Maximum:
Maximum:
Maximum:
Maximum:
Maximum:
Maximum:
Maximum:

)

@

vie 06:00

Soowwwnilo

vie 12:00

Mascota oficial: Ledn Negro



7 UNIVERSIDAD DE
+* GUADALAJARA

) Administracion General

b [

Tabla de flujos IPv4 — Switch OF

. @ olmos — ssh — 118x36

Subnet IP: .255.255

id: 1000

Flow ID:

Ether type:
Sowrce IP: ; = Subnet IP:
tination IP: 5 Subnet IP:

Flow ID:

Instructions: Apply-actions
DROP




Tabla de flujos IPv6 — Switch OF

. @ olmos — ssh — 117x36

0 Port: #3
Out Port: controller

695 Priority: 500 Status: active
Rul.

Flow ID: 696 Priority: S00 Status: active
Rul.
In Port:

ssHEsDNz#




SDN/NFV - IPv6

Representaciones légicas de:
Funciones de capa 2: vBridge
Funciones de capa 3: vRouter
Funciones de seguridad: vFirewall
De tuneles: viunnel

Virtual interface

De conectividad capa 1: Virtual Link (vLink)

I- '“

ALLAANNY
WATY NN

SDN/NFVIPV6 |

Ready for the future!




Dual-stack network UDG

Trends visualizations IPv6 adoption:
https://www.stateoftheinternet.com/

00 e < im] stateoftheinternet.com ¢ ul) §=N

Home Connectivity~ Security ~ Trends~ Resources ~ About ~

135 0.1%

136 7.0%

137 40.3%

09/17/2015
o Universidad de Guadalajara: 40.3 %

IPv6

Ready for the future!



Dual-stack network UDG

World IPv6 Launch:
http://www.worldipv6launch.org/

]

<

im]

worldipvélaunch.org

many visitors to a specific website are using IPv6, how many networks have significant IPv6 deployment, and how

much traffic at an Internet exchange is using IPv6?2

Network operator ts, 10th September 2015

To understand our IPv6 Deployment metric, please read the notes below. Results are ranked by overall traffic volume.

Hover over Participating Network name to see deployment trends for the Top 10.

Show | 10 [ entries Search:
. . N N IPv6 N
Rank Participating Network & ASN(s) < ey et ¢
71 University of lowa 3676 52.65%
72 Monash University 56132 31.73%
73 Fastweb Spa 12874 0.32%
74 Deutsche Glasfaser 60294 41.02%
75 University of Buffalo 3685 53.57%
76 SWITCH 559 9.22%
77 FCCN 1930 16.20%
78 Um\{emty of South 5661 40.03%
Florida
79 Greek Student Network 197121 12.43%
80 Universidad de 2549 32.40%

Guadalajara

Showing 71 to 80 of 281 entries

IPv6

Ready for the future!

First Previous 6 7 9 10 Next Last

Percentage of Alexa Top 1000 websites currently reachable over IPv6

—



000 < Em| stats.labs.apnic.net @] (4] t o

tack network UDG

IPv6 Country Deployment for Mexic
http://stats.labs.apnic.net/ipv6 /MX

Code Region |Pv6 Capable
XA World 4.62%
XC  Americas 12.81%

6 Preferred Samples
4.11% 389450560
11.34% 81023719

Code SubRegion IPv6 Capable IPv6 Preferred Samples
X0 Central America, Amer| 0.02% 0.02% 9656247

ASN AS Name IPv6 Capable IPv6 Preferred Samples
AS2549  Universidad de Guadalajara 41.96% 40.70% 2543
AS13679  Centros Culturales de Mexico, A.C. 27.75% 27.75% 472
AS28503 GSAT COMUNICACIONES SADE CV 14.85% 14.85% 202
AS278 Universidad Nacional Autonoma de Mexico 1.12% 1.07% 8384
AS262913 Konecta de Mexico, S. de R.L. de C.V. 0.40% 0.00% 1988
AS28400 ﬁqEF%F;EJAAgIIéﬁEY (éfbég:l&/;CIONES Y TRANSPORTES COORDINACION DE LA SOCIEDAD DE LA 0.20% 0.20% 15789
AS4493  Universidad de Sonora 0.09% 0.00% 1073
AS28526 Universidad Autonoma del Estado de Mexico 0.07% 0.00% 1502
AS14178 Megacable Comunicaciones de Mexico, S.A. de C.V. 0.06% 0.06% 9649
AS16960 Cablevision Red, S.Ade C.V. 0.02% 0.02% 125464



e Jaime Olmos de la Cruz * Teobaldo Leal Arriaga

tleal@initel.com.mx

@olmosvé http://www.initel.com.mx

jaime@noc.udg.mx
http://www.ipv6.udg.mx



