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With Millions of New Devices Becoming IP Aware, 
The Need  for Increased  Ad d ressing and  Plu g and  Play  Network ing 

Is O nly  Met with the Imp lementation of IPv6

IP Version 6IP Version 6

IP : T h e A p p l ic a t ion’s C onv er g enc e L a y er
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A  N eed  f or  IP v 6 ?

• IE T F  IPv6 W G  b e g a n  i n  e a r l y  9 0 s ,  t o  s o l ve  
a d d r e s s i n g  g r o w t h  i s s ue s ,  b ut

C IDR , NAT,…were d evelop ed
• IPv4  3 2  b i t  a d d r e s s  =  4  b i l l i o n  h o s t s

~ 40 %  of the IPv4 ad d ress sp ace is still u nu sed  which is 
d ifferent from u nallocated
BUT

• IP i s  e ve r y w h e r e
Data, voice, au d io and  vid eo integration is a reality
R egional registries ap p ly  a strict allocation control

• S o ,  o n l y  c o m p e l l i n g  r e a s o n : M o r e  IP a d d r e s s e s !
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IP  A d d r ess A l l oc a t ion H ist or y

• 1 9 8 1 —IPv4 p rotocol p u b lished
• 1 9 8 5 —1 / 1 6  of total sp ace
• 1 9 9 0 —1 / 8  of total sp ace
• 1 9 9 5 —1 / 3  of total sp ace
• 2 0 0 0 —1 / 2  of total sp ace
• 2 0 0 2 . 5 —2 / 3  of total sp ace
• This d esp ite increasingly  intense conservation efforts

PPP/DHCP address sharing
N AT  ( net w o rk  address t ransl at io n)
CI DR ( c l assl ess int erdo m ain ro u t ing)  p l u s so m e address rec l am at io n

• Theoretical limit of 3 2 -b it sp ace:   ~ 4 b illion d evices
p ractical limit of 3 2 -b it sp ace:  ~ 2 5 0  million d evices ( R F C  3 1 9 4)
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A  N eed  f or  IP v 6 ?

• Internet p op u lation
~ 60 0 M  u sers in Q 4  CY  ’0 2,  ~ 9 4 5M  b y  end CY  ’0 4 —o nl y  10 –15%  o f  t he t o t al  
p o p u l at io n
Ho w  t o  address t he f u t u re W o rl dw ide p o p u l at io n?  ( ~ 9 B in CY  ’50 )
Em erging I nt ernet  c o u nt ries need address sp ac e,  e.g.: China u ses nearl y  
2 c l ass A ( 11/20 0 2) ,  ~ 20  c l ass A needed if  ev ery  st u dent  ( 320 M )  has t o  get  
an I P address

• Mob ile internet introd u ces new generation of Internet d evices
PDA ( ~ 20 M  in 20 0 4 ) ,  M o b il e Pho nes ( ~ 1.5B in 20 0 3) ,  T ab l et  PC
Enab l e t hro u gh sev eral  t ec hno l o gies,  e.g.: 3G ,  8 0 2.11, …

• Transp ortation—mob ile network s
1B au t o m o b il es f o rec ast  f o r 20 0 8 —Begin no w  o n v ert ic al  m ark et s 
I nt ernet  ac c ess o n p l anes,  e.g. L u f t hansa— t rain,  e.g. N arit a exp ress

• C onsu mer, home and  ind u strial ap p liances
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W h y  N ot  N A T

• E x h a us t i o n  o f  a d d r e s s  s p a c e
• N A T  b r e a k s  t h e  e n d  t o  e n d  m o d e l
• G r o w t h  o f  N A T  h a s  s l o w e d  d o w n  g r o w t h  o f  
t r a n s p a r e n t  a p p l i c a t i o n s

• N o  e a s y  w a y  t o  m a i n t a i n  s t a t e s  o f  N A T  i n  c a s e  o f  
n o d e  f a i l ur e s

• N A T  b r e a k  s e c ur i t y
• N A T  c o m p l i c a t e s  m e r g e r s ,  d o ub l e  N A T i n g  i s  
n e e d e d  f o r  d e vi c e s  t o  c o m m un i c a t e  w i t h  e a c h  o t h e r
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IPv6 T E C H N O L O G Y
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IP v 6  P r ot oc ol  

• S i m p l i f i c a t i o n  o f  h e a d e r  f o r m a t
• E x p a n d e d  a d d r e s s  s p a c e
• Im p r o ve d  o p t i o n  s up p o r t
• M a n d a t e d  s e c ur i t y

Changes in Some Key Areas
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H ead ers and  F iel d s

IP v 6  P r ot oc ol

IPv4 H ead er IPv6  H ead er

Field’s  N a m e K ep t  f r o m  I Pv 4 t o  I Pv 6
Fields  N o t  K ep t  i n  I Pv 6
N a m e a n d Po s it io n  C h a n g ed in  I Pv 6
N ew  Field in  I Pv 6

PaddingO p t io ns
Dest inat io n Address
S o u rc e Address

Header Chec k su mPro t o c o lT im e t o  L iv e

F ragm ent  
O f f setF l agsI dent if ic at io n

T o t al  L engt hT y p e o f  
S erv ic eI HLV ersio n

Dest inat io n Address

S o u rc e Address

Ho p  
L im it

N ext  
HeaderPay l o ad L engt h

F l o w  L ab elT raf f ic  Cl assV ersio n
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IPv6 Header
N ex t  H ea der  =  6  
( TC P)

T CP Seg m en t

IPv6 Header
N ex t  H ea der  =  43 
( R o u t i n g )

T CP Seg m en tRo u ti n g  Header
N ex t  H ea der  =  6  
( TC P)

Au th en ti c ati o n  
Header
N ex t  H ea der  =  6  
( TC P)

IPv6 Header
N ex t  H ea der  =  43 
( R o u t i n g )

Ro u ti n g  Header
N ex t  H ea der  =  51 
( A H )

T CP Seg m en t

T h e C h a in of  P oint er s F or m ed  b y  t h e 
N ex t  H ea d er  F iel d
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IP v 6  P r ot oc ol

• N e w  f i e l d
• F l o w  l a b e l  (R F C 3 69 7 )

S eq u ence of p ack ets for which a sou rce d esires 
to lab el a flow
F low classifiers have b een b ased  on 5 -tu p le:  
sou rce/ d estination ad d ress, p rotocol ty p e and  p ort 
nu mb ers of transp ort
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IP v 6  P r ot oc ol  – F l ow  L a b el
Some of these fields may be unavailable due to fragmentation, 
enc ryp tion or loc ating them p ast ex tension headers

� L ook ing for classifier only  into IP head er
� O nly  3  tu p le, flow lab el, sou rce/ d estination ad d ress

F l o w -L a b e l
T-C lass 0 -7  time sensitive, 8 -1 5  non-flow traffic
F low-ID chosen rand omly  b y  sou rce, no conflict p ossib le, b ecau se a 
flow is flow-lab el +  sou rce +  d estination 

T C L A S S F l o w  Id e n t i f i e r

4 b its 2 4 b its
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A d d r essing

• A l m o s t  un l i m i t e d  n um b e r  o f  IP a d d r e s s e s
• T h e  a va i l a b i l i t y  o f  t h e s e  m a n y  a d d r e s s e s  p r o vi d e s  
p e r f e c t  p l a t f o r m  f o r  r e s i d e n t i a l  IP t e l e p h o n y
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A d d r essing

1 . U n i c a s t
2 . M ul t i c a s t
3 . A n y c a s t

… n o  m o r e  b r o a d c a s t  a d d r e s s e s

T hree T yp es of  Ad d ress
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A d d r essing
R ep resent at ion
• 1 6-b i t  h e x a d e c i m a l  n um b e r s
• N um b e r s  a r e  s e p a r a t e d  b y  (:)
• H e x  n um b e r s  a r e  n o t  c a s e  s e n s i t i ve
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A d d r essing
R ep resent at ion
• A b b r e vi a t i o n s  a r e  p o s s i b l e
• L e a d i n g  z e r o s  i n  c o n t i g uo us  b l o c k  c o ul d  b e  
r e p r e s e n t e d  b y  (::)

E x amp le:
2 0 0 3 : 0 0 0 0 : 1 3 0 F : 0 0 0 0 : 0 0 0 0 : 0 8 7 C : 8 7 6 B: 1 40 B
2 0 0 3 : 0 : 1 3 0 F : : 8 7 C : 8 7 6 B: 1 40 B

• D o ub l e  c o l o n  o n l y  a p p e a r s  o n c e  i n  t h e  a d d r e s s
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A d d r essing

• R e p r e s e n t a t i o n  o f  p r e f i x  i s  j us t  l i k e  C ID R
• In  t h i s  r e p r e s e n t a t i o n  y o u a t t a c h  t h e  p r e f i x  l e n g t h
• L i k e  v4  a d d r e s s  1 9 8 . 1 0 . 0 . 0 / 1 6
• v6 a d d r e s s  i s  r e p r e s e n t e d  t h e  s a m e  w a y  
3 e f 8 :c a 62 :1 2 ::/ 4 0

P ref ix  R ep resent at ion
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L et ’s T a l k  a  L it t l e M or e on A ny c a st
R F C  1 5 46 :  
“… w h e r e  a  h o s t ,  a p p l i c a t i o n ,  o r  u s e r  w i s h e s  t o  l o c a t e  a  h o s t  w h i c h  
s u p p o r t s  a  p a r t i c u l a r  s e r v i c e  b u t ,  i f  s e v e r a l  s e r v e r s  s u p p o r t  t h e  
s e r v i c e ,  d o e s  n o t  p a r t i c u l a r l y  c a r e  w h i c h  s e r v e r  i s  u s e d  “

• Any cast:  An id entifier for a set of interfaces ( ty p ically  
b elonging to d ifferent nod es).  A p ack et sent to an any cast
ad d ress is d elivered  to one of the interfaces id entified  b y  that
ad d ress ( the " nearest"  one, accord ing to the rou ting 
p rotocols'  measu re of d istance).  

• Any cast ad d resses are tak en from the u nicast ad d ress sp aces 
( of any  scop e) and  are not sy ntactically  d istingu ishab le from 
u nicast ad d resses.  
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A ny c a st
I P v 4  Anyc ast  M ot iv at ion and  I ssu es
• It  p r o vi d e d  n o d e s  a  s i m p l e r  w a y  t o  r e a c h  a n y  o f  
g r o up s  a p p l i c a t i o n  s e r ve r s

• A n y c a s t i n g  d i d  c a us e  p r o b l e m s  w i t h  s t a t e f ul  
i n t e r a c t i o n s ,  i t  r e q ui r e s  m e c h a n i s m  t h a t  g ui d e s  a l l  
a n y c a s t  p a c k e t s  t o  t h e  f i r s t  n o d e  t h a t  r e s p o n d s  t o  
t h e  r e q ue s t

• A l l  a n y c a s t  n o d e s  s h o ul d  p r o vi d e  un i f o r m  s e r vi c e
• S ui t a b l e  f o r  l o a d  b a l a n c i n g  a n d  c o n t e n t  d e l i ve r y  
s e r vi c e s
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FF00: : / 161111 1111M u l ti c as t addres s

FC00: : / 8
FD 00: : / 8

1111 1100
1111 1101

U n i q u e l o c al  u n i c as t 
addres s

FE 80: : / 101111 1110 10L i n k  L o c al  U n i c as t 
Addres s

20010Ag g reg atab l e G l o b al  
U n i c as t Addres s

H exBinaryTy p e

A d d r essing
Some Sp ec ial  Ad d resses
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IP v 6 : A d d r essing  M od el

• A ddresses are assigned to interfac es
Ch an g e f ro m  IPv4 m o del :

• Interface “ex p ected ” to have mu ltip le ad d resses
• A ddresses have sc op e

L i n k  l o c al
U n i q u e l o c al
G l o b al

• A ddresses have lifetime
V al i d an d p ref erred l i f eti m e

L i n k —L o c alU n i q u e—L o c alG l o b al
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A g g r eg a t a b l e G l ob a l  U nic a st  A d d r esses

• A g g r e g a t a b l e  G l o b a l  U n i c a s t  a d d r e s s e s  a r e :
Ad d resses for generic u se of IPv6
S tru ctu red  as a hierarchy  to k eep  the aggregation

In terf ac e IDG l o b al  Ro u t ing Pref ix SL ASL A

001

64 b i ts3 45 b i ts 16 b i ts

Pro vi der Si te Ho s t

S it e-lev el-a g g r eg a t o r
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A g g r eg a t a b l e G l ob a l  U nic a st  A d d r esses

• A ut o -c o n f i g ur e d  f r o m  a  64 -b i t  E U I-64 ,  o r  e x p a n d e d  
f r o m  a  4 8 -b i t   M A C  a d d r e s s  (e . g . ,  E t h e r n e t  a d d r e s s )

• A ut o -g e n e r a t e d  p s e ud o -r a n d o m  n um b e r
(t o  a d d r e s s  p r i va c y  c o n c e r n s )

• A s s i g n e d  vi a  D H C P
• M a n ua l l y  c o n f i g ur e d

L ow est -O rd er 6 4 -B it  F iel d  of  U nic ast  
Ad d ress M ay B e Assigned  in Sev eral  
D if f erent  W ays:
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A g g r eg a t a b l e G l ob a l  U nic a st  A d d r esses

• C i s c o  us e s  t h e  E U I-64  f o r m a t  t o  d o  s t a t e l e s s  
a ut o c o n f i g ur a t i o n

• T h i s  f o r m a t  e x p a n d s  t h e  4 8  b i t  M A C  a d d r e s s  t o  64  
b i t s  b y  i n s e r t i n g  F F F E  i n t o  t h e  m i d d l e  1 6 b i t s

• T o  m a k e  s ur e  t h a t  t h e  c h o s e n  a d d r e s s  i s  f r o m  a  
un i q ue  E t h e r n e t  M A C  a d d r e s s ,  t h e  un i ve r s a l / l o c a l  
(“u” b i t )  i s  s e t  t o  1  f o r  g l o b a l  s c o p e  a n d  0  f o r  
l o c a l  s c o p e
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00 FF FE

FF FE

02 FEFF

90

90 27 17 FC 0F

00 90 27 17 FC 0F

00 27 17 FC 0F

90 17 FC 0F

w h ere U =
1 = u n i q u e
0 = n o t u n i q u eU  = 1

000000U 0

27

A g g r eg a t a b l e G l ob a l  U nic a st  A d d r esses

• E u i-6 4 ad d ress:   
Insert “F F E ” in mid d le

• Invert ‘U’ b it to 
id entify  u niq u eness 
of MAC

• E thernet MAC  
ad d ress ( 48  b its)

• 6 4 b its version
• Uniq u eness of the MAC
• E u i-6 4 ad d ress

E U I -6 4
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IP v 6  M u l t ic a st  A d d r ess

• I P  multic ast address has a p refix  F F 0 0 : : / 8  ( 1 1 1 1  1 1 1 1 )
• T he sec ond oc tet define the lifetime and sc op e of the 
multic ast address

8-b i t 4-b i t 4-b i t 112 -b i t
1111 1111 L if et im e S c o p e G ro u p -I D

S c o p e
1 n o d e
2 l i n k
5 s i t e
8 o r g a n i z a t i o n
E g l o b a l

L if et im e
0 i f  p e r m a n e n t
1 i f  t e m p o r a r y
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Sol ic it ed -N od e M u l t ic a st  A d d r ess 

• F o r  e a c h  un i c a s t  a n d  a n y c a s t  a d d r e s s  c o n f i g ur e d  
t h e r e  i s  a  c o r r e s p o n d i n g  s o l i c i t e d -n o d e  m ul t i c a s t

• T h i s  a d d r e s s  i s  l i n k  l o c a l  s i g n i f i c a n c e  o n l y
• T h i s  i s  s p e c i a l l y  us e d  f o r  t w o  p ur p o s e ,  f o r  t h e  
r e p l a c e m e n t  o f  A R P,  a n d  D A D  (d up l i c a t e  a d d r e s s  
d e t e c t i o n ,  d e t a i l s  l a t e r )  
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Sol ic it ed -N od e M u l t ic a st  A d d r ess 

• F F 0 2 :0 0 0 0 :0 0 0 0 :0 0 0 0 :0 0 0 0 :0 0 0 1 :F F 0 0 :0 0 0 0 / 1 0 4
• F F 0 2 ::1 :F F 0 0 :0 0 0 0 / 1 0 4
• G e t s  t h e  l o w e r  2 4  b i t s  f r o m  t h e  un i c a s t  a d d r e s s
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N E IG H B O R  D IS C O V E R Y
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N eig h b or  Disc ov er y

• R e p l a c e s  A R P,  IC M P (r e d i r e c t s ,  r o ut e r  d i s c o ve r y )
• R e a c h a b i l i t y  o f  n e i g h b o r s  
• H o s t s  us e  i t  t o  d i s c o ve r  r o ut e r s ,  a ut o c o n f i g ur a t i o n  
o f  a d d r e s s e s

• D up l i c a t e  A d d r e s s  D e t e c t i o n  (D A D )
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N eig h b or  Disc ov er y

• N e i g h b o r  d i s c o ve r y  us e s  i c m p v6 m e s s a g e s ,  
o r i g i n a t e d  f r o m  n o d e  o n  l i n k  l o c a l  w i t h  h o p  
l i m i t  o f  2 5 5

• C o n s i s t s  o f  i p v6 h e a d e r ,  i c m p v6 h e a d e r ,  n e i g h b o r  
d i s c o ve r y  h e a d e r ,  a n d  n e i g h b o r  d i s c o ve r y  o p t i o n s

• F i ve  n e i g h b o r  d i s c o ve r y  m e s s a g e s
R ou ter solicitation ( icmp v6  ty p e 1 3 3 )
R ou ter ad vertisement ( icmp v6  ty p e 1 3 4)
Neighb or solicitation ( icmp v6  ty p e 1 3 5 )
Neighb or ad vertisement ( icmp v6  ty p e 1 3 6 )
R ed irect ( IC MPV 6  ty p e 1 3 7 )
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N eig h b or  Disc ov er y

• H o s t  s e n d  t o  i n q ui r e  a b o ut  p r e s e n c e  o f  a  r o ut e r  o n  
t h e  l i n k

• S e n d  t o  a l l  r o ut e r s  m ul t i c a s t  a d d r e s s  o f  F F 0 2 ::2  
(a l l  r o ut e r s  m ul t i c a s t  a d d r e s s )

• S o ur c e  IP a d d r e s s  i s  e i t h e r  l i n k  l o c a l  a d d r e s s  o r  
un s p e c i f i e d  IPv6 a d d r e s s  (::)

R ou t er Sol ic it at ion
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R ou t er  Sol ic it a t ion a nd  A d v er t isem ent

• R o ut e r  s o l i c i t a t i o n s  (R S )  a r e  s e n t  b y  b o o t i n g  n o d e s  
t o  r e q ue s t  R A s  f o r  c o n f i g ur i n g  t h e  i n t e r f a c e s

1 - I CM P T y p e =  133 ( RS )
S rc  =  L ink -l o c al  Address ( F E8 0 ::/10 )
Dst  =  Al l -ro u t ers m u l t i c ast  Address 
( F F 0 2::2)
Q u ery =  p l ease send RA

2.  RA1.  RS

2 - I CM P T y p e =  134  ( RA)
S rc  =  L ink -l o c al  Address ( F E8 0 ::/10 )
Dst  =  Al l -no des m u l t ic ast  address ( F F 0 2::1)
Dat a=  o p t io ns,  su b net  p ref ix,  l if et im e,  
au t o c o nf ig f l ag
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N eig h b or  Sol ic it a t ion

• S e n d  t o  d i s c o ve r  l i n k  l a y e r  a d d r e s s  o f  IPv6 n o d e
• F o r  L a y e r  2  i t  i s  s e t  t o  m ul t i c a s t  f o r  a d d r e s s  
r e s o l ut i o n ,  un i c a s t  f o r  n o d e  r e a c h a b i l i t y

• IPv6 h e a d e r ,  s o ur c e  a d d r e s s  i s  s e t  t o  un i c a s t  
a d d r e s s  o f  s e n d i n g  n o d e ,  o r  :: f o r  D A D  (m o r e  l a t e r )

• D e s t i n a t i o n  a d d r e s s  i s  s e t  t o  t h e  un i c a s t  
a d d r e s s  f o r  r e a c h a b i l i t y  a n d  s o l i c i t e d  n o d e  
m ul t i c a s t  f o r  D A D
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N eig h b or  A d v er t isem ent

• R e s p o n s e  t o  n e i g h b o r  s o l i c i t a t i o n  m e s s a g e
• A l s o  s e n d  t o  i n f o r m  c h a n g e  o f  l i n k  l a y e r  a d d r e s s
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N eig h b or  Sol ic it a t ion a nd  A d v er t isem ent

N ei g h b o r So l i c i tati o n :
ICM P ty p e = 135                             
Src  = A                                            
D s t = So l i c i ted-n o de m u l ti c as t Addres s
D ata = l i n k -l ay er addres s  o f  A                                
Q u ery  = w h at i s  y o u r l i n k -l ay er addres s ?  N ei g h b o r Adverti s em en t:

ICM P ty p e = 136                             
Src  = B                                            
D s t = A                                           
D ata = l i n k -l ay er addres s  o f  B

A an d B Can  N o w  E x c h an g e A an d B Can  N o w  E x c h an g e 
Pac k ets  o n  T h i s  L i n kPac k ets  o n  T h i s  L i n k

A B
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R ed ir ec t

• R e d i r e c t  i s  us e d  b y  a  r o ut e r  t o  s i g n a l  t h e  r e r o ut e  o f  
a  p a c k e t  t o  a  b e t t e r  r o ut e r

Redi rec t:
Src  = R2
D s t = A
D ata = g o o d ro u ter = R13FFE : B00: C18: 2: : / 64

R1

R2A B

Src  = A                                           
D s t IP = 3FFE : B00: C18: 2: : 1                  
D s t E th ern et  = R2 ( def au l t ro u ter)
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R O U T IN G
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R IPN G  (R F C  2 0 8 0 )
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E nh a nc ed  R ou t ing  P r ot oc ol  Su p p or t
R IP ng  O v er v iew

• R IPn g  f o r  IPv6,  R F C  2 0 8 0
• S a m e  a s  IPv4 :

Distance-vector, rad iu s of 1 5  hop s, sp lit-horiz on, etc.
Based  on R IPv2

• U p d a t e d  f e a t ur e s  f o r  IPv6
IPv6  p refix , nex t-hop  IPv6  ad d ress
Uses the mu lticast grou p  F F 0 2 : : 9 , the all-rip -rou ters 
mu lticast grou p , as the d estination ad d ress for R IP u p d ates
Uses IPv6  for transp ort
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E nh a nc ed  R ou t ing  P r ot oc ol  Su p p or t  R IP ng  
C onf ig u r a t ion a nd  Disp l a y

Rout er 2#
i pv6 r out er  r i p RT0

i nt er f ace Et her net 0
i pv6 addr ess 3f f e: b00: c18: 1: : / 64 eui - 64
i pv6 r i p RT0 enabl e
i pv6 r i p RT0 def aul t - i nf or mat i on or i gi nat e

L AN 1: 3f f e:b 0 0 :c 18 :1::/64

L AN 2: 3f f e:b 0 0 :c 18 :2::/64

Et hernet 0

Et hernet 1
R o u t er  1R o u t er  1

R o u t er  2R o u t er  2
Et hernet 0  =  3f f e:b 0 0 :c 18 :1:260 :3ef f :f e4 7:1530

::/0::/0

Rout er 2# debug i pv6 r i p
RI Png:  Sendi ng mul t i cast  updat e on Et her net 0 f or  RT0

sr c=FE80: : 260: 3ef f : f e47: 1530
dst =FF02: : 9 ( Et her net 0)
spor t =521,  dpor t =521,  l engt h=32
command=2,  ver si on=1,  mbz=0,  #r t e=1
t ag=0,  met r i c=1,  pr ef i x=: : / 0

L i n k -lo c a l 
s r c  a ddr es s

Rout er 1#
i pv6 r out er  r i p RT0

i nt er f ace Et her net 0
i pv6 addr ess 3f f e: b00: c18: 1: : / 64 eui - 64
i pv6 r i p RT0 enabl e
I nt er f ace Et her net 1
i pv6 addr ess 3f f e: b00: c18: 2: : / 64 eui - 64
i pv6 r i p RT0 enabl e

M u lt ic a s t  A ll 
R i p -R o u t er s  
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O S PF v3  (R F C  2 7 4 0 )
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E nh a nc ed  R ou t ing  P r ot oc ol  Su p p or t
Sim il a r it ies w it h  O SP F v 2

• O SPFv3 i s  O SPF f o r IPv6 ( RFC 2740) 
• Bas ed o n  O SPFv2, w i th  en h an c em en ts
• D i s tri b u tes  IPv6 p ref i x es
• Ru n s  di rec tl y  o ver IPv6
• O SPFv3 an d v2 c an  b e ru n  c o n c u rren tl y , b ec au s e eac h  addres s  
f am i l y  h as  a s ep arate SPF ( s h i p s  i n  th e n i g h t)

• O SPFv3 u s es  th e s am e b as i c  p ac k et ty p es  as  O SPFv2 s u c h  as  h el l o ,
D atab as e D es c ri p ti o n  Bl o c k s  ( D D B), L i n k  State Req u es t ( L SR), L i n k  
State U p date ( L SU ) an d L i n k  State Adverti s em en ts  ( L SA)

• N ei g h b o r di s c o very  an d adj ac en c y  f o rm ati o n  m ec h an i s m  are 
i den ti c al

• RFC c o m p l i an t N BM A an d p o i n t to  m u l ti p o i n t to p o l o g y  m o des  are 
s u p p o rted;  al s o  s u p p o rts  o th er m o des  f ro m  Ci s c o  s u c h  as  p o i n t to
p o i n t an d b ro adc as t i n c l u di n g  th e i n terf ac e

• L SA f l o o di n g  an d ag i n g  m ec h an i s m s  are i den ti c al
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E nh a nc ed  R ou t ing  P r ot oc ol  Su p p or t
Dif f er enc es f r om  O SP F v 2

• O S PF  p ack et ty p e
• O sp fv3  will have the same 5  
p ack et ty p e b u t some field s 
have b een changed

• All O S PF v3  p ack ets have a 1 6 -b y te head er vs.  the 2 4-b y te 
head er in O S PF v2

L i n k  S t a t e A c k n o w leg dm en t5
L in k  S t a t e U p da t e4
L in k  S t a t e R eq u es t3

D a t a b a s e D es c r ip t io n2
H ello1

D es c r i p t i o nPa c k et  
Ty p e

A u t h en t i c a t i o n
A u t h en t i c a t i o n

A u t o t y p eC h ec k s u m
A r ea  I D
R o u t er  I D

Pa c k et  L en g t hTy p eV er s io n

0I n s t a n c e I DC h ec k s u m
A r ea  I D
R o u t er  I D

Pa c k et  L en g t hTy p eV er s io n
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E nh a nc ed  R ou t ing  P r ot oc ol  Su p p or t
Dif f er enc es f r om  O SP F v 2

• O S PF v3  p rotocol p rocessing p er-link , not p er-su b net
I Pv 6 c o nnec t s int erf ac es t o  l ink s
M u l t i p l e I P su b net s c an b e assigned t o  a singl e l ink   
T w o  no des c an t al k  direc t l y  o v er a singl e ev en t hey  do  no t  share and 
c o m m o n su b net   
T he t erm  “net w o rk ” and “su b net ” is b eing rep l ac ed w it h “l ink ”
An O S PF  int erf ac e no w  c o nnec t s t o  a l ink  inst ead o f  a su b net

• Mu ltip le O S PF v3  p rotocol instances can now ru n over a 
single link

T his al l o w s f o r sep arat e AS es,  eac h ru nning O S PF ,  t o  u se a c o m m o n l ink .  
S ingl e l ink  c o u l d b el o ng t o  m u l t ip l e areas 
I nst anc e I D is a new  f iel d t hat  is u sed t o  hav e m u l t ip l e O S PF v 3 p ro t o c o l  
inst anc e p er l ink  
I n o rder t o  hav e 2 inst anc es t al k  t o  eac h o t her t hey  need t o  hav e t he sam e 
inst anc e I D;  b y  def au l t  it  is 0 and f o r any  addit io nal  inst anc e it  is 
inc reased
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E nh a nc ed  R ou t ing  P r ot oc ol  Su p p or t
Dif f er enc es f r om  O SP F v 2

• Uses link  local ad d resses
T o  ident if y  t he O S PF v 3 adj ac enc y  neighb o rs

• Two new L S A ty p es
L ink -L S A ( L S A T y p e 0 x20 0 8 )

T here is o ne L ink -L S A p er l ink ;  t his L S A adv ert ises t he ro u t er’s l ink -
l o c al  address,  l ist  o f  al l  I Pv 6 p ref ixes and o p t i o ns asso c iat ed w it h t he 
l ink  t o  al l  o t her ro u t ers at t ac hed t o  t he l ink

I nt ra-Area-Pref ix-L S A ( L S A T y p e 0 x20 0 9 )
Carries al l  I Pv 6 p ref ix inf o rm at io n t hat  in I Pv 4  is inc l u ded in ro u t er 
L S As and net w o rk  L S As

• Two L S As are renamed
T y p e-3 su m m ary -L S As,  renam ed t o  “I nt er-Area-Pref ix-L S As”
T y p e-4  su m m ary  L S As,  renam ed t o  “I nt er-Area-Ro u t er-L S As”
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E nh a nc ed  R ou t ing  P r ot oc ol  Su p p or t
Dif f er enc es f r om  O SP F v 2

• Mu lticast ad d resses
F F 0 2::5—Rep resent s al l  S PF  ro u t ers o n t he l ink  l o c al  sc o p e,  eq u iv al ent  t o  
224 .0 .0 .5 in O S PF v 2
F F 0 2::6—Rep resent s al l  DR ro u t ers o n t he l ink  l o c al  sc o p e,  eq u iv al ent  t o
224 .0 .0 .6 in O S PF v 2

• R emoval of ad d ress semantics
I Pv 6 addresses are no  l o nger p resent  in O S PF  p ac k et  header 
( p art  o f  p ay l o ad inf o rm at io n)
Ro u t er L S A,  net w o rk  L S A do  no t  c arry  I Pv 6 addresses
Ro u t er I D,  Area I D and L ink  S t at e I D rem ains at  32 b it s
DR and BDR are no w  ident if ied b y  t heir Ro u t er I D and no  l o nger b y  t heir 
I P address

• S ecu rity  
O S PF v 3 u ses I Pv 6 AH and ES P ext ensio n headers inst ead o f  v ariet y o f  
m ec hanism s def ined in O S PF v 2
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L SA  T y p es

0x 20099I nt ra-Area-Pref ix-L S A
0x 20088L ink -L S A
0x 20077T y p e 7-L S A
0x 20066G ro u p -M em b ership -L S A

0x 20055AS -Ext ernal -L S A
0x 20044I nt er-Area-Ro u t er-L S A
0x 20033I nt er-Area-Pref ix-L S A
0x 20022N et w o rk -L S A
0x 20011Ro u t er-L S A
L S A T y p eL S A F u nc t io n Co de

N E W
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E nh a nc ed  R ou t ing  P r ot oc ol  Su p p or t
O SP F v 3  C onf ig u r a t ion E x a m p l e

20 0 1:db 8 :f f f f :1::1/64

3f f e:b 0 0 :f f f f :1::1/64

PO S 2/ 0

PO S 1/ 1
Ro u ter1

Rout er 1#
i nt er f ace POS1/ 1

i pv6 addr ess 2001: db8: FFFF: 1: : 1/ 64
i pv6 enabl e
i pv6 ospf  100 ar ea 0

i nt er f ace POS2/ 0
i pv6 addr ess 3FFE: B00: FFFF: 1: : 2/ 64
i pv6 enabl e
i pv6 ospf  100 ar ea 1

i pv6 r out er  ospf  100
r out er - i d 10. 1. 1. 3

Rout er 2#
i nt er f ace POS3/ 0

i pv6 addr ess 3FFE: B00: FFFF: 1: : 1/ 64
i pv6 enabl e
i pv6 ospf  100 ar ea 1

i pv6 r out er  ospf  100
r out er - i d 10. 1. 1. 4  

A r e a  1

A r e a  0

Ro u ter2

D o  It Ag ai n …

PO S 3/ 0

3f f e:b 0 0 :f f f f :1::2/64
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B G P-4  E X T E N S IO N S  F O R  IPv6 
(R F C  2 5 4 5 )

R S T -130 5
9719_ 0 5_ 20 0 4_ c 2
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B G P -4  E x t ensions f or  IP v 6

• BG P-4 carries only  3  p ieces of information which is 
tru ly  IPv4 sp ecific:

N L RI  in t he U PDAT E m essage c o nt ains an I Pv 4  p ref ix
N EX T _ HO P p at h at t rib u t e in t he U PDAT E m essage c o nt ains an 
I Pv 4  address
BG P I dent if ier is in t he O PEN  m essage and AG G REG AT O R at t rib u t e

• To mak e BG P-4 availab le for other network  lay er p rotocols, 
R F C  2 8 5 8  ( ob soletes R F C  2 2 8 3 ) d efines mu lti-p rotocol 
ex tensions for BG P-4

Enab l es BG P-4  t o  c arry  inf o rm at io n o f  o t her p ro t o c o l s e.g M PL S , I Pv 6
N ew  BG P-4  o p t io nal  and no n-t ransit iv e at t rib u t es:

M P_ REACH_ N L RI
M P_ U N REACH_ N L RI

Pro t o c o l  indep endent  N EX T _ HO P at t rib u t e
Pro t o c o l  indep endent  N L RI  at t rib u t e
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B G P -4  E x t ensions f or  IP v 6

• N e w  o p t i o n a l  a n d  n o n -t r a n s i t i ve  B G P a t t r i b ut e s :
MP_ R E AC H _ NL R I ( Attrib u te cod e:  1 4)

“C arry  the set of reachab le d estinations together with 
the nex t-hop  information to b e u sed  for forward ing to 
these d estinations” ( R F C 2 8 5 8 )

MP_ UNR E AC H _ NL R I ( Attrib u te cod e:  1 5 )
C arry  the set of u nreachab le d estinations

• A t t r i b ut e  1 4  a n d  1 5  c o n t a i n s  o n e  o r  m o r e  t r i p l e s :
Ad d ress F amily  Information ( AF I)
Nex t-hop  information 
( mu st b e of the same ad d ress family )
NL R I
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B G P -4  E x t ensions f or  IP v 6

• A d d r e s s  F a m i l y  In f o r m a t i o n  (A F I)  f o r  IPv6
AF I =  2  ( R F C  1 7 0 0 )
S u b -AF I =  1  Unicast
S u b -AF I =  2  ( Mu lticast for R PF  check )
S u b -AF I =  3  for b oth Unicast and  Mu lticast
S u b -AF I =  4 L ab el
S u b -AF I =  1 2 8  V PN
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B G P -4  E x t ensions f or  IP v 6

• Nex t-hop  contains a glob al IPv6  ad d ress or p otentially  a link  
local ( for iBG P u p d ate this has to b e change to glob al IPv6  
ad d ress with rou te-map )

• The valu e of the length of the nex t hop  field  on 
MP_ R E AC H _ NL R I attrib u te is set to 1 6  when only  glob al is 
p resent and  is set to 3 2  if link  local is p resent as well

• L ink  local ad d ress as a nex t-hop  is only  set if the BG P p eer 
shares the su b net with b oth rou ters ( ad vertising and  
ad vertised )

AS 1 AS 2
B

A C
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B G P -4  E x t ensions f or  IP v 6

• T C P In t e r a c t i o n
BG P-4 ru ns on top  of TC P
This connection cou ld  b e setu p  either over IPv4 or IPv6

• R o ut e r  ID
When no IPv4 is configu red , an ex p licit BG P rou ter-id  
need s to b e configu red
This is need ed  as a BG P Id entifier, this is u sed  as a tie 
b reak er, and  is send  within the O PE N message
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B G P -4  C onf ig u r a t ions f or  IP v 6
N on-L ink  L oc a l  P eer ing

R ou ter A
rou ter b gp  1
no b gp  d efau lt ip v4 u nicast
b gp  rou ter-id  1 . 1 . 1 . 1
neighb or 3 ffe: b 0 0 : ffff: 2 : : 2  
remote-as 2

ad d ress-family  ip v6
neighb or 3 ffe: b 0 0 : ffff: 2 : : 2  
activate

network  2 0 0 3 : 3 : 2 : : / 6 4
network  2 0 0 3 : 3 : 3 : : / 6 4

AS  1

AS  2

3f f e:b 0 0 :f f f f :2/64

:1

:2

n etw o rk  2003: 3: 2: : / 64
n etw o rk  2003: 3: 3: : / 64

BB

AA
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B G P -4  C onf ig u r a t ions f or  IP v 6
L ink  L oc a l  P eer ing

R ou ter A
Interface e2
ip v6  ad d ress 2 0 0 1 : d b 8 : ffco: 1 : : 1 / 6 4
rou ter b gp  1
no b gp  d efau lt ip v4 u nicast
b gp  rou ter-id  1 . 1 . 1 . 1
neighb or fe8 0 : : 2 6 0 : 3 eff: c0 43 : 1 1 43  remote-as 2
neighb or fe8 0 : : 2 6 0 : 3 eff: c0 43 : 1 1 43  u p d ate sou rce e0
ad d ress-family  ip v6
neighb or fe8 0 : : 2 6 0 : 3 eff: c0 43 : 1 1 43  activate
neighb or fe8 0 : : 2 6 0 : 3 eff: c0 43 : 1 1 43  rou te-map  nex t-hop  ou t

rou te-map  nex t-hop
set ip v6  nex t-hop  2 0 0 1 : d b 8 : ffco: 1 : : 1

AS  1

AS  2
f e8 0 ::260 :3ef f :c 0 4 3:114 3 BB

AA

E 2
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reso u rc e u t il iz at io n 
b y  t he BG P p ro c ess 

Rout er A# show bgp i pv6 summar y 
BGP r out er  i dent i f i er  1. 1. 1. 1,  l ocal  AS number  1
BGP t abl e ver si on i s 69046,  mai n r out i ng t abl e ver si on 69046
92 net wor k ent r i es and 92 pat hs usi ng 17756 by t es of  memor y
826 BGP pat h at t r i but e ent r i es usi ng 43108 byt es  of  memor y
703 BGP AS- PATH ent r i es usi ng 19328 byt es of  memor y
0 BGP r out e- map cache ent r i es usi ng 0 byt es of  memor y
745 BGP f i l t er - l i s t  cache ent r i es usi ng 8940 byt es of  memor y
BGP act i v i t y 22978/ 18661 pr ef i xes,  27166/ 22626 pat hs,  scan i nt er val  15 secs

Nei ghbor       V    AS  MsgRcvd MsgSent    Tbl Ver   I nQ Out Q Up/ Down  St at e/ Pf xRcd
3FFE: B00: FFFF: 2: : 2

4    2   84194   14725    69044    0    0  3d08h  92

B G P -4  f or  IP v 6  « Sh ow  C om m a nd »

• S how b gp  ip v6  su mmary
• Disp lay s su mmary  information regard ing 
the state of the BG P neighb ors

N eighb o r I nf o rm at io n BG P M essages Ac t iv it y
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D E PL O Y M E N T
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9719_ 0 5_ 20 0 4_ c 2
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IP v 4 -IP v 6  T r a nsit ion/ C oex ist enc e

• A  w i d e  r a n g e  o f  t e c h n i q ue s  h a ve  b e e n  i d e n t i f i e d  
a n d  i m p l e m e n t e d ,  b a s i c a l l y  f a l l i n g  i n t o  t h r e e  
c a t e g o r i e s :

( 1 ) Du al-stack  techniq u es, to allow IPv4 and  IPv6  to 
co-ex ist in the same d evices and  network s

( 2 ) Tu nneling techniq u es, to avoid  ord er d ep end encies 
when u p grad ing hosts, rou ters, or regions

( 3 ) Translation techniq u es, to allow IPv6 -only  d evices to 
commu nicate with IPv4-only  d evices

• E x p e c t  a l l  o f  t h e s e  t o  b e  us e d ,  i n  c o m b i n a t i o n
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Du a l  St a c k A p p r oa c h

• D u al  s tac k  n o de m ean s :
B o t h  I Pv 4 a n d I Pv 6  s t a c k s  en a b led
A p p lic a t io n s  c a n  t a lk  t o  b o t h
C h o ic e o f  t h e I P v er s io n  is  b a s ed o n  n a m e lo o k u p  a n d a p p lic a t io n p r ef er en c e

T CPT CP U DPU DP

I Pv 4I Pv 4 I Pv 6I Pv 6

Ap p l ic at io nAp p l ic at io n

D a t a  L i n k  ( E t h er n et )D a t a  L i n k  ( E t h er n et )

0x 0800 0x 86dd

T CPT CP U DPU DP

I Pv 4I Pv 4 I Pv 6I Pv 6

I Pv 6I Pv 6--Enab l e Enab l e 
Ap p l ic at io nAp p l ic at io n

D a t a  L i n k  ( E t h er n et )D a t a  L i n k  ( E t h er n et )

0x 0800 0x 86dd Fram e 
Pro to c o l  ID

��� ��� � � � ��� � ��	 

� � �
�

��� ��� � ��� 	 � � ��� ��� � ��� � � �
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H ost  R u nning  Du a l  St a c k

• In  a  d ua l  s t a c k  c a s e ,  a n  a p p l i c a t i o n  t h a t :
Is IPv4 and  IPv6 -enab led
Ask s the DNS  for all ty p es of ad d resses
C hooses one ad d ress and , for ex amp le, connects to the 
IPv6  ad d ress

D N S 
Server

IPv4

IPv6

w w w . a. c o m  
= *  ?
3f f e: b 00: : 1

3f f e: b 00: : 1

10. 1. 1. 1
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C isc o IO S Du a l  St a c k  C onf ig u r a t ion

• C i s c o  IO S ® i s  IPv6-e n a b l e :
If IPv4 and  IPv6  are configu red  on one interface, the rou ter
is d u al-stack ed
Telnet, Ping, Tracerou te, S S H , DNS  client, TF TP,…

IPv6 an d  IPv4 
N etw o rk

D u al -Stac k  
Ro u ter

I Pv 4 : 19 2.168 .9 9 .1   
I Pv 6: 20 0 1:db 8 :213:1::/64  eu i-64

r out er #
i pv6 uni cast - r out i ng

i nt er f ace Et her net 0
i p addr ess 192. 168. 99. 1 255. 255. 255. 0
i pv6 addr ess 2001: db8: 213: 1: : / 64 eui - 64
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T U N N E L IN G

R S T -130 5
9719_ 0 5_ 20 0 4_ c 2
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T u nnel ing  

• M a n y  w a y s  t o  d o  t un n e l i n g
• S o m e  i d e a s  s a m e  a s  b e f o r e

MPL S , G R E , IP
• N a t i ve  IP o ve r  d a t a  l i n k  l a y e r s

ATM PV C , d WDM L amb d a, F rame R elay  PV C , S erial, 
S onet/ S DH , E thernet

• S o m e  n e w  t e c h n i q ue s
Au tomatic tu nnels u sing IPv4, comp atib le IPv6  ad d ress, 
6 to4, IS ATAP
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6 P E R ou t ing / L a b el  Dist r ib u t ion

6PE-2

6PE-1

P1 P2

2003: 1: :

2001: 0db 8 : :

10. 10. 20. 110. 10. 20. 1

10. 10. 20. 2

I G Pv 4  adv ert ises reac hab il it y  I G Pv 4  adv ert ises reac hab il it y  
o f  10 .10 .20 .1o f  10 .10 .20 .1

I G Pv 6 o r M P-BG P 
adv ert ising 
20 0 3:1::

( * )  Th e 2n d L a b el A llo w s  O p er a t io n s  w it h  Pen u l t i m a t e H o p  Po p p i n g ( PH P)

I G Pv 6 o r M P-BG P 
adv ert ising 
20 0 3:1::

L DPv 4  b inds l ab el  L DPv 4  b inds l ab el  
t o  10 .10 .20 .1t o  10 .10 .20 .1

6 PE6 PE --2 s en ds  M P2 s en ds  M P--iB G P a dv er t is em en t  t o  6 PEiB G P a dv er t is em en t  t o  6 PE --1 w h ic h  s a y s :1 w h ic h  s a y s :
2003: 1: :  is  r ea c h a b le 2003: 1: :  is  r ea c h a b le 
v i a  B G P N ex t  H o p  =  10. 10. 20. 1 ( 6 PEv i a  B G P N ex t  H o p  =  10. 10. 20. 1 ( 6 PE --2)2)
b i n d B G P la b el t o  2003: 1: :   ( * )b i n d B G P la b el t o  2003: 1: :   ( * )
I Pv 6  N ex t  H o p  i s  a n  I Pv 4 m a p p ed I Pv 6  a ddr es s  b u ilt  f r o m  10. 10. 20I Pv 6  N ex t  H o p  i s  a n  I Pv 4 m a p p ed I Pv 6  a ddr es s  b u ilt  f r o m  10. 10. 20. 1. 1

L DPv 4  b inds l ab el  L DPv 4  b inds l ab el  
t o  10 .10 .20 .1t o  10 .10 .20 .1
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6 P E  C onf ig u r a t ion

i p cef
mpl s l abel  pr ot ocol  l dp
t ag- swi t chi ng t dp r out er - i d l oopback0
!
i nt er f ace Ser i al 2/ 0

i p addr ess  10. 10. 10. 2 255. 255. 255. 252
i p r out er  i s i s  
t ag- swi t chi ng i p

!

6PE -1

P

6CE

S t a t i c v 6
R I Pv 6
I S I S v 6
eB G Pv 6

i pv6 cef
mpl s l abel  pr ot ocol  l dp
mpl s i pv6 sour ce- i nt er f ace Loopback0
mpl s l dp r out er - i d l oopback0
!
i nt er f ace Loopback0

i p addr ess  10. 10. 20. 2 255. 255. 255. 255
i pv6 addr ess 2003: : / 64 eui - 64

!
r out er  bgp 100

no synchr oni zat i on
no bgp def aul t  i pv4- uni cast
bgp l og- nei ghbor - changes
nei ghbor  10. 10. 20. 1 r emot e- as 100
nei ghbor  10. 10. 20. 1 updat e- sour ce Loopback0
!
addr ess- f ami l y  i pv6
nei ghbor  10. 10. 20. 1 act i vat e
nei ghbor  10. 10. 20. 1 send- l abel
r edi s t r i but e connect ed
r edi s t r i but e r i p r i pv6CE1

exi t - addr ess- f ami l y
!
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Sh ow  b g p  ip v 6  < ip v 6 -p r ef ix >

6PE- 1> show bgp i pv6 2003: 1: 1: 30: : / 64

BGP r out i ng t abl e ent r y f or  2003: 1: 1: 30: : / 64,  ver si on 2
Pat hs:  ( 1 avai l abl e,  best  #1,  t abl e Gl obal - I Pv6- Tabl e)

Not  adver t i sed t o any peer
Local

: : FFFF: 10. 10. 20. 1 ( met r i c 10)  f r om 10. 10. 20. 1 ( 192. 168. 254. 1)
Or i gi n i ncompl et e,  met r i c 0,  l ocal pr ef  100,  val i d,
i nt er nal ,  best
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Sh ow  b g p  ip v 6  neig h b or
6PE- 1> show bgp i pv6 nei ghbor s 10. 10. 20. 1

BGP nei ghbor  i s 10. 10. 20. 1,   r emot e AS 100,  i nt er nal  l i nk
BGP ver si on 4,  r emot e r out er  I D 192. 168. 254. 1
BGP s t at e = Est abl i shed,  up f or  00: 04: 07
Last  r ead 00: 00: 07,  hol d t i me i s 180,
Nei ghbor  capabi l i t i es:

Rout e r ef r esh:  adver t i sed and r ecei ved( ol d & new)
Addr ess f ami l y I Pv6 Uni cast :  adver t i sed and r ecei ved
i pv6 MPLS Label  capabi l i t y :  adver t i sed and r ecei ved

For  addr ess  f ami l y:  I Pv6 Uni cast
BGP t abl e ver si on 2,  nei ghbor  ver si on 2
I ndex  1,  Of f set  0,  Mask 0x2
Rout e r ef r esh r eques t :  r ecei ved 0,  sent  0
Sendi ng Pr ef i x & Label
2 accept ed pr ef i xes consume 144 byt es
Pr ef i x adver t i sed 1,  suppr essed 0,  wi t hdr awn 0
Number  of  NLRI s  i n t he updat e sent :  max 1,  mi n 0
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M a nu a l l y  C onf ig u r ed  
G R E  T u nnel  C onf ig u r a t ion

IPv4IPv6 
N etw o rk

IPv6 
N etw o rk

D u al -Stac k  
Ro u ter2

D u al -Stac k  
Ro u ter1

IPv4:  192. 168. 99. 1   
IPv6:  3f f e: b 00: 800: 1: : 3

IPv4:  192. 168. 30. 1   
IPv6:  3f f e: b 00: 800: 1: : 2

r out er 1#

i nt er f ace Tunnel 0
i pv6 enabl e
i pv6 addr ess 3f f e: b00: c18: 1: : 3/ 128
t unnel  sour ce 192. 168. 99. 1
t unnel  dest i nat i on 192. 168. 30. 1
t unnel  mode gr e i pv6

r out er 2#

i nt er f ace Tunnel 0
i pv6 enabl e
i pv6 addr ess 3f f e: b00: c18: 1: : 2/ 128
t unnel  sour ce 192. 168. 30. 1
t unnel  dest i nat i on 192. 168. 99. 1
t unnel  mode gr e i pv6
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IP v 6  ov er  IP v 4  T u nnel s

• T un n e l i n g  c a n  b e  us e d  b y  r o ut e r s  a n d  h o s t s

IPv4 IPv6 
N etw o rk

T u n n el :  IPv6 i n  IPv4 Pac k et

D u al -Stac k  
Ho s t D u al -Stac k  

Ro u ter

I Pv 4  HeaderI Pv 4  Header I Pv 6 HeaderI Pv 6 Header I Pv 6 Dat aI Pv 6 Dat a

IPv6 
Ho s t

I Pv 6 HeaderI Pv 6 Header I Pv 6 Dat aI Pv 6 Dat a
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M a nu a l l y  C onf ig u r ed  
M a nu a l  T u nnel  C onf ig u r a t ion

IPv4IPv6 
N etw o rk

IPv6 
N etw o rk

D u al -Stac k  
Ro u ter2

D u al -Stac k  
Ro u ter1

IPv4:  192. 168. 99. 1   
IPv6:  3f f e: b 00: 800: 1: : 3

IPv4:  192. 168. 30. 1   
IPv6:  3f f e: b 00: 800: 1: : 2

r out er 1#

i nt er f ace Tunnel 0
i pv6 enabl e
i pv6 addr ess 3f f e: b00: c18: 1: : 3/ 127
t unnel  sour ce 192. 168. 99. 1
t unnel  dest i nat i on 192. 168. 30. 1
t unnel  mode i pv6i p

r out er 2#

i nt er f ace Tunnel 0
i pv6 enabl e
i pv6 addr ess 3f f e: b00: c18: 1: : 2/ 127
t unnel  sour ce 192. 168. 30. 1
t unnel  dest i nat i on 192. 168. 99. 1
t unnel  mode i pv6i p
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A u t om a t ic  6 t o4  T u nnel s

• A l l o w s  a ut o m a t i c  6t o 4  t un n e l  a l l o w s  i s o l a t e d  IPv6 
d o m a i n s  t o  c o n n e c t  o ve r  a n  IPv4  n e t w o r k

• U n l i k e  t h e  m a n ua l  6t o 4  t h e  t un n e l s  a r e  n o t  p o i n t  t o  
p o i n t  t h e y  a r e  m ul t i p o i n t  t un n e l s

• IPv4  n e t w o r k  i s  t r e a t e d  l i k e  a  vi r t ua l  N B M A  n e t w o r k  
• IPv4  i s  e m b e d d e d  i n  t h e  IPv6 a d d r e s s  i s  us e d  t o  
f i n d  t h e  o t h e r  e n d  o f  t h e  t un n e l

• A d d r e s s  f o r m a t  i s  2 0 0 2 ::IPv4  a d d r e s s
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A u t om a t ic  6 t o4  T u nnel  ( R F C  3 0 5 6 )

6t o 4 : 
• Is an au tomatic tu nnel method  
• G ives a p refix  to the attached  IPv6  network

IPv4IPv6 
N etw o rk

IPv6 
N etw o rk

6to 4 Ro u ter6to 4 Ro u ter

192. 168. 99. 1 192. 168. 30. 1N etw o rk  Pref i x :
2002: c 0a8: 6301: : / 48

N etw o rk  Pref i x :
2002: c 0a8: 1e01: : / 48= =

2002 Pu b lic  I Pv 4 
A ddr es s

/4 8 /64/16
In terf ac e IDSL ASL A

IPv6 
Ho s t

IPv6 
Ho s t

( N o t e :   2 0 0 2 : : / 1 6  i s  a  s p e c i a l l y  a s s i g n e d  a d d r e s s  r a n g e  f o r  t h e  s p e c i f i c  p u r p o s e  o f  6 t o 4 . )
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IPv4IPv6 
N etw o rk

IPv6 
N etw o rk

T u n n el :  IPv6 i n  IPv4 Pac k et
I Pv 4  HeaderI Pv 4  Header I Pv 6 HeaderI Pv 6 Header I Pv 6 Dat aI Pv 6 Dat a

A u t om a t ic  6 t o4  T u nnel  ( R F C  3 0 5 6 )

2002: c 0a8: 6301: : 1 2002: c 0a8: 1e01: : 2

I Pv 6 HeaderI Pv 6 Header I Pv 6 Dat aI Pv 6 Dat a
S=2002: c 0a8: 6301: : 1
D =2002: c 0a8: 1e01: : 2

192. 168. 99. 1 192. 168. 30. 1

S( v4)=192. 168. 99. 1
D ( v4)=192. 168. 30. 1
S( v6)=2002: c 0a8: 6301: : 1
D ( v6)=2002: c 0a8: 1e01: : 2

I Pv 6 HeaderI Pv 6 Header I Pv 6 Dat aI Pv 6 Dat a
S=2002: c 0a8: 6301: : 1
D =2002: c 0a8: 1e01: : 2

6to 4 Ro u ter6to 4 Ro u ter
IPv6 
Ho s t

IPv6 
Ho s t
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A u t om a t ic  6 t o4  C onf ig u r a t ion

r out er 1#
i nt er f ace Et her net 0

i pv6 addr ess 2002: c0a8: 6301: 1: : / 64 eui - 64
I nt er f ace Et her net 1

i p addr ess 192. 168. 99. 1 255. 255. 0. 0
i nt er f ace Tunnel 0

i pv6 unnumber ed Et her net 0
t unnel  sour ce Et her net 1
t unnel  mode i pv6i p 6t o4

i pv6 r out e 2002: : / 16 Tunnel 0

r out er 2#
i nt er f ace Et her net 0

i pv6 addr ess 2002: c0a8: 1e01: 1: : / 64 eui - 64
I nt er f ace Et her net 1

i p addr ess  192. 168. 30. 1 255. 255. 0. 0
i nt er f ace Tunnel 0

i pv6 unnumber ed Et her net 0
t unnel  sour ce Et her net 1
t unnel  mode i pv6i p 6t o4

i pv6 r out e 2002: : / 16 Tunnel 0

IPv4IPv6 
N etw o rk

IPv6 
N etw o rk

6to 4  
Ro u ter2

6to 4  
Ro u ter1

192. 168. 99. 1 192. 168. 30. 1
N etw o rk  Pref i x :
2002: c 0a8: 6301: : / 48 N etw o rk  Pref i x :

2002: c 0a8: 1e01: : / 48
= =

E 0 E 0
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A u t om a t ic  6 t o4  R el a y

6t o 4  R e l a y : 
• Is a gateway  to the rest of the IPv6  Internet
• Is a d efau lt rou ter

IPv4IPv6 
N etw o rk

IPv6 Si te
N etw o rk

6to 4  
Ro u ter2

6to 4  
Ro u ter1

192. 168. 99. 1 192. 168. 30. 1

= =

IPv6  
In tern et

N etw o rk  Pref i x :
2002: c 0a8: 6301: : / 48 N etw o rk  Pref i x :

2002: c 0a8: 1e01: : / 48
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A u t om a t ic  6 t o4  R el a y  C onf ig u r a t ion

r out er 1#
i nt er f ace Et her net 0

i pv6 addr ess 2002: c0a8: 6301: 1: : / 64 eui - 64
I nt er f ace Et her net 1

i p addr ess 192. 168. 99. 1 255. 255. 0. 0
i nt er f ace Tunnel 0

no i p addr ess
i pv6 unnumber ed Et her net 0
t unnel  sour ce Et her net 1
t unnel  mode i pv6i p 6t o4

i pv6 r out e 2002: : / 16 Tunnel 0
i pv6 r out e : : / 0 2002: c0a8: 1e01: : 1

IPv6 Addres s :
2002: c 0a8: 1e01: : 1

IPv4IPv6 
N etw o rk

IPv6
N etw o rk

6to 4
Rel ay

6to 4  
Ro u ter1

192. 168. 99. 1

=

IPv6  
In tern et

N etw o rk  Pref i x :
2002: c 0a8: 6301: : / 48
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A u t om a t ic  6 t o4  T u nnel s

• B o r d e r  r o ut e r  m us t  b e  d ua l  s t a c k  w i t h  a  g l o b a l  
IPv4  a d d r e s s  

• In t e r i o r  r o ut i n g  p r o t o c o l  f o r  IPv6 i s  r e q ui r e d
• D N S  f o r  IPv6

R eq u irement s f or  6 t o4
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Int r a sit e A u t om a t ic  
T u nnel  A d d r ess P r ot oc ol

• T h i s  i s  f o r  e n t e r p r i s e  n e t w o r k s  s uc h  a s  c o r p o r a t e  
a n d  a c a d e m i c  n e t w o r k s

• S c a l a b l e  a p p r o a c h  f o r  i n c r e m e n t a l  d e p l o y m e n t
• IS A T A P m a k e s  y o ur  IPv4  i n f r a t r uc t ur e  a s  t r a n s p o r t  
(N B M A )  n e t w o r k
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Int r a sit e A u t om a t ic  
T u nnel  A d d r ess P r ot oc ol

• T o dep loy a router is identified that c arries I SA T A P  
servic es

• I SA T A P  routers need to have at least one  I P v4  interfac e 
and 0  or more I P v6  interfac e

• D N S entries are c reated for eac h of the I SA T A P  routers 
I P v4  addresses 

• H osts w ill automatic ally disc over I SA T A P  routers and 
c an get ac c ess to global I P v6  netw ork  

• H ost c an ap p ly the I SA T A P  servic e before all this 
op eration but there interfac e w ill only have a link  loc al 
v6  address until the first router ap p ears

848484© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -2214
110 0 5_ 0 4_ 20 0 5_ c 2

Int r a sit e A u t om a t ic  
T u nnel  A d d r ess P r ot oc ol

• ISATAP is used to tunnel IPv4 within as administrative domain (a
site)  to c reate a virtual IPv6  network  over a IPv4 network

• Sup p orted in W indows X P Pro SP1 and others

In terf ac e
Iden ti f i er
( 64 b i ts )

IPv4 Addres s64-b i t U n i c as t Pref i x 0000: 5E FE :
32-b it32-b it

U se I AN A’s O U I  0 0 -0 0 -5 E  and  E nc od e 
I P v 4  Ad d ress as P art  of  E U I -6 4

dr a f t -iet f -n g t r a n s -is a t a p -22
dr a f t -iet f -n g t r a n s -is a t a p -s c en a r i o -01

Mod ified  E UI-6 4 ad d ress, that emb ed s IPv4
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I CM Pv 6 T y p e 133 ( RS )                           
I Pv 4  S o u rc e: 20 6.123.20 .10 0                 
I Pv 4  Dest inat io n: 20 6.123.31.20 0          
I Pv 6 S o u rc e: f e8 0 ::5ef e:c e7b :14 64       
I Pv 6 Dest inat io n: f e8 0 ::5ef e:c e7b :1f c 8  
S end m e I S AT AP Pref ix

A u t om a t ic  A d v er t isem ent  of  ISA T A P  P r ef ix

I CM Pv 6 T y p e 134  ( RA)                           
I Pv 4  S o u rc e: 20 6.123.31.20 0                 
I Pv 4  Dest inat io n: 20 6.123.20 .10 0          
I Pv 6 S o u rc e: f e8 0 ::5ef e:c e7b :1f c 8        
I Pv 6 Dest inat io n: f e8 0 ::5ef e:c e7b :14 64  
I S AT AP Pref ix: 3f f e:b 0 0 :f f f f :2::/64

IPv6
N etw o rk

IPv4 N etw o rk ISAT AP Ro u ter 1
E 0ISAT AP T u n n el

ISAT AP Ho s t A
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A u t om a t ic  A d d r ess A ssig nm ent  
of  H ost  a nd  R ou t er

• ISAT AP h o s t A rec ei ves  th e ISAT AP p ref i x  3f f e: b 00: f f f f : 2: : / 64 f ro m  
ISAT AP Ro u ter 1

• W h en  ISAT AP h o s t A w an ts  to  s en d IPv6 p ac k ets  to  
3f f e: b 00: f f f f : 2: : 5ef e: c e7b : 1f c 8, ISAT AP h o s t A en c ap s u l ates  IPv6 
p ac k ets  i n  IPv4

• T h e IPv4 p ac k ets  o f  th e IPv6 en c ap s u l ated p ac k ets  u s e IPv4 s o u rc e 
an d des ti n ati o n  addres s

IPv6
N etw o rk

IPv4 N etw o rk ISAT AP Ro u ter 1
E 0

20 6.123.20 .10 0  
f e8 0 ::5ef e:c e7b :14 64
3f f e:b 0 0 :f f f f :2::5ef e:c e7b :14 64  

ISAT AP T u n n el
ISAT AP Ho s t A

20 6.123.31.20 0  
f e8 0 ::5ef e:c e7b :1f c 8  
3f f e:b 0 0 :f f f f :2::5ef e:c e7b :1f c 8  
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A u t om a t ic  C onf ig u r ing  ISA T A P

• T he t u nnel  so u rc e c o m m and m u st  
p o int  t o  an int erf ac e w it h an I Pv 4  
address c o nf igu red

• Co nf igu re t he I S AT AP I Pv 6 address,  
and p ref ixes t o  b e adv ert ised j u st  
as y o u  w o u l d w it h a nat iv e I Pv 6 
int erf ac e

• T he I Pv 6 address has t o  b e 
c o nf igu red as an EU I -64  address
sinc e t he l ast  32 b it s in t he 
int erf ac e ident if ier is u sed as t he 
I Pv 4  dest inat io n address

I SATAP- r out er 1#
!
i nt er f ace Et her net 0

i p addr ess 206. 123. 31. 200 
255. 255. 255. 0
!
i nt er f ace Tunnel 0

i pv6 addr ess 3f f e: b00: f f f f : 2: : / 64 
eui - 64

no i pv6 nd suppr ess- r a
t unnel  sour ce Et her net 0
t unnel  mode i pv6i p i sat ap

IPv6
N etw o rk

IPv4 N etw o rk ISAT AP Ro u ter 1
E 0

20 6.123.20 .10 0  
f e8 0 ::5ef e:c e7b :14 64
3f f e:b 0 0 :f f f f :2::5ef e:c e7b :14 64  

ISAT AP T u n n el
ISAT AP Ho s t A

20 6.123.31.20 0  
f e8 0 ::5ef e:c e7b :1f c 8  
3f f e:b 0 0 :f f f f :2::5ef e:c e7b :1f c 8  
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IP v 6 : C onc l u sion

• C ore IPv6  sp ecifications are well-tested  and  stab le
S o m e o f  t he adv anc ed f eat u res o f  I Pv 6 st il l  need sp ec if ic at io n,  
im p l em ent at io n,  and dep l o y m ent  w o rk

• Ap p lication, mid d leware and  scalab le d ep loy ment scenario 
are IPv6  focu s and  challenge

• Plan for IPv6  integration and  IPv4-IPv6  coex istence
T raining,  ap p l i c at io ns inv ent o ry ,  and I Pv 6 dep l o y m ent  p l anning

• C isco is committed  to d eliver ad vanced  IPv6  cap ab ilities to 
the Internet ind u stry

I Pv 6 S o l u t io ns,  ABC o f  I Pv 6,  e-L earning/T raining,  I S D, …
S ee ht t p ://w w w . c isc o .c o m /ip v 6

M ov ing I P v 6  t o P rod u c t ion?
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Q  A N D  A
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So,  w h y  IP v 6  a nd  not  IP v 5

In t e r n e t  S t r e a m  Pr o t o c o l  (S T ,  S T 2 ,  S T + )
- l a t e  7 0 s
- A c c i d e n t a l l y  g i ve n  IPv5

IPv6 w a s  a l m o s t  c a l l e d  IPv7  b e c a us e  i t  w a s  t h o ug h t  
(b e f o r e  e x t e n s i ve  d i g g i n g  t h r o ug h  R F C s )  t h a t  IPv6 h a d  
b e e n  t a k e n  a s  w e l l !
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IP V 6  M U L T IC A ST  T E C H N IC A L
V E R SIO N  2 . 1
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W H Y  C IS C O  IO S  IPV 6 
M U L T IC A S T ?

939393
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W h y  IP v 6  M u l t ic a st  – E nd -t o-E nd ,  F u l l y  
Int eg r a t ed  Sol u t ions

• IPv6 M ul t i c a s t  i s  d e p l o y e d  a s  a  p a r t  o f  e n d -t o -e n d  
s o l ut i o n s :

Target Ap p lications:
New  - i n terac ti ve T V , g am i n g , m o b i l e s ervi c es , c o n f eren c i n g
N o t-s o -n ew  - ap p l i c ati o n  c o n tro l  traf f i c , s o f tw are di s tri b u ti o n , 
s tream i n g  m edi a an d c o n ten t-del i very

IPv6  S tack s and  Ap p lications su p p orting Mu lticast
Network  infrastru ctu re
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IPV 6 V E R S U S  IPV 4  M U L T IC A S T
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IP S e r vi c eIP S e r vi c e IPv4  S o l ut i o nIPv4  S o l ut i o n IPv6 S o l ut i o nIPv6 S o l ut i o n

M L D v1, v2M L D v1, v2

Pro t o c o l  I ndep endent
al l  I G Ps,  and BG P4 +
Pro t o c o l  I ndep endent
al l  I G Ps,  and BG P4 +

IG M Pv1, v2, v3IG M Pv1, v2, v3G ro u p
M an ag em en t

G ro u p
M an ag em en t

Ro u ti n gRo u ti n g

IP v 4  v er su s IP v 6  M u l t ic a st

32-b i t, c l as s  D32-b i t, c l as s  D 128-b i t128-b i tAddres s  Ran g eAddres s  Ran g e

D o m ai n  Co n tro lD o m ai n  Co n tro l Sc o p e Iden ti f i erSc o p e Iden ti f i erBo u n dary / Bo rderBo u n dary / Bo rder

Fo rw ardi n gFo rw ardi n g PIM -SM , PIM -SSM , 
PIM -b i di r

PIM -SM , PIM -SSM , 
PIM -b i di r

PI M -DM ,  PI M -S M ,  PI M -
S S M ,  PI M -b idir

PI M -DM ,  PI M -S M ,  PI M -
S S M ,  PI M -b idir

Pro t o c o l  I ndep endent
al l  I G Ps and BG P4 +

w it h v 6 m u l t i c ast  S AF I

Pro t o c o l  I ndep endent
al l  I G Ps and BG P4 +

w it h v 6 m u l t i c ast  S AF I

In ter-do m ai n  
So l u ti o n s

In ter-do m ai n  
So l u ti o n s

M S DP ac ro ss 
I ndep endent  PI M  

Do m ains

M S DP ac ro ss 
I ndep endent  PI M  

Do m ains
S ingl e Rendez v o u s Po int  
w it hin G l o b al l y  S hared 

Do m ains
S ingl e Rendez v o u s Po int  
w it hin G l o b al l y  S hared 

Do m ains
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A D D R E S S E S

979797
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IP v 6  M u l t ic a st  A d d r esses ( R F C  2 3 7 3 )

128 b i ts

Scope =

1 = n o de
2 = l i n k
5 = s i te                
8 = o rg an i z ati o n
E = g l o b al

F l a g s =
T  o r L if et im e,  0  if  p erm anent ,  1 if  t em p o rary
P p ro p o sed f o r u nic ast -b ased assignm ent s
O t hers are u ndef ined and m u st  b e z ero

8 b i ts 8 b i ts
F P T S c o p e
1111 1111 Fla g s

In terf ac e ID0

F
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P er m a nent l y -A ssig ned  A d d r ess E x a m p l e

• The " meaning"  of a p ermanently -assigned  mu lticast ad d ress 
is ind ep end ent of the scop e valu e

Fo r ex am p l e, i f  th e " N T P s ervers  g ro u p "  i s  as s i g n ed a p erm an en t 
m u l ti c as t addres s  w i th  a g ro u p  ID  o f  101 ( h ex ), th en :

F F 0 1:0 :0 :0 :0 :0 :0 :10 1 – al l  N T P serv ers are o n t he sam e no de as t he 
sender
F F 0 2:0 :0 :0 :0 :0 :0 :10 1 – al l  N T P serv ers are o n t he sam e l ink  as t he 
sender
F F 0 5:0 :0 :0 :0 :0 :0 :10 1 – al l  N T P serv ers are at  t he sam e sit e as t he 
sender
F F 0 E:0 :0 :0 :0 :0 :0 :10 1 – al l  N T P serv ers are in t he int ernet
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IP v 6  U nic a st B a sed  M u l t ic a st  A d d r esses 
( R F C 3 3 0 6 )

FF3E:0040:3FFE:0C15:C003:1109:0000:1111
3 h exU n i -p f x

E  h exG l o b al F l a g s  =  0 0 P T ,  P  =  1 ,  T  =  1 = >  U n i c a s t  b a s e d  a d d r e s s

40 h ex
Pref i x =64

• S olves the old  IPv4 ad d ress assignment p rob lem:
Ho w  a g l o b al  IPv4 m u l ti c as t addres s  c an  b e rec ei ved ( G L O B, . . ) 

• In IPv6 , if an IPv6  u nicast ad d ress p refix  is owned , an R F C 3 3 0 6  
IPv6  mu lticast ad d ress p refix  is also owned :

8        4          4           8          8             64           3 2
F F  |  F lags |  Sc op e |  R svd |  P len |  N etw ork  p refix  |  G roup  id
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In terf ac e ID

6 4 b it s

U n i c as t p ref i x

6 4 b it s

FF02:
24 b it s

: 1: FF0: 0: 0: 0

Sol ic it ed -N od e M u l t ic a st  A d d r ess

• FF02: : 1: FF00: 0000/ 104 – IPv6 p ref i x  ( c o m p res s ed)
• Co n s i s ts  o f  th e p ref i x  an d th e l o w -o rder 24-b i ts  o f  th e u n i c as t o r 
an y c as t addres s

• L i n k -l o c al  addres s  – FE 80: : 20B: 45FF: FE 94: 1C00
• So l i c i ted-n o de addres s  – FF02: : 1: FF94: 1C00
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M u l t ic a st  N eig h b or  Sol ic it a t ion f or  
Du p l ic a t e A d d r ess Det ec t ion

H ost B

Tentative IP: FE80::2:260:8FF:FE5 2:F9 D 8

M A C : 00-60-08-5 2-F9 -D 8
IP: FE80::2:260:8FF:FE5 2:F9 D 8

� Send multicast Neighbor Solicitation
N eig h b o r  S o l ic itatio n

E t h er n et  H ea der
• D es t  M A C  i s  33-33-FF-52-F9 -D 8
I Pv 6  H ea der
• S o u r c e A ddr es s  is  : :
• D es t i n a t io n  A ddr es s  i s  FF02: : 1: FF52: F9 D 8
• H o p  lim it  is  255
N eig h b o r  S o lic it a t io n  H ea der
• Ta r g et  A ddr es s  is  

FE 8 0: : 2: 26 0: 8 FF: FE 52: F9 D 8

H ost A
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M u l t ic a st  N eig h b or  A d v er t isem ent  
( R esp onse)

H ost B

Tentative IP: FE80::2:260:8FF:FE5 2:F9 D 8

M A C : 00-60-08-5 2-F9 -D 8
IP: FE80::2:260:8FF:FE5 2:F9 D 8

N eig h b o r  A d ver tis em ent

H ost A

E t h er n et  H ea der
• D es t i n a t io n  M A C  i s  33-33-00-00-00-01
I Pv 6  H ea der
• S o u r c e A ddr es s  is  FE 8 0: : 2: 26 0: 8 FF: FE 52: F9 D 8
• D es t i n a t io n  A ddr es s  i s  FF02: : 1
• H o p  lim it  is  255
N eig h b o r  A dv er t is em en t  H ea der
• Ta r g et  A ddr es s  is  FE 8 0: : 2: 26 0: 8 FF: FE 52: F9 D 8
N eig h b o r  D is c o v er y  O p t i o n
• Ta r g et  L i n k -L a y er  A ddr es s  is  00-6 0-08 -52-F9 -D 8

� Send multicast Neighbor A dv ertisement
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S E R V IC E  M O D E L S

10 410 410 4
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IP v 6  M u l t ic a st  Ser v ic e M od el s

• Any  S ou rce Mu lticast ( AS M)
T radi ti o n al l y  c al l ed IP M u l ti c as t
Servi c e des c ri p ti o n :  RFC1112 ( n o  u p date f o r IPv6 do n e y et)
M L D v1 RFC2710 o r M L D v2 draf t-vi da-m l d-v2-x x . tx t
PIM -Sp ars e M o de ( PIM -SM ) draf t-i etf -p i m -s m -v2-n ew -x x . tx t
Bi di rec ti o n al  PIM  ( PIM -b i di r) draf t-i etf -p i m -b i di r-x x . tx t

• S ou rce S p ecific Mu lticast ( S S M)
Servi c e des c ri p ti o n  ( IPv4/ IPv6):  draf t-i etf -s s m -o vervi ew -x x . tx t 
M L D v2 req u i red
PIM -SSM  – n o t a s ep arate p ro to c o l , j u s t a s u b s et o f  PIM -SM  
U n i c as t p ref i x  b as ed m u l ti c as t addres s es  f f 30: : / 12
SSM  ran g e i s  f f 3X : : / 32 ( c u rren t al l o c ati o n  i s  f ro m  f f 3X : : / 96)
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IP v 6  M u l t ic a st  Ser v ic e M od el s ( C ont . )

• W h i c h  s ervi c e to  u s e:   
AS M  
S S M

• E as i l y  c o -ex i s t to g eth er ( c h o i c e i s  n o t req u i red)
• Ci s c o  i s  c o m m i tted to  s u p p o rt b o th  s ervi c es  b es t an d f o rem o s t 
ac c o rdi n g  to  c u s to m er req u i rem en ts  

• Rec o m m en dati o n s :  
U se S S M  f o r m edia-b ro adc ast  o r int erdo m ain ap p l i c at io ns du e t o  
sim p l ic it y  and p ro t ec t io n f ro m  denial  o f  serv ic e ( Do S )  at t ac k s

R eq u ir es  m o der a t e a m o u n t  o f  a p p lic a t i o n  s ide w o r k
U se AS M  f o r l egac y ,  dy nam ic - o r m any -so u rc e m u l t i-p art y  ap p l ic at io n,  t ry  
t o  l im it  t heir u se t o  I nt rado m ain:

S t a r t  w it h  PI M -S M  a n d c o n s ider  B idir -PI M  f o r  m a n y -s o u r c e a p p lic a t io n s
U s e PI M -S M  w it h  em b edded R en dez v o u s  Po in t  f o r  s i m p le a n d r elia b le 
I n t er do m a i n  A S M
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M U L T IC A S T  R E V E R S E  PA T H  
F O R W A R D IN G  S E L E C T IO N

10 710 710 7
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C isc o IO S IP  M u l t ic a st  R P F

• R everse Path F orward ing ( R PF ) for PIM 
Sam e tas k  i n  IPv6 as  i n  IPv4
Sel ec t a ro u te deri ved f ro m  n etw o rk  to p o l o g y  ro u ti n g  p ro to c o l s  th at determ i n es  w h ere to  s en d PIM  j o i n s  to

• C isco IO S  R PF  selection changes/ imp rovements
IPv6 vers u s  IPv4:

L o ngest -m at c h-f irst  inst ead o f  Dist anc e-O nl y  l o o k u p  ( v 4 )
I m p ro v ed st at ic  ( m )  ro u t es
U nc hanged su p p o rt  f o r al l  ro u t es f ro m  U nic ast  RI B,  exc ep t   f o r Bo rder G at ew ay  Pro t o c o l  ( BG P)  ( I nt erm ediat e S y st em -t o -I nt erm ediat e S y st em  ( I S I S ) ,  O p en S ho rt est  Pat h F irst  ( O S PF ) ,  Enhanc ed I G PR ( EI G RP) ,  Ro u t ing I nf o rm at io n Pro t o c o l  ( RI P) )
I Pv 6 „M BG P“ su p p o rt ed
I Pv 6 U nic ast  BG P b ehav io r c hanged
N o  DV M RP ( no t  def ined f o r I Pv 6)
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C isc o IO S IP  M u l t ic a st  R P F  ( C ont . )

• IPv4 R PF  selection ( d istance-only )
Co n s i der th e f o l l o w i n g  tab l es  f o r RPF i n f o rm ati o n :

1. I Pv 4  M BG P RI B
2. I Pv 4  st at ic  m ro u t es
3. I Pv 4  DV M RP RI B 
4 . I Pv 4  u nic ast RI B

Fi n d ro u te w i th  l o w es t adm i n i s trati ve di s tan c e ac ro s s  th es e tab l es  ( w i th i n  eac h  tab l e a l o n g es t-m as k -f i rs t l o o k u p  i s  do n e! )
If  tw o  o r m o re tab l es  h ave ro u tes  w i th  i den ti c al  di s tan c e, tak e f i rs t ro u te ac c o rdi n g  to  ab o ve tab l e o rder

• C an select a rou te with shorter p refix -length over one with a longer p refix
O ri g i n al l y  devi s ed to  al l o w  o verri di n g  a w h o l e s et o f  u n i c as t RIB w i th  o n e ( o r s u b s tan ti al l y  f ew er) s tati c  m ro u te( s )

110110110© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -2214
110 0 5_ 0 4_ 20 0 5_ c 2

C isc o IO S IP  M u l t ic a st  R P F  ( C ont . )
• IPv6 RPF s el ec ti o n  ( l o n g es t-m atc h -f i rs t)

Co nsider t he f o l l o w ing t ab l es f o r RPF  inf o rm at io n:
1.  I Pv 6  s t a t ic  ( m ) r o u t es
2.  I Pv 6  M B G P R I B
3.  I Pv 6  u n i c a s t R I B  ex c l u din g  B G P r o u t es  

F ind ro u t e w it h l o ngest  p ref ix-l engt h ( m ask )  ro u t e ac ro ss t hese t ab l es
I f  t here are ro u t es w it h eq u al  p ref ix-l engt h in t w o  o r m o re ( t hree)  o f  t hese t ab l es,  u se t he o ne w it h t he l o w est  adm inist rat iv e dist anc e
I f  t w o  o r m o re t ab l es hav e ro u t es w it h ident ic al  ( l o ngest )  p ref ix-l engt h and eq u al  dist anc e,  t ak e t he f irst  ro u t e ac c o rding t o  ab o v e t ab l e o rder

• Sam e al g o ri th m  i s  u s ed i n  IP U n i c as t ro u te s el ec ti o n
I n I P U nic ast ,  resu l t s o f  ro u t e sel ec t io n are m erged int o  t he RI B
I n I Pv 6 m u l t ic ast ,  t he ab o v e sel ec t io n is do ne o n dem and ( t o day )
T he resu l t  o f  t he sel ec t io n is a ( v irt u al )  M u l t i c ast  RPF  RI B w it h t he sam e ru l es ap p l ied as in t he RI B m erging ro u t es f ro m  m u l t i c ast  ro u t ing p ro t o c o l s
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C isc o IO S IP  M u l t ic a st  R P F  ( C ont . )

• Imp roved  static ( m)rou tes
Ci s c o  IO S IPv4 

ip ro u t e  dest m ask  [ next ho p |  int erf ac e ]  [  dist anc e ]
ip m ro u t e dest m ask  [ next ho p |  int erf ac e ]  [  dist anc e ]

Ci s c o  IO S IPv6
ip v 6 ro u t e  dest m ask  [ next ho p |  int erf ac e ]

[  dist anc e ]  [  m dist anc e |  u nic ast |  m u l t ic ast  ]  
S am e b ehav io r as ip v 4  st at ic  ro u t es u nl ess new  o p t i o ns are u sed
S u p p o rt  eq u al -c o st  m u l t ip at h m ro u t es
S u p p o rt  u nic ast o nl y  st at ic  ro u t es
Eq u al  o r l ess t han in I Pv 4  c o nf ig l ines are req u ired
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C isc o IO S IP  M u l t ic a st  R P F  ( C ont . )

• IPv4 BG P/ M BG P
U nic ast : BG P4 ,  RF C1771

B G P4 p r eda t es  I P m u lt i c a s t  w it h  PI M
B G P4 r o u t es  do  n o t  c o n v ey  w h et h er  t h e a n n o u n c ed p r ef ix  i s  I P m u lt ic a s t  
r ea c h a b le o r  n o t
M a n y  u s er s  w it h o u t  s u p p o r t  f o r  M B G P ( o lder  v er s io n s  o f  C is c o  I O S S o f t w a r e o r  
o t h er  v en do r s )  h a v e u s ed a n d a r e s t ill u s i n g  B G P4 t o  i n dic a t e I P m u lt i c a s t  
r ea c h a b ilit y ( s o m et im es  o n ly  f o r  s im p lic it y )

M u l t i c ast : M BG P,  RF C28 58 ,  au t ho rit y  and f o rm at  ident if ier ( AF I ) = I Pv 4 ,  S u b  
AF I  ( S AF I ) = 2

S A FI = 2 – t h e r o u t e is  o n ly  u s a b le f o r  I P m u lt i c a s t ,  b u t  n o t  f o r  I P u n i c a s t
R FC 28 58  a l s o  def in es  S A FI = 1 ( u n ic a s t o n ly )  a n d S A FI = 3 ( u n i c a s t a n d m u lt ic a s t ) ,  
w h ic h  a r e n o t  u s ed/ im p lem en t ed b y  C i s c o  I O S  S o f t w a r e

BG P hist o ry  req u ires dist anc e b ased RPF  l o o k u p
Pr ef er  a n  M B G P r o u t e w it h  s h o r t er  p r ef ix  o v er  l o n g er  p r ef ix  B G P r o u t e b ec a u s e 
B G P r o u t e m a y  o r  m a y  n o t  i n dic a t e I P m u lt ic a s t  r ea c h a b ilit y
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C isc o IO S IP  M u l t ic a st  R P F  ( C ont . )

• IPv6 BG P/ M BG P
U nic ast : M BG P,  RF C28 58 /254 5,  AF I = I Pv 6,  S AF I = 1

S AF I  = 1 indic at es t hat  t hese p ref ixes are o nl y  u sab l e f o r I P u nic ast ,  b u t  
no t  f o r I P m u l t ic ast
BG P ro u t es in t he I Pv 6 u nic ast RI B m u st  b e igno red in t he I Pv 6 
m u l t i c ast  RPF  l o o k u p
Cisc o  I O S  S o f t w are do es no t  su p p o rt  S AF I = 3 ( ro u t es reac hab l e f o r
b o t h m u l t ic ast  and u nic ast ) ,  b ec au se I ET F  has rem o v ed S AF I = 3 f ro m  
t he next  v ersio n o f  t he M BG P RF C ( in Q 2’0 2)

M u l t ic ast : M BG P,  RF C28 58 /254 5,  AF I = I Pv 6,  S AF I = 2
S AF I = 2 – t he ro u t e is o nl y  u sab l e f o r I P m u l t ic ast ,  b u t  no t  f o r I P 
u nic ast .
T his t y p e o f  anno u nc em ent  is al so  u sed in Cisc o  I O S  I Pv 4  M u l t ic ast
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C isc o IO S IP  M u l t ic a st  R P F  ( 7 )

• Su p p o rt o f  n o n -M BG P ro u ter/ dep l o y m en ts  p ro du c ts  ( n o t Ci s c o  IO S 
So f tw are b as ed)

• M ay  n o t s u p p o rt M BG P SAFI=2 f o r IP m u l ti c as t o r u s ers  even  
ru n n i n g  Ci s c o  IO S So f tw are 

• M ay  c h o s e n o t to  en ab l e M BG P SAFI=2 
N o t  rec o m m ended f o r t ransit  / m o st  m u l t i-ho m ed st u b  do m ains b ec au se 
t hey  m u st  al w ay s ru n M BG P S AF I = 2,  o t herw ise t hey  c an no t  t ransit o r 
l earn inc o ngru ent  ro u t es b et w een u nic ast / m u l t ic ast
S ingl e ho m ed l eaf  do m ains ( ent erp rises)  w it h c o m p l et e c o ngru ent  
u nic ast /m u l t ic ast  ro u t ing c an ru n j u st  o ne inst anc e o f  BG P int ernal l y ,  if  
nec essary :

U s e B G P t r a n s la t e-u p da t e o n  edg e p eeer in g t o  dec la r e a ll B G P ( I Pv 4)  o r   M B G P 
A FI = I Pv 6 , S A FI = 1 r o u t es  t o  a c t u a lly  i n dic a t e S A FI = 1 a n d S A FI = 2
I f  en t er p r is es  r o u t er s  a r e C i s c o  I O S  S o f t w a r e b a s ed,  u s e ( h idden )  c o m m a n d t o  
en a b le C is c o  I O S  I Pv 6  m u lt i c a s t  R PF lo o k u p  f o r  c o n s ider a t i o n  o f  M B G P A FI = I Pv 6  
a n d S A FI = 1 r o u t es
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C isc o IO S IP  M u l t ic a st  R P F  ( C ont . )
• E val u ati o n  o f  IPv4 M u l ti c as t RPF s el ec ti o n :

I Pv 4  M u l t i c ast  RPF  sel ec t io n w as dev el o p ed and o p t i m iz ed in t he f ac e o f  t he I Pv 4  I P M u l t i c ast  int ro du c t io n
N o  u b i q u i t o u s M BG P f o r a l o ng t im e
O nl y  p art ial  dep l o y m ent  o f  I P m u l t i c ast
T hese dep l o y m ent  nec essit ies resu l t ed in a set  o f  arc hit ec t u ral  sho rt c o m ings:

U nic ast /M u l t ic ast  ro u t ing sel ec t io n al go rit hm  dissim il arit ies inc rease t he m anagem ent  ef f o rt  t o  o p erat e I P m u l t ic ast  and redu c e t he c hanc e o f  inf rast ru c t u re sharing ( so f t w are,  o p erat io nal  exp erienc e,  ..)resu l t ing in l o w er av ail ab il it y  o f  I P m u l t ic ast
Pref erenc e o n dist anc e m ade m ixing o f  dif f erent  ro u t ing p ro t o c o l s f o r ro u t es o f  t he sam e net w o rk  p ref ixes is dif f ic u l t  and resu l t s in higher l ik el iho o d o f  RPF -l o o p s du e t o  inc o nsist ent  dist anc e c o nf igu rat io n o r u nw ant ed igno ranc e o f  l o nger p ref ix-l engt h ro u t es
Rel ianc e o n l egac y  BG P4  in t he I nt erdo m ain sp ac e m ak es I P m u l t i c ast  reac hab il it y u ndet erm inab l e f o r su c h p ref ixes
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C isc o IO S IP  M u l t ic a st  R P F  ( C ont . )
• Ev al u at io n o f  I Pv 6 M u l t ic ast  RPF  sel ec t io n:

I Pv 6  M u lt ic a s t  R PF s elec t io n  w a s  dev elo p ed a n d o p t i m iz ed in  t h e f a c e o f  c h a n g ed B G P in  I Pv 6 ,  ex p ec t a n c e o f  h o p ef u lly  u b iq u it o u s  M B G P a v a ila b ilit y ,  a n d m o r e s t r a t eg ic  /  f u ll n et w o r k  dep lo y m en t  o f  I Pv 6  m u lt ic a s t  i n  I Pv 6  n et w o r k s :
A v o id p it f a lls  o f  t h e D is t a n c e-o n ly  R PF s elec t i o n  
I n  m o s t  s t r a t eg ic  ( n o t  t a c t i c a lly  “h a c k ed”)  dep lo y m en t  c a s es  t o da y ,  D is t a n c e-o n ly  a n d L o n g es t -m a t c h -f ir s t  R PF do  n o t  r es u lt  i n  dif f er en t  R PFs
R o u t es  b et w een  dif f er en t  r o u t i n g  p r o t o c o ls  n eed t o  b e o v er la p p i n g  a n d h a v e dif f er en t  p r ef ix  len g t h s  f o r  r es u lt s  t o  b e dif f er en t
S i m p lif y  R PF s elec t io n  b y  b ein g  a s  c lo s e a s  p o s s ib le t o  I P u n ic a s t r o u t i n g
B e p r ep a r ed f o r  p o t en t ia l m u lt i-t o p o lo g y  r o u t i n g  p r o t o c o l im p lem en t a t io n s  ( M T-I S I S ,  et c . . ) .

• N o t e: Cisc o  I O S  I Pv 4  m u l t ic ast  al so  su p p o rt s l o ngest -m at c h-f irst  RPF  sel ec t io n v ia a ( hidden)  c o m m and
I t  w a s  la t ely  q u it e o f t en  r ec o m m en ded f o r  c o m p lex  n ew er  dep lo y m en t s ,  b u t  du e t o  t h e la r g e in s t a lled u s er  b a s e in  I Pv 4 it  w ill t a k e s o m e m o r e p l a n n i n g  t o  m a k e t h is  t h e def a u lt  b eh a v i o r  i n  I Pv 4 t o o
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M U L T IC A S T  L IS T E N E R  
D IS C O V E R Y
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M u l t ic a st  L ist ener  Disc ov er

• Mu lticast L istener Discovery  ( ML D) is eq u ivalent to IG MP in 
IPv4

• ML D messages are transp orted  over IC MPv6
• ML D u ses link  local sou rce ad d resses
• ML D p ack ets u se “R ou ter Alert” op tion in IPv6  head er 
( R F C 2 7 1 1 )

• V ersion nu mb er confu sion:
M L D v1 ( RFC2710) l i k e IG M Pv2 ( RFC2236)
M L D v2 ( draf t-vi da-m l d-v2-07) l i k e IG M Pv3 ( RFC3376) 
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M u l t ic a st  L ist ener  Disc ov er
• Servi c e M o del  req u i rem en ts :

AS M  – M L Dv 1 su f f i c ient
S S M  – Req u ires M L Dv 2

• Ci s c o  IO S So f tw are o n l y  p ro vi des  M L D v2 ro u ter s i de 
F u l l y  b ac k w ard c o m p at ib l e w it h M L Dv 1 o n ho st s

• SSM  tran s i ti o n  m eth o ds
Cisc o  I O S  I Pv 4  m u l t ic ast  has 3 t ransit io n m et ho ds f o r I G M Pv 3:

I G M Pv 3 lit e,  U R D ,  S S M -M a p p i n g
M et h o ds  a r e eq u a lly  a p p lic a b le t o  I Pv 6  ( M L D v 2) ,  b u t  n o t  c u r r en t ly  p la n n ed

• M L D  s n o o p i n g
draf t -iet f -m agm a-sno o p -xx.t xt
U nder dev el o p m ent  f o r Cisc o  760 0  S eries Ro u t er

• Ci s c o  G ro u p  M an ag em en t Pro to c o l  f o r v6 i s  a p o ten ti al  
Cu rrent l y  no t  c o nsidered
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H 2

M L Dv 1  - J oining  a  G r ou p  ( R E P O R T )

H 2

Dest inat io n:
F F 3E:4 0 :3F F E:C15:C0 0 3:110 9 :1111:1111
I CM Pv 6 T y p e: 131

FE 80: : 207: 85FF: FE 80: 692

FE 80: : 209: 5BFF: FE 08: A674 FE 80: : 250: 8BFF: FE 55: 78D E

rtr-a
S ou rce

G ro u p :F F 3E:4 0 :3F F E:C15:C0 0 3:110 9 :1111:1111

H 1

1
1 Dest inat io n:

F F 3E:4 0 :3F F E:C15:C0 0 3:110 9 :1111:1111
I CM Pv 6 T y p e: 131

2
2

H1 sends a REPO RT  f o r t he gro u p
H2 sends a REPO RT  f o r t he gro u p

1
2
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H 2

M L Dv 1  – H ost  M a na g em ent  
( G r ou p -Sp ec if ic  Q u er y )

Dest inat io n:
F F 3E:4 0 :3F F E:C15:C0 0 3:110 9 :1111:1111
I CM Pv 6 T y p e: 130

FE 80: : 207: 85FF: FE 80: 692

FE 80: : 209: 5BFF: FE 08: A674 FE 80: : 250: 8BFF: FE 55: 78D E

rtr-a
S ou rce

G ro u p :F F 3E:4 0 :3F F E:C15:C0 0 3:110 9 :1111:1111

H 1

H1 sends DO N E t o  F F 0 2::2
RT R-A sends G ro u p -S p ec if ic  Q u ery
H2 sends REPO RT  f o r t he gro u p  

1
2

Dest inat io n:
F F 0 2::2
I CM Pv 6 T y p e: 132

1
1 2

3

3 REPO RT  t o  gro u p
I CM Pv 6 T y p e: 131
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O t h er  M L D Det a il s
• L eave/ D O N E

L ast  ho st  l eav es 
S ends DO N E ( T y p e 132)
Ro u t er w il l  resp o nd w it h G ro u p -S p ec if ic  Q u ery  ( T y p e 130 )
Ro u t er w il l  u se t he L ast  m em b er q u ery  resp o nse int erv al  ( Def au l t = 1 sec )  f o r eac h q u ery
Q u ery  is sent  t w ic e,  and if  no  rep o rt s o c c u r t hen ent ry  is rem o v ed ( 2 sec o nds)

• G en eral  Q u ery  ( T y p e 130)
S ent  t o  l earn ab o u t  l ist eners o n t he at t ac hed l ink
S et s t he M u l t ic ast  Address F iel d t o  z ero
S ent  ev ery  125 sec o nds ( c o nf igu rab l e)

• M L D v2 ( T y p e 143) p ro b l em s  i n  IE T F
Cisc o  I O S  S o f t w are w il l  p ro v ide c o nf igu rat io n ( CS Ced4 59 4 1)
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M U L T IC A S T  D O M A IN S
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M u l t ic a st  Dom a ins – O v er v iew

• D e f i n i t i o n s :
A PIM d omain is top ology  served  b y  common R end ez vou s 
Point for all sou rces and  receivers of same grou p
A rou ting d omain is consistent with au tonomou s sy stem

• It  i s  n e c e s s a r y  t o  c o n s t r a i n  t h e  PIM  m e s s a g e s ,  r p -
m a p p i n g s ,  a n d  d a t a  f o r  g r o up s  w i t h i n  t h e  PIM  
d o m a i n :

In IPv4 mu lticast, b ou nd ary / BS R  b ord er is u sed
In IPv6 , scop es and  z ones are u sed
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M u l t ic a st  Dom a ins – Ser v ic e M od el s a nd  
R end ez v ou s P oint  O p er a t ions
• SSM :

N o  Rendez v o u s Po int  o r shared t ree p ro c edu res ( S ho rt est  Pat h T ree ( S PT )  o nl y )
M L Dv 2 ( I Pv 6)  req u ired
F F 3x::/9 6

• ASM :
Bidir-PI M  o r PI M -S M  needs Rendez v o u s Po int
Cisc o  I O S  I Pv 6 m u l t ic ast  do es no t  p ro v ide PI M -DM  o r DV M RP

• T w o  m ai n  el em en ts  i n  Ren dez vo u s  Po i n t o p erati o n s :
G ro u p -t o -RP m ap p ing

A ll r o u t er s  i n  PI M  do m a i n  n eed t o  k n o w  t h e R en dez v o u s  Po in t  f o r  g r o u p s  t h a t  a r e 
PI M -S M  o r  B idir -PI M
G r o u p -t o -R P m a p p i n g  a l s o  im p lic it ly  t ells  r o u t er  w h et h er  g r o u p  i s  PI M -S M ,  B idir -PI M ,  o r  do es  N O T h a v e R en dez v o u s  Po in t  a t  a ll

Redu ndanc y : Rendez v o u s Po int  is a singl e p o int  o f  f ail u re
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M u l t ic a st  Dom a ins – T h r ee T y p es of  
R end ez v ou s P oint  O p er a t ions

R PR P

R PR P R PR PR PR P

R S
D RD R

D RD R

D RD R

R

R

S

S

S S M ,  no  Rendez v o u s Po int s

ASM across multiple separate PIM domains each with Rendezvous Point and MSD P peering

AS M  ac ro ss singl e shared PI M  do m ain,  o ne Rendez v o u s Po int
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S O U R C E  S PE C IF IC  M U L T IC A S T

127127127
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Sou r c e Sp ec if ic  M u l t ic a st

• N O c o n f i g ur a t i o n  r e q ui r e d  
o t h e r  t h a n  e n a b l i n g  ipv6 
m u l t ic a s t -r o u t in g

• S S M  g r o up  r a n g e s  a r e  
a ut o m a t i c a l l y  d e f i n e d

F F 3 x : : / 9 6
• V e r y  f e w  a p p l i c a t i o n s  
s up p o r t  f o r  M L D v2  y e t

wan- agg- l ef t #show i pv6 pi m r ange- l i s t  

conf i g SSM Exp:  never  Lear nt  f r om :  : :

FF33: : / 32 Up:  1d00h

FF34: : / 32 Up:  1d00h

FF35: : / 32 Up:  1d00h

FF36: : / 32 Up:  1d00h

FF37: : / 32 Up:  1d00h

FF38: : / 32 Up:  1d00h

FF39: : / 32 Up:  1d00h

FF3A: : / 32 Up:  1d00h

FF3B: : / 32 Up:  1d00h

FF3C: : / 32 Up:  1d00h

FF3D: : / 32 Up:  1d00h

FF3E: : / 32 Up:  1d00h

FF3F: : / 32 Up:  1d00h
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SSM  M r ou t e

1760- br anch#show i pv6 mr out e

Mul t i cast  Rout i ng Tabl e

Fl ags:  D - Dense,  S - Spar se,  B - Bi di r  Gr oup,  s  - SSM Gr oup,  

C - Connect ed,  L - Local ,  I  - Recei ved Sour ce Speci f i c  Host  
Repor t ,

P - Pr uned,  R – Rendezvous Poi nt - bi t  set ,  F - Regi st er  f l ag,  T -
SPT- bi t  set ,

J - Joi n SPT 

Ti mer s:  Upt i me/ Expi r es

I nt er f ace st at e:  I nt er f ace,  St at e

( 3FFE: C15: C003: 1109: : 2,  FF3E: : DEAD) ,  00: 03: 28/ never ,  f l ags:  sTI

I ncomi ng i nt er f ace:  Ser i al 1. 1

RPF nbr :  FE80: : 210: 7FF: FEDD: 40

Out goi ng i nt er f ace l i s t :

Fast Et her net 0,  For war d,  00: 03: 28/ never
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R E N D E Z V O U S  PO IN T  
O PE R A T IO N S

130130130
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R end ez v ou s P oint  O p er a t ions –
A l t er na t iv es
• S t at ic  Rendez v o u s Po int

Fo r  PI M -S M  a n d B idir -PI M
Pr o v ides  G r o u p -t o -R P m a p p i n g ,  b u t  n o  R en dez v o u s  Po in t  R edu n da n c y

• Bo o t  S t rap  Ro u t er ( BS R)
Pr o v ides  G r o u p -t o -R P m a p p i n g  a n d R en dez v o u s  Po in t  R edu n da n c y

• Em b edded-Rendez v o u s Po int
G r o u p -t o -R P m a p p i n g  o n ly ,  n o  R en dez v o u s  Po in t  R edu n da n c y
PI M -S M  o n ly  ( a s  o f  t o da y ) ,  n o  B idir -PI M

• Rendez v o u s Po int  Redu ndanc y  o p t i o ns f o r st at ic /em b edded-Rendez v o u s Po int
M S D P m es h -g r o u p ,  PI M / A n y c a s t ? ,  Pr ef ix len g t h / A n y c a s t
C a n  a l s o  b e c o m b i n ed w it h  B S R  f o r  f a s t er  c o n v er g en c e

• Au t o RP
N o  o p t io n  y et  – I Pv 4 o n ly

132132132© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
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R P
L 0S o u rc e 

C o r p o r ate
N etw o r k

I P 
W A N

i pv6 mul t i cast - r out i ng
!
i pv6 pi m r p- addr ess 3FFE: C15: C003: 110A: : 1/ 64

i pv6 mul t i cast - r out i ng
!
i nt er f ace Loopback0

descr i pt i on I PV6 I Pmc RP
no i p addr ess
i pv6 addr ess 3FFE: C15: C003: 110A: : 1/ 64

!
i pv6 pi m r p- addr ess 3FFE: C15: C003: 110A: : 1/ 64

IP v 6  M u l t ic a st  St a t ic  R end ez v ou s P oint
• E as i er th an  b ef o re, as  PIM  i s  au to -en ab l ed 
o n  every  i n terf ac e
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B id ir ec t iona l  P IM  ( B id ir )

• T h e  s a m e  M a n y -t o -M a n y  m o d e l  a s  b e f o r e
• C o n f i g ur e  B i d i r  R e n d e z vo us  Po i n t  a n d  r a n g e  vi a  t h e  
us ua l  i p  p i m  r p -a d d r e s s  s y n t a x  w i t h  t h e  o p t i o n a l  
b i d i r  k e y w o r d

i pv6 pi m r p- addr ess 3FFE: C15: C003: 110A: : 1 bi di r

2691- ex t r a#show i pv6 pi m r ange |  i ncl ude BD

St at i c BD RP:  3FFE: C15: C003: 110A: : 1 Exp:  never  Lear nt  f r om :  : :
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RP - 3FFE:C15:C003:1116::2

Source

IP 
WAN

C o r p o r ate
N etw o r k

RP - 3FFE:C15:C003:110A::1

IP v 6  M u l t ic a st  P IM  B SR  - C onf ig u r a t ion
wan- agg- r i ght #sh r un |  i ncl  i pv6 pi m bsr

i pv6 pi m bsr  candi dat e- bsr  3FFE: C15: C003: 1116: : 2
i pv6 pi m bsr  candi dat e- r p 3FFE: C15: C003: 1116: : 2

wan- agg- l ef t #sh r un |  i ncl  i pv6 pi m bsr

i pv6 pi m bsr  candi dat e- bsr  3FFE: C15: C003: 110A: : 1
i pv6 pi m bsr  candi dat e- r p 3FFE: C15: C003: 110A: : 1
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IP v 6  M u l t ic a st  P IM  B SR  – E l ec t ion

wan- agg- l ef t #show i pv6 pi m bsr  el ect i on
PI Mv2 BSR i nf or mat i on

BSR El ect i on I nf or mat i on
Scope Range Li st :  f f 00: : / 8

BSR Addr ess:  3FFE: C15: C003: 1116: : 2
Upt i me:  2d21h,  BSR Pr i or i t y:  0,  Hash mask  l engt h:  126
RPF:  FE80: : 201: 42FF: FE2D: 9580, Ser i al 2/ 1/ 0. 2
BS Ti mer :  00: 01: 44

Thi s syst em i s candi dat e BSR
Candi dat e BSR addr ess :  3FFE: C15: C003: 110A: : 1,  pr i or i t y:  0,  hash mask 

l engt h: 126

RP - 3FFE:C15:C003:1116::2

Source

IP 
WAN

C o r p o r ate
N etw o r k

RP - 3FFE:C15:C003:110A::1
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RP - 3FFE:C15:C003:1116::2

Source

IP 
WAN

C o r p o r ate
N etw o r k

RP - 3FFE:C15:C003:110A::1

IP v 6  M u l t ic a st  P IM  B SR  –
N on R end ez v ou s P oint s

I Pv6 BSR:  Recei ved BSR message f r om FE80: : 230: F2FF: FE15: 9C00 f or
3FFE: C15: C003: 1116: : 2,  pr i or i t y 0 hash mask l engt h 126
I Pv6 BSR:  Ski ppi ng i nt er f ace Fast Et her net 0/ 0,  no PI M nei ghbor s f ound
I Pv6 BSR:  Ski ppi ng i nt er f ace Ser i al 0/ 2,  i ncomi ng i nt er f ace
I Pv6 BSR:  Recei ved Gr oup r ange FF00: : / 8,  RP count  2 Fr agment  RP count 2
I Pv6 BSR:  RP 3FFE: C15: C003: 110A: : 1,  Hol dt i me 150,  Pr i or i t y 192
I Pv6 BSR:  RP 3FFE: C15: C003: 1116: : 2,  Hol dt i me 150,  Pr i or i t y 192

BSR El ect i on I nf or mat i on
Scope Range Li st :  f f 00: : / 8

BSR Addr ess:  3FFE: C15: C003: 1116: : 2
Upt i me:  01: 51: 17,  BSR Pr i or i t y:  0,  Hash mask l engt h:  126
RPF:  FE80: : 230: F2FF: FE15: 9C00, Ser i al 0/ 2
BS Ti mer :  00: 01: 13

FF02::D
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E m b ed d ed  – R end ez v ou s P oint
A d d r essing  O v er v iew

N ew  Address f o rm at  def ined :
F l ags =  0 RPT ,  R =  1,   P =  1,  T  =  1= > Rendez v o u s Po int  address em b edded
Exam p l e G ro u p : F F 76:0 130 :1234 :5678 :9 ab 0 ::0 10 20 30 4
Em b edded Rendez v o u s Po int : 1234 :5678 :9 ab 0 ::1

• d raft-savola-mb oned -mcast-rp ad d r-0 0 . tx t
• R elies on a su b set of R F C 3 3 0 6  IPv6  u nicast-p refix  mu lticast 
grou p  ad d resses with sp ecial encod ing ru les:

G r o u p  a d d r e s s  c a r r i e s  t h e  R e n d e z v o u s  P o i n t  a d d r e s s  f o r  t h e  g r o u p !
F r o m  n o w  o n ,  f o r  e a c h  U n i c a s t  p r e f i x  o w n e d ,  1 6  R e n d e z v o u s  P o i n t s f o r  
e a c h  o f  t h e  1 6  M u l t i c a s t  S c o p e s  ( 2 5 6  t o t a l )  w i t h  2 ^ 3 2  m u l t i c a s t  g r o u p s  
a s s i g n e d  t o  e a c h  R e n d e z v o u s  P o i n t  ( 2 ^ 4 0  t o t a l )  a r e  a l s o  o w n e d

8        4          4           8          8             64           3 2
F F  |  F lags |  Sc op e |  R svd |  P len |  N etw ork  p refix  |  G roup  id

138138138© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -2214
110 0 5_ 0 4_ 20 0 5_ c 2

E m b ed d ed  – R end ez v ou s P oint  
A d d r ess E x a m p l e

• Rendezvous Point address =  network  pref ix  +  RPadr
• Six teen Rendezvous Point addresses per network  pref ix

FF776 : 0 113 0 : 12 3 4 : 5 6 78 : 9 a b c12 3 4 : 5 6 78 : 9 a b c : : 4 3 2 1

Multicast Address with Embedded Rendezvous Point Address

FF
8

Fl a g sFl a g s
4

N e t w o r kN e t w o r k -- P r e f i xP r e f i x
6 4

S c o p e
4

R s v d
4

R P a d rR P a d r
4

G r o u p - I D
3 2

P l e n
8

12 3 4 : 5 6 78 : 9 a b c : : 1
Resulting Rendezvous P oint A ddr ess
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E m b ed d ed  – R end ez v ou s P oint  
A d d r essing  B enef it

• PIM-S M p rotocol op erations with emb ed d ed -R end ez vou s Point:
N o  c h an g e i n  ac tu al  PIM -SM  p ro to c o l  o p erati o n s
E m b edded-Ren dez vo u s  Po i n t c an  s i m p l y  b e c o n s i dered as  an  au to m ati c  rep l ac em en t to  s tati c  Ren dez vo u s  Po i n t c o n f i g u rati o n
Can  rep l ac e BSR f o r Ren dez vo u s  Po i n t l earn i n g
W o rk  s i m p l i c i ty  du e to  th e l arg e addres s  s p ac e o f  IPv6

N o  eq u iv al ent  p o ssib l e in I Pv 4
In trado m ai n  tran s i ti o n  i n to  em b edded-Ren dez vo u s  Po i n t i s  eas y :

N o n-su p p o rt ing ro u t ers sim p l y  need t o  b e c o nf igu red st at ic al l y  o r v ia        BS R f o r t he em b edded-Rendez v o u s Po int s
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E m b ed d ed  – R end ez v ou s P oint  L im it a t ions

• E mb ed d ed -R end ez vou s Point is a method  to learn O NE  R end ez vou s Point ad d ress for a mu lticast grou p :
Can  n o t rep l ac e Ren dez vo u s  Po i n t-redu n dan c y , w h i c h  i s  p o s s i b l e w i th  BSR o r M SD P/ an y c as t-Ren dez vo u s  Po i n t
An y  Ren dez vo u s  Po i n t redu n dan c y  s o l u ti o n  th at o u g h t to  w o rk  f o r an  em b edded Ren dez vo u s  Po i n t m u s t b e s o m e k i n d o f  an y c as t-Ren dez vo u s  Po i n t s o l u ti o n  b ec au s e th e em b edded Ren dez vo u s  Po i n t addres s  i s  f i x ed th ro u g h  th e m ec h an i s m  

I f  M S DP w as av ail ab l e f o r I Pv 6,  M S DP/any c ast -Rendez v o u s Po int  c o u l d b e u sed t o get her w it h em b edded Rendez v o u s Po int
• E mb ed d ed -R end ez vou s Point d oes not y et su p p ort Bid ir-PIM

Si m p l y  ex ten di n g  th e m ap p i n g  f u n c ti o n  to  def i n e Bi di r-PIM  Ren dez vo u s  Po i n ts  i s  n o t s u f f i c i en t:
I n Bidir-PI M ,  ro u t ers c arry  p er-Rendez v o u s Po int  st at e ( DF  p er int erf ac e)  p rio r t o  any  dat a p ac k et  arriv ing
T his w o u l d need t o  b e c hanged in Bidir-PI M ,  if  em b edded-Rendez v o u s Po int  w as t o  b e su p p o rt ed

141141141© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
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R P
L 0S o u rc e 

C o r p o r ate
N etw o r k

D R

Tu

E m b ed d ed  – R end ez v ou s P oint
C onf ig u r a t ion E x a m p l e

• R end ez vou s Point u sed  as an 
E mb ed d ed -R end ez vou s Point 
need s to b e configu red  with 
ad d ress/ grou p  range

• All other non-R end ez vou s Point 
rou ters d o not req u ire any  sp ecial 
configu ration

i pv6 pi m r p- addr ess 3FFE: C15: C003: 111D: : 1 ERP
!
i pv6 access- l i s t  ERP
per mi t  i pv6 any FF7E: 140: 3FFE: C15: C003: 111D: : / 96
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E m b ed d ed  R end ez v ou s P oint  –
Does it  w or k ?

br anch#show i pv6 pi m r ange |  i ncl ude Embedded

Embedded SM RP:  3FFE: C15: C003: 111D: : 1 Exp:  never  Lear nt  f r om :  : :

FF7E: 140: 3FFE: C15: C003: 111D: : / 96 Up:  00: 00: 24

IP 
WAN

To
RP

Receiver
sends
report

br anch#show i pv6 pi m gr oup

FF7E: 140: 3FFE: C15: C003: 111D: : / 96*
RP      :  3FFE: C15: C003: 111D: : 1
Pr ot ocol :  SM
Cl i ent   :  Embedded
Gr oups  :  1
I nf o    :  RPF:  Se0/ 0. 1, FE80: : 210: 7FF: FEDD: 40

br anch#show i pv6 mr out e act i ve

Act i ve I Pv6 Mul t i cast  Sour ces - sendi ng >= 4 kbps
Gr oup:  FF75: 140: 3FFE: C15: C003: 111D: 0: 1112

Sour ce:  3FFE: C15: C003: 1109: : 2
Rat e:  21 pps/ 122 kbps( 1sec) ,  124 kbps( l ast  100 sec)
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E m b ed d ed  R end ez v ou s P oint  –
M or e Det a il s
• E m b edded-Ren dez vo u s  Po i n t al l o w s  th e c o n tro l  o f  th e m u l ti c as t g ro u p s  an d Ren dez vo u s  Po i n ts  to  b e h an dl ed b y  th e ap p l i c ati o n s  g ro u p
• E m b edded Ren dez vo u s  Po i n t ro u ter M U ST  h ave c o n f i g u re“i p v6 rp -addres s ” f o r i ts  o w n  Ren dez vo u s  Po i n t addres s  to  en ab l e i t to  b e Ren dez vo u s  Po i n t w i th  E m b edded Ren dez vo u s  Po i n t – f o r s ec u ri ty  reas o n s

Co nsider t he issu e w hen t he W RO N G  Rendez v o u s Po int  is def ined w it hin t he gro u p  address,  and a l o nel y  Cisc o  8 0 0  S eries Ro u t er o n a 128 k  l ine b ec o m es Rendez v o u s Po int  f o r hu ndreds o f  high-rat e v ideo  st ream s ( w o rse y et ,  I Pp v 6 p im  sp t -t hresho l d inf init y  is u sed)  
• U s e th e n o  i p v6 p i m  rp  em b edded c o m m an d to  di s ab l e E m b edded-Ren dez vo u s  Po i n t l earn i n g
• E m b edded Ren dez vo u s  Po i n t c an  b e u s ed i n  i n terdo m ai n w i th o u t an y  addi ti o n al  w o rk :

Req u ires f o r al l  ro u t ers b et w een so u rc es and rec eiv ers in an ap p l ic at io n ( p o t ent ial l y  w o rl dw ide)  t o  su p p o rt  t he em b edded-Rendez v o u s Po int  m ec hanism
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E m b ed d ed  R end ez v ou s P oint  –
Int er d om a in C onc er ns a nd  A nsw er s
• I n c u rrent  I Pv 4  M u l t i c ast :

M u lt ic a s t  g r o u p  i s  s er v ed b y  t y p ic a lly  o n e s et  o f  R en dez v o u s  Po in t s  p er  do m a i n  a n d t h es e R en dez v o u s  Po in t s  a r e in t er c o n n ec t ed b y  M S D P
• W it h I Pv 6 em b edded-Rendez v o u s Po int :

Th er e is  j u s t  o n e s et  o f  a n y c a s t -R en dez v o u s  Po in t s  g l o b a lly  f o r  a  g r o u p
• S c al ab il it y  … f l at  v irt u al  t o p o l o gy

S i m ila r  t o  S S M  ( w it h  j u s t  o n e a dded R en dez v o u s  Po in t  – s im p le ! =  s c a l a b le? )
N o  M S D P s c a l a b ilit y  /  r elia b ilit y  /  a dm in i s t r a t io n  c o n c er n s  
A l m o s t  a r b it r a r y  n u m b er  o f  R en dez v o u s  Po in t s  t h a t  c a n  b e u s ed:
E a c h  R en dez v o u s  Po in t  m a y  n eed t o  s er v e o n ly  v er y  f ew  g r o u p s

• T hird p art y  Rendez v o u s Po int  dep endenc y :
Y es  – f o r  t o t a lly  a n a r c h ic  a p p lic a t io n s  t h a t  m u s t  n o t  h a v e a  s i n g le iden t if i a b le p o i n t  o f  o r ig i n
N o  – t h e m a j o r it y  o f  I P m u lt i c a s t  a p p lic a t io n s  w ill ( f o r  ex a m p le:  w eb  a p p lic a t io n s )  h a v e a n  iden t if ia b le o w n er .  Th is  o w n er  m u s t  t a k e c a r e o f  u s i n g  a n  a p p r o p r i a t e R en dez v o u s  Po in t  u n der  h is  c o n t r o l
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R end ez v ou s P oint  R ed u nd a nc y  – O v er v iew
• AS M  al w ay s req u ires a Rendez v o u s Po int ,  w het her it  is PI M -S M  o r Bidir-PI M

PI M -D M  w o u ld b e t h e ex c ep t io n  t o  t h is  r u le f o r  A S M
• Rendez v o u s Po int  is a singl e p o int  o f  f ail u re,  and redu ndanc y  is a b asic  o p erat io nal  req u irem ent

To da y ,  B S R  is  t h e o n ly  a v a ila b le R en dez v o u s  Po in t  r edu n da n c y  s o l u t io n  f o r  I Pv 6 :
S t a t i c -R en dez v o u s  Po in t  c o n f i g u r a t io n  b y  it s elf  c a n  n o t  p r o v ide r edu n da n c y
M S D P ( f o r  a n y c a s t  R en dez v o u s  Po in t  r edu n da n c y )  is  n o t  def in ed f o r  I Pv 6
B S R  /  A u t o R P in  I Pv 4 a r e c o n s ider ed t o  b e in f er io r  s o l u t io n s  t o  a n y c a s t :

W o r s e c o nver g enc e tim es
A c tive p r o t o c o l  o p er atio ns  r eq u ir ed  in al l  r o u ter s
B S R  h as  a s et o f  l i m itatio n,  b u t f u r th er  p r o to c o l  w o r k  d o es  no t s eem  to  h ap p en in th e  IETF

• An any c ast -Rendez v o u s Po int  so l u t io n f o r I Pv 6 c o u l d so l v e t he issu es at  hand if  c o m b ined t o get her w it h em b edded-Rendez v o u s Po int  
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R end ez v ou s P oint  R ed u nd a nc y  – P ot ent ia l  
A ny c a st R end ez v ou s P oint  A l t er na t iv es
• M S DPv 6

Per f ec t ly  w ell s u it ed t o  do  s u p p o r t   f o r  a n y c a s t -R en dez v o u s  Po in t  ( o n e m es h -g r o u p )
C o m p lex  p r o t o c o l – o n ly  a  s m a ll s u b s et  o f  f u n c t i o n s  o f  M S D P is  r ea lly  r eq u ir ed f o ra n y c a s t  R en dez v o u s  Po in t   f u n c t io n
M S D P w a s  det er m i n ed t o  b e a  t em p o r a r y  s o l u t io n  du e t o  it s  i n t r i n s i c  ( n o t  a n y c a s t -R en dez v o u s  Po in t  r ela t ed)  r es t r ic t io n s
R ev iv i n g  M S D P f o r  I Pv 6  is  c o n s ider ed c o u n t er  p r o du c t i v e

• Draf t -iet f -f arinac c i-p im -any c ast -rp -0 0 .t xt
M o s t  s im p le p r o t o c o l i s  do in g  ex a c t ly  w h a t  M S D P n eeds  t o  do  i n  o n e m es h -g r o u p :

PIM -S M  r eg is ter  m es s ag es  ar e u nic as t f o r w ar d ed  b etw een th e r ed u nd ant R end ez vo u s  Po ints
A l m o s t no  o p er atio nal  d i f f er enc es  to  M S D P f o r  any c as t-R end ez vo u s  Po int

• Pref ixl engt h/Any c ast -Rendez v o u s Po int  ( Cisc o  int ernal  idea)
S o l u t i o n  w it h o u t  a n y  n ew  p r o t o c o l ( s im ila r  t o  em b edded-R en dez v o u s  Po in t )  – a k a :  m o s t  s im p le s o l u t io n  ?
C o u ld s u p p o r t  PI M -S M  a n d B idir -PI M ,  I Pv 4 a n d I Pv 6
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R end ez v ou s P oint  R ed u nd a nc y  –
P r ef ix l eng t h / A ny c a st -R end ez v ou s P oint

Prim ary  
Rendez v o u s Po int

• N E W :  D es i g n ate a p ri m ary  an d a s ec o n dary  ( terti ary  an d etc  are al s o  
p o s s i b l e) Ren dez vo u s  Po i n t f o r th e an y c as t g ro u p

• N E W :  Co n f i g u re Pri m ary  Ren dez vo u s  Po i n t w i th  l o n g es t s u b n et m as k
o n  th e l o o p b ac k  ( s ec o n dary  h as  l o n g er m as k )

• O L D :  D i s tri b u te l o o p b ac k  i n terf ac es  ro u tes  i n to  In teri o r G atew ay
Pro to c o l  ( IG P)

DR  1 DR  2

S ec o ndary  
Rendez v o u s Po int

L oop b ack  1
1 2 3 4: 5 6 7 8 : 9 ab 0 : : 1 / 48

L oop b ack  1
1 2 3 4: 5 6 7 8 : 9 ab 0 : : 1 / 47
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R end ez v ou s P oint  R ed u nd a nc y  –
A ny c a st -R P  w it h  P r ef ix l eng t h A r b it r a t ion
• Res u l t:

Al l  ro u t ers w il l  c o nv erge o n t he p rim ary  Rendez v o u s Po int ,  if  it is av ail ab l e – b ec au se t he l o nger m ask  ro u t e al w ay s w ins
I f  t he p rim ary  Rendez v o u s Po int  f ail s,  f ail o v er is as f ast  as w it h t he k no w n M S DP/any c ast -Rendez v o u s Po int  

D ep en ds  o n ly  o n  t h e c o n v er g en c e s p eed o f  t h e I G P
Bec au se o nl y  o ne Rendez v o u s Po int  o f  t he any c ast  gro u p  is ac t iv e at  any  t im e,  M S DP ( o r eq u iv al ent )  is no t  needed 

• M aj o r di f f eren c e:
N o  l o ad-sharing b et w een Rendez v o u s Po int s

L o a d-s h a r i n g  i s  n o t  n ec es s a r y  i n  I Pv 4
L o a d –s h a r i n g  c o m es   f o r  f r ee w it h  t h e M S D P/ a n y c a s t -R en dez v o u s  Po in t  r edu n da n c y

S c al ab il it y  b ehav io r is al so  dif f erent  f ro m  M S DP
• N o  n ew  p ro to c o l , b u t req u i res  a f ew  Ci s c o  IO S So f tw are c o de f i x es  o n  Ren dez vo u s  Po i n t /  D R b ef o re i t c an  b e u s ed c o rrec tl y
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T U N N E L IN G
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A  F ew  N ot es O n T u nnel s

• PIM u ses tu nnels when R end ez vou s Points/ S ou rces are 
k nown

• S ou rce registering ( on first-hop  rou ter)
U s es  vi rtu al  tu n n el  i n terf ac e ( ap p ear i n  O IL  f o r ( S,G ))
Created au to m ati c al l y  o n  f i rs t-h o p  ro u ter w h en  Ren dez vo u s  Po i n t 
i s  k n o w n
Ci s c o  IO S So f tw are k eep s  tu n n el  as  l o n g  as  Ren dez vo u s  Po i n t i s  
k n o w n
U n i di rec ti o n al  ( tran s m i t o n l y ) tu n n el s
PIM  Reg i s ter-Sto p  m es s ag es  are s en t di rec tl y  f ro m  Ren dez vo u s  
Po i n t to  reg i s teri n g  ro u ter ( n o t th ro u g h  tu n n el ! )
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P IM  T u nnel s ( DR -t o-R P )

br anch#show i nt er f ace t unnel  1
Tunnel 1 i s up,  l i ne pr ot ocol  i s  up 

Har dwar e i s Tunnel
MTU 1514 byt es,  BW 9 Kbi t ,  DLY 500000 usec,  

r el i abi l i t y  255/ 255,  t x l oad 1/ 255,  r x l oad 1/ 255
Encapsul at i on TUNNEL,  l oopback not  set
Keepal i ve not  set
Tunnel  sour ce 3FFE: C15: C003: 111E: : 2 ( Ser i al 0/ 2) ,  

dest i nat i on 3FFE: C15: C003: 1116: : 2
Tunnel  pr ot ocol / t r anspor t  PI M/ I Pv6,  key di sabl ed,  

sequenci ng di sabl ed
Checksummi ng of  packet s di sabl ed
Tunnel  i s t r ansmi t  onl y
Last  i nput  never ,  out put  never ,  out put  hang never
Last  c l ear i ng of  " show i nt er f ace"  count er s never

… out put  t r uncat ed…

br anch#show i pv6 pi m t unnel
Tunnel 1*  

Type  :  PI M Encap
RP    :  3FFE: C15: C003: 1116: : 2
Sour ce:  3FFE: C15: C003: 111E: : 2

R P
L 0S o u rc e 

C o r p o r ate
N etw o r k

D R
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P r ot oc ol  Ind ep end ent  M u l t ic a st  T u nnel s 
( R end ez v ou s P oint )

• S o ur c e  r e g i s t e r i n g  o n  R e n d e z vo us  Po i n t  � 2  vi r t ua l  
t un n e l s  a r e  c r e a t e d

F irst one transmits only  registering sou rces locally  
connected  to the R end ez vou s Point
S econd  one receives only   d ecap su lating incoming 
registers from remote d esignated  rou ters

• N o  o n e -t o -o n e  r e l a t i o n s h i p  b e t w e e n  vi r t ua l  t un n e l s  
o n  d e s i g n a t e d  r o ut e r s  a n d  R e n d e z vo us  Po i n t
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R P
L 0S o u rc e 

C o r p o r ate
N etw o r k

D R

Tu

P r ot oc ol  Ind ep end ent  M u l t ic a st  T u nnel s 
( R P -f or -Sou r c e)

RP- r out er #show i nt er f ace t unnel  1
Tunnel 1 i s up,  l i ne pr ot ocol  i s  up 

Har dwar e i s Tunnel
MTU 1514 byt es,  BW 9 Kbi t ,  DLY 500000 usec,  

r el i abi l i t y  255/ 255,  t x l oad 1/ 255,  r x l oad 1/ 255
Encapsul at i on TUNNEL,  l oopback not  set
Keepal i ve not  set
Tunnel  sour ce 3FFE: C15: C003: 1116: : 2 

( Fast Et her net 0/ 0) ,  dest i nat i on 3FFE: C15: C003: 1116: : 2
Tunnel  pr ot ocol / t r anspor t  PI M/ I Pv6,  key di sabl ed,  

sequenci ng di sabl ed
Checksummi ng of  packet s di sabl ed
Tunnel  i s r ecei ve onl y

… out put  t r uncat ed…

RP- r out er #show i pv6 pi m t unnel
Tunnel 0*  

Type  :  PI M Encap
RP    :  3FFE: C15: C003: 1116: : 2
Sour ce:  3FFE: C15: C003: 1116: : 2

Tunnel 1*  
Type  :  PI M Decap
RP    :  3FFE: C15: C003: 1116: : 2
Sour ce:   -
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T u nnel ing  V er sion 6  M u l t ic a st

• v 6 in v 4
M o s t  W idely  U s ed
Tu n n el m o de ip v 6 ip
I n t er m edia t e S y s t em  t o  I n t er m edia t e S y s t em  ( I S -I S )  c a n n o t  t r a v er s e
v 6  i n  v 4 G R E
t u n n el m o de g r e ip
I S A T A P do es  n o t  s u p p o r t  I Pv 6  M u lt i c a s t  y et

• v 6 in v 6
Tu n n el m o de ip v 6  
v 6  i n  v 6  G R E
Tu n n el m o de g r e ip v 6
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S C O PIN G

155155155
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IP v 6  Sc op ing  Su p p or t
• S c o p es: draf t -iet f -ip ngw g-addr-arc h-v 3-11.t xt
• Exam p l e sc o p es:

lin k -lo c a l ( 2)
s it e-lo c a l ( 5)
g lo b a l ( E  o r  14)

• Z o ne is a c o nnec t ed regio n o f  a giv en sc o p e
• I nit ial  im p l em ent at io n sim il ar t o  v 4  b o u ndaries:

C a n  c o n f ig u r e in t er f a c e w it h  z o n e a n d s c o p e 
ip v 6  z o n e < z o n eid> s c o p e < 2-15>   
C A U TI O N :  t h i s  i s  s t ill i n  t h e w o r k i n g  s t a g e

• PI M  m essages and dat a t raf f ic  w it hin t hat  sc o p e are igno red o n t hat  int erf ac e
• I nit ial l y  a z o ne c an o nl y  c o nt ain o ne int erf ac e
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IP v 6  A SM  Sol u t ions Su m m a r y

• T h e s o l u ti o n  el em en ts  ( BSR, s tati c -Ren dez vo u s  Po i n t, em b edded-
Ren dez vo u s  Po i n t, p ref i x l en g th / An y c as t-Ren dez vo u s  Po i n t, o r 
M SD P/ rep l ac em en t) are n o t i n dep en den t o f  eac h  o th er, b u t c an  f o rm  
a p o ten ti al  f ram ew o rk :

Du e t o  int rado m ain int ero p erab il it y  reaso ns BS R is c o nsidered t o  b e 
p rim aril y  im p o rt ant  
AS M  singl e-Rendez v o u s Po int  w it h em b edded Rendez v o u s Po int  and 
f u t u re p ref ixl engt h/Any c ast -Rendez v o u s Po int  is c o nsidered t o  b e t he 
b est  ap p ro ac h t o  redu c e c o m p l exit y  o f  int erdo m ain PI M -S M
Redu c ed c o m p l exit y  is c o nsidered t o  b e an im p o rt ant  f ac t o r t o  redu c e 
T CO  and im p ro v e serv ic eab il it y  o f  I Pv 6 m u l t ic ast
I f  c u st o m ers p o int  t o w ards M S DP / o t her so l u t i o ns,  t hen t hey  w il l  al so  b e 
c o nsidered
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E a se of  Dep l oy m ent  
( non-R end ez v ou s P oint )

i p mul t i cas t - r out i ng

!

i nt er f ace <al l - i nt er f aces>

i p pi m spar se- dense- mode

!

i p pi m r p- addr ess 2. 2. 2. 2 NO- DM

!

i p access- l i s t  st andar d NO- DM

deny   224. 0. 1. 39

deny   224. 0. 1. 40

per mi t  any

i pv6 mul t i cast - r out i ng

I P v4  M ultic ast w / A uto-R P

T h is is p r ob l em a t ic

I P v6  M ultic ast w / SSM  or E -R P
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A PPE N D IX

159159159
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Su p p or t  O u t sid e of  C isc o -
O p er a t ing  Sy st em s

h t t p : / / dev elo p er . a p p le. c o m / m a c o s x /M A C  O S  X  10. 2 - >Y E SA p p le

h t t p : / / w w w . n o v ell. c o m / do c u m en t a t i o n / l g / n w 6 5/
in dex . h t m l ? p a g e= / do c u m en t a t io n / l g / n w 6 5/ r ea d
m e/ da t a / a j z lp 6 r . h t m l

N et w a r e 6 . 1Y E SNov ell

h t t p : / / h 18 000. w w w 1. h p . c o m / ip v 6 / n ex t _ g en . h t m
l

H P-U X  11i
Tr u 6 4 U N I X  V 5. 1
O p en V M S  V 5. 1

Y E SH P / C omp aq

h t t p : / / w w w . b ier in g er . de/ lin u x / I Pv 6 / s t a t u s / I Pv 6 +
L i n u x -s t a t u s -dis t r i b u t io n s . h t m l

R H  6 . 2 - >
M a n dr a k e 8 . 0 - >
S u S E  7 . 1 - >
D eb ia n  2. 2 - >

Y E SL inux

h t t p : / / w w w . k a m e. n et /Fr eeB S D  4. 0 - >
O p en B S D  2. 7  - >
N et B S D  1. 5 - >
B S D / O S  4. 2 - >

Y E SB SD

h t t p : / / w w w -
3. ib m . c o m / s o f t w a r e/ o s / z s er ies / ip v 6 /

z / O S  R el.  1. 4
A I X  4. 3 - >
O S / 39 0 V 2R 6  eN C S

Y E SI B M
h t t p : / / w w w s . s u n . c o m / s o f t w a r e/ s o la r is / ip v 6 /S o la r is  8  a n d 9Y E SSun

h t t p : / / w w w . m ic r o s o f t . c o m / i p v 6W 2K  – Pr ev iew
X P ( S P1)  a n d 2003
C E  . N E T ( Po c k et  PC  
4. 1)

Y esM icrosof t
M ore I nf oV ersionsI P v 6  Sup p ortV endor
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G ener ic  M u l t ic a st  G r ou p  A d d r esses

|    8    |   4 |   4 |                   112 bi t s                  |

+- - - - - - - +- - - - +- - - - +- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - +

| 11111111| f l gs| scop|                   gr oup I D               |

+- - - - - - - - +- - - - +- - - - +- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - +

f l gs

+- +- +- +- +

i s a set  of  4 f l ags: | 0| 0| 0| T|

+- +- +- +- +

scop

0  r eser ved

1  i nt er f ace- l ocal  scope

2  l i nk- l ocal  scope

3  Reser ved

4  admi n- l ocal  scope

5  si t e- l ocal  scope

6  ( unassi gned)

7  ( unassi gned)

8  or gani zat i on- l ocal  scope

9  ( unassi gned)

A  ( unassi gned)

B  ( unassi gned)

C  ( unassi gned)

D  ( unassi gned)

E  gl obal  scope

F  r eser ved

• R F C 3 5 1 3
• F F 0 0 : : / 8
• T = 0  � p ermanent I A NA  group s
• T = 1  � F F 1 0 : : / 1 2  � user group s
• Scop e 1 -2  � local link  only
• Scop e 4  and higher � across router 

interf aces and link s
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U nic a st P r ef ix -B a sed  A d d r esses

f l gs

+- +- +- +- +

| 0| 0| P| T|

+- +- +- +- +

|    8    |   4 |   4 |    8    |     8   |        64       |     32   |

+- - - - - - - - +- - - - +- - - - +- - - - - - - - +- - - - - - - - +- - - - - - - - - - - - - - - - +- - - - - - - - - - +

| 11111111| f l gs| scop| r eser ved|   pl en  |  net wor k pr ef i x |  gr oup I D |

+- - - - - - - - +- - - - +- - - - +- - - - - - - - +- - - - - - - - +- - - - - - - - - - - - - - - - +- - - - - - - - - - +

• RF C 3 3 0 6
• L ik e G L O P f or IPv4  (2 3 3 / 8  +  ASN  =  2 5 6  g roup 

addresses)
• 2 * * 3 2  IPv6  multicast addresses
• F F 3 0 : : / 1 2
• P= 1 ,  T = 1  (must)
• plen is # sig nif icant b its in network  pref ix
• E x ample:  unicast pref ix  3 F F E : F F F F : 1 : : / 4 8  �

unicast pref ix -b ased multicast pref ix  
F F 3 x : 0 0 3 0 : 3 F F E : F F F F : 1 : : / 9 6
(“3 0 ” is 4 8  b it leng th)
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SSM  A d d r esses

• S p e c i a l  c a s e  o f  un i c a s t p r e f i x -b a s e d  a d d r e s s e s
• P= T = 1 ,  p l e n = 0 ,  n e t w o r k  p r e f i x = 0
• F F 3 x ::/ 9 6
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E m b ed d ed  R end ez v ou s P oint  A d d r esses

|    8    |   4 |   4 |   4 |   4 |     8   |        64       |     32  |

+- - - - - - - - +- - - - +- - - - +- - - - +- - - - +- - - - - - - - +- - - - - - - - - - - - - - - - +- - - - - - - - - - +

| 11111111| f l gs| scop| r svd| RPad|   pl en  |  net wor k pr ef i x |  gr oup I D |

+- - - - - - - - +- - - - +- - - - +- - - - +- - - - +- - - - - - - - +- - - - - - - - - - - - - - - - +- - - - - - - - - - +

f l gs

+- +- +- +- +

| 0| R| P| T|

+- +- +- +- +

• Special case of  unicast pref ix -b ased 
addresses

• draf t-savola-mb oned-mcast-rpaddr
• R= P= T = 1  (must)
• Rpad is Rendezvous Point address f or 

unicast pref ix -b ased multicast address
• plen is # sig nif icant b its in network  pref ix
• F F 7 0 : : / 1 2
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M A C  A d d r ess M a p p ing

• RF C 2 4 6 4
• E x ample:  F F 0 5 : 1 : : 5  � 3 3 : 3 3 : 0 : 0 : 0 : 5
• More than one IPv6  multicast address will map to the same MAC  address (8 0  b it 

is lost)

48 Bits

80 Bits Lost

FF
8

Fl a g s
4

H i g h -O r d e r
80

S c o p e
4

L o w -O r d e r
3 2

33-33-xx-xx-xx-xx

Ethernet MAC Address

IPv6 Multicast Address
112 Bits
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U nic a st R ou t ing

• s h i p v6 r p f

7500>show i pv6 r pf  2001: abcd: 0: B: : 1

RPF i nf or mat i on f or  2001: abcd: 0: B: : 1

RPF i nt er f ace:  POS4/ 1/ 0

RPF nei ghbor :  FE80: : 208: E2FF: FE3C: 300

RPF r out e/ mask:  2001: abcd: 0: B: : / 64

RPF t ype:  MBGP

RPF r ecur si on count :  0

Met r i c pr ef er ence:  20

Met r i c:  20
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P IM  T r ee B u il d ing  P r oc ed u r es

• R F C 2 3 62  a n d  d r a f t -i e t f -p i m -s m -v2 -n e w -0 7
• IPv6 m ul t i c a s t -r o ut i n g  � e n a b l e s  PIM v6 o n  a l l  IPv6 
i n t e r f a c e s

• D i s a b l e  PIM  o n  i n t e r f a c e : n o  i p v6 p i m
• N o t e  t h a t  t h e r e  i s  d i f f e r e n c e  w i t h  PIM v4 !
• O n l y  s p a r s e  m o d e
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P IM  T r ee B u il d ing  P r oc ed u r es

• s h i p v6 p i m i n t e r f a c e

12000- 2>show i pv6 pi m i nt er f ace

I nt er f ace          PI M  Nbr    Hel l o  DR

Count  I nt v l   Pr i or

Et her net 0          on   0     30     1     

Addr ess:  FE80: : 208: E2FF: FE3C: 3FF

DR     :  t hi s syst em

POS1/ 0             on   1     30     1     

Addr ess:  FE80: : 208: E2FF: FE3C: 300

DR     :  t hi s syst em
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P IM  T r ee B u il d ing  P r oc ed u r es

• PIM  n e i g h b o r r e s o l ut i o n
PIM hellos and  PIM neighb or d iscovery  u se link  local 
ad d resses
PIM hellos ad vertise all IPv6  ad d resses on PIM interface to 
match with R PF  neighb or IPv6  ad d ress
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P IM  T r ee B u il d ing  P r oc ed u r es

• s h i p v6 p i m n e i g h b o r d e t a i l

7200- 2>show i pv6 pi m nei ghbor  det ai l  

Nei ghbor  Addr ess( es)        I nt er f ace        Upt i me    Expi r es DR pr i  Bi di r

FE80: : C0A8: F01             Tunnel 10           06: 50: 56  00: 01: 30 1      B

2002: : 1
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P IM  T r ee B u il d ing  P r oc ed u r es

• R e s t r i c t i n g  PIM  r e g i s t e r s  a t  R e n d e z vo us  Po i n t
ip v6  p im accep t-register list < acl_ name>
ip v6  p im accep t-register rou te-map  < rmap _ name>
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P IM  T r ee B u il d ing  P r oc ed u r es

• Distrib u ting R end ez vou s Point information
Stati c

ip v 6 p im rp -address < ip v 6_ address> < ac l _ nam e>
Bo o t-Strap  Ro u ter ( BSR)

Cu rrent l y  Cisc o  I O S  S o f t w are o nl y  f o rw ards and do es no t  int erp ret  o r l earn Rendez v o u s Po int  inf o rm at io n
F u l l  su p p o rt  u nder dev el o p m ent

E m b edded Ren dez vo u s  Po i n t
Co nt ro l  f ro m  net w o rk  adm inist rat o r t o  end u ser
M ak e su re t hat  p hy sic al  int erf ac es o f  any  ro u t er c an nev er b ec o m e Rendez v o u s Po int  address ( m ak e 65t h – 124 t h b it  no n-z ero )  �p ro t ec t s against  p o ssib l e Do S at t ac k s
Rendez v o u s Po int  address sho u l d b e l o o p b ac k
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P IM  T r ee B u il d ing  P r oc ed u r es

• PIM  t o p o l o g y  i n f o r m a t i o n
Immed iate O IL  � Tag Information Base ( TIB) ( PIM Top ology  
Tab le)

Req u i res  ex p l i c i t PIM  j o i n s  o r M L D  res p o n s es  b ef o re i n terf ac es  
are added to  O IL
s h i p v6 m ro u te
s h i p v6 p i m to p o l o g y

Inherited  O IL  � MR IB
In h eri ted f ro m  ( * ,G ) Im m edi ate O IL
s h i p v6 m ri b ro u te
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M u l t ic a st  Da t a  F or w a r d ing

• F r o m  R IB ,  T IB  � M R IB ,  M F IB
• s h i p v6 m f i b (e n a b l e d  b y  d e f a ul t  w i t h  i p v6 
m ul t i c a s t -r o ut i n g )

• n o  i p v6 m f i b (s o f t w a r e  b a s e d  h a r d w a r e  o n l y ;  r o ut e r  
s t i l l  r un s  PIM )

• s h i p v6 m f i b i n t e r f a c e
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M u l t ic a st  Da t a  F or w a r d ing

• S o f t w a r e  b a s e d  h a r d w a r e  
C isco 7 2 0 0  S eries R ou ter:  
c en tral i z ed

C isco 7 5 0 0  S eries R ou ter:  
i p c ef di s tri b u ted /  i p v6 c ef di s tri b u ted
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M u l t ic a st  Da t a  F or w a r d ing

• A (rpf interf ace) ,  F  (outg oing  f orwarding  interf ace) ,  IC  (mld j oin-g roup)  f lag s

7200- 2>show i pv6 mf i b f f 05: 1: : 5 ver bose

I P Mul t i cas t  For war di ng I nf or mat i on Base
Ent r y Fl ags :  C - Di r ect l y Connect ed,  S - Si gnal ,  I A - I nher i t  A f l ag,

AR - Act i v i t y Requi r ed,  D - Dr op
For war di ng Count s:  Pkt  Count / Pkt s  per  second/ Avg Pkt  Si ze/ Kbi t s per  second
Ot her  count s:  Tot al / RPF f ai l ed/ Ot her  dr ops
I nt er f ace Fl ags :  A - Accept ,  F - For war d,  NS - Negat e Si gnal l i ng 

I C - I nt er nal  Copy,  NP - Not  pl at f or m swi t ched
SP - Si gnal  Pr esent

I nt er f ace Count s:  FS Pkt  Count / PS Pkt  Count
( * , FF05: 1: : 5)  Fl ags :  C

For war di ng:  0/ 0/ 0/ 0,  Ot her :  4246/ 4246/ 0
Tunnel 10 Fl ags:  A NS
Gi gabi t Et her net 0/ 0 Fl ags:  F NS

Pkt s:  0/ 0 ( pr ocess swi t chi ng)
Loopback1 Fl ags:  F I C NS

Pkt s:  0/ 0 ( pr ocess swi t chi ng)
( 2001: abcd: 0: D: : 64, FF05: 1: : 5)  Fl ags:

For war di ng:  141504/ 100/ 186/ 145,  Ot her :  0/ 0/ 0
Tunnel 10 Fl ags:  A
Gi gabi t Et her net 0/ 0 Fl ags:  F NS

Pkt s:  0/ 94682 ( pr ocess swi t chi ng)
Loopback1 Fl ags:  F I C NS

Pkt s:  0/ 141504 ( pr ocess  swi t chi ng)
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M u l t ic a st  Da t a  F or w a r d ing

• H a r d w a r e  b a s e d  h a r d w a r e  (G S R )
R end ez vou s Point forward ing ( G R P) – rate limited  to 1 0 0 0  
p p s
L ine C ard s forward ing ( L ine C ard  C PU)
H ard ware forward ing ( L ine C ard  hard ware)
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M u l t ic a st  Da t a  F or w a r d ing

• 12000-1>s h o w  i p v6 m f i b f f 05: 1: : 5  
• IP M u l ti c as t Fo rw ardi n g  In f o rm ati o n  Bas e
• E n try  Fl ag s :  

C - Direc t l y  Co nnec t ed,  S  – S ignal ,  I A - I nherit  A f l ag,  AR - Ac t iv it y  
Req u ired,  D - Dro p

• Fo rw ardi n g  Co u n ts :  
Pk t Co u nt /Pk t s p er sec o nd/Av g Pk t S iz e/K b it s p er sec o nd

• O th er c o u n ts :  
T o t al /RPF  f ail ed/O t her dro p s

• In terf ac e Fl ag s :
A - Ac c ep t ,  F  - F o rw ard,  N S  - N egat e S ignal l ing,  I C - I nt ernal  Co p y ,  N P -
N o t  hardw are sw it c hed,  S P - S ignal  Present

• In terf ac e Co u n ts :  
Dist rib u t ed F S  Pk t Co u nt /F S  Pk t Co u nt /PS  Pk t Co u nt
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M u l t ic a st  Da t a  F or w a r d ing  ( C ont . )

(*,FF05:1::5) Flags: C
R P  Fo r w ar d i n g: 0/ 0/ 0/ 0, O t h e r : 0/ 0/ 0
L C Fo r w ar d i n g: 0/ 0/ 0/ 0, O t h e r : 0/ 0/ 0
P O S 1/ 0 Flags: A
T u n n e l11 Flags: F N S
P k t s: 0/ 0/ 0

(2 001:ab c d :0:D ::6 4 ,FF05:1::5) Flags:
R P  Fo r w ar d i n g: 7 8 16 536 / 2 9 / 18 6 / 4 2 , O t h e r : 0/ 0/ 0
L C Fo r w ar d i n g: 0/ 0/ 0/ 0, O t h e r : 0/ 0/ 0
H W  Fo r w d :   0/ 0/ 0/ 0, O t h e r : 7 4 4 / 7 4 4 / 0
P O S 1/ 0 Flags: A  F
P k t s: 0/ 0/ 0

T u n n e l11 Flags: F N S
P k t s: 0/ 0/ 7 8 16 6 12

• R end ez vou s Point, L ine C ard , H ard ware forward ing
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U ser  t o N et w or k  Sig na l l ing

• ML Dv2  enab led  b y  d efau lt with ip v6  mu lticast-rou ting
• No ip v6  mld rou ter ( interface configu ration) will d isab le ML D

O n l y  ro u ter s i de ( e. g .  q u ery i n g , i n c o m i n g  M L D  h o s t m es s ag es ) w i l l  s ti l l  b e p ro c es s ed
• No ip v6  p im ( interface configu ration) will d isab le MF IB forward ing 

M L D  m es s ag e p ro c es s i n g  w i l l  s ti l l  b e p ro c es s ed
• S h ip v6  mld interface
• R estricting access:

i p v6 m l d ac c es s -g ro u p  < ac l _ n am e>
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E na b l ing  a nd  Disa b l ing  M u l t ic a st  
C om p onent s

• E n a b l e  IPv6 m ul t i c a s t  g l o b a l l y  � i p v6 m ul t i c a s t -
r o ut i n g

E nab les PIM
E nab les MF IB
E nab les ML D p rocessing

• O n  R S P/ V IP � i p v6 c e f d i s t r i b ut e d
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E na b l ing  a nd  Disa b l ing  M u l t ic a st  
C om p onent s ( C ont . )

• D i s a b l e  PIM  o n  a  p e r  i n t e r f a c e  b a s i s  � n o  i p v6 p i m
Disab les PIM on interface
Disab les MF IB on interface
ML D stay s op erational, b u t interface is not in O IL , and  no 
d ata is forward ed

• S t a t us  � s h i p v6 p i m i n t e r f a c e
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E na b l ing  a nd  Disa b l ing  M u l t ic a st  
C om p onent s ( C ont . )
• D i s ab l e M FIB g l o b al l y  � n o  i p v6 m f i b

Disab l es al l  m u l t i c ast  dat a f o rw arding
PI M  and M L D p ro c essing st il l  al l o w ed

• D i s ab l e M FIB o n  a p er i n terf ac e b as i s  � n o  i p v6 m f i b -c ef
Disab l e m u l t ic ast  dat a f o rw arding in int erru p t  m o de � t raf f ic  p ro c ess  sw it c hed
PI M  and M L D p ro c essing st il l  al l o w ed

• Statu s  � s h i p v6 m f i b i n terf ac e
Cav eat : c u rrent l y  do es no t  c hec k  M F I B st at u s o n int erf ac e
M F I B int erf ac e is do w n w hen l ine p ro t o c o l  o n int erf ac e is do w n
Disab l e M F I B o n int erf ac e du e t o  “no  ip v 6 p im ” is no t  ref l ec t ed
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E na b l ing  a nd  Disa b l ing  M u l t ic a st  
C om p onent s ( C ont . )

• D i s a b l e  M L D  o n  a  p e r  i n t e r f a c e  b a s i s  � n o  i p v6 m l d
r o ut e r

O nly  rou ter sid e ( e. g.  q u ery ing, incoming ML D host 
messages) will still b e p rocessed

• S t a t us  � s h i p v6 m l d i n t e r f a c e
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Dep l oy m ent  Sc ena r ios

• S i n g l e  D o m a i n  M ul t i c a s t
C ongru ent-native top ology
Non congru ent native top ology
Non congru ent tu nnelled  top ology  ( C E S NE T! )

• S o ur c e  S p e c i f i c  M ul t i c a s t  (S S M )
• In t e r d o m a i n M ul t i c a s t
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Dep l oy m ent  Sc ena r ios ( C ont . )
• Si n g l e D o m ai n  M u l ti c as t – Co n g ru en t-n ati ve to p o l o g y

W ho l e net w o rk  is f u l l y  ip v 6 u nic ast +  m u l t ic ast  enab l ed
N o rm al  u nic ast ro u t ing w il l  t ak e c are o f  RPF  c hec k
Enab l e gl o b al l y  ip v 6 m u l t ic ast  ro u t ing
Dec ide o n Rendez v o u s Po int  dist rib u t i o n m et ho d:

Static
SSM  – F F 3 x : : / 9 6
E m b e d d e d  R e n d e z v o u s  P o i n t – F F 7 0 : : /1 2

• Si n g l e D o m ai n  M u l ti c as t – N o n  c o n g ru en t n ati ve to p o l o g y
S ep arat e u nic ast t ab l e f o r RPF  c hec k
O nl y  st at ic  m u l t ic ast  o r M u l t i p ro t o c o l -Bo rder G at ew ay  Pro t o c o l  ( M P-BG P)  ( S AF I = 2)  is p o ssib l e



Copyright © 2 0 0 3 ,  Cis c o S ys te m s ,  I n c .  A l l  rights  re s e rv e d .  P rin te d  in  U S A .
1 1 0 0 5 _ 0 4 _ 2 0 0 5 _ c 2 . s c r

187187187© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -2214
110 0 5_ 0 4_ 20 0 5_ c 2

Dep l oy m ent  Sc ena r ios ( C ont . )

• S i n g l e  D o m a i n  M ul t i c a s t  – N o n  c o n g r ue n t  t un n e l l e d  
t o p o l o g y

No su p p ort for IPv6  in some p arts of the network
No su p p ort for IPv6  mu lticast in some p arts of the network

188188188© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -2214
110 0 5_ 0 4_ 20 0 5_ c 2

Dep l oy m ent  Sc ena r ios ( C ont . )

• C lou d  can b e IPv4 or IPv6

I P v 6 / I P v 4
U n i c ast - N e t w o r k

S i t e  C

S i t e  A

S i t e  B

IPv6 in IPv6/IPv4 tunnel
PIM -S M

A nno unc es
its  p r ef ix  a nd  
r ed is tr ib utes  
S ite B  p r ef ix

IPv6 in IPv6/v4 tunnel
PIM -S M

E a c h  s ite a nno unc es  its  s ub nets  
IPv6 m ultic a s t ena b led

I P v 6  u n i c ast r o u t e r

I P v 6  m u lt i c ast  r o u t e r

189189189© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
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Dep l oy m ent  Sc ena r ios ( C ont . )

• T w o  p o s s i b i l i t i e s :
S ep arate mu lticast rou ters are availab le:
Create u n i c as t ro u ti n g  tab l e f o r RPF c h ec k   w i th  dy n am i c  
ro u ti n g  p ro to c o l  ru n n i n g  o ver tu n n el s
Sh o u l d n o t i n terf ere w i th  u n i c as t ro u ters

S ame access rou ter ru ns u nicast and  mu lticast:
U s e s tati c  ro u ti n g  o r M P-BG P ( SAFI=2) f o r RPF c h ec k
See n o n  c o n g ru en t n ati ve to p o l o g y  s c en ari o
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Dep l oy m ent  Sc ena r ios ( C ont . )

• S o ur c e  S p e c i f i c  M ul t i c a s t  (S S M )
R F C 3 5 6 9 , su b set of PIM-S M ( R F C 2 3 6 2 )
No R end ez vou s Point or shared  tree p roced u res ( S ou l 
Pattinson Telecommu nications ( S PT) only )
IG MPv3  ( IPv4) or ML Dv2  ( IPv6 ) req u ired
F F 3 x : : / 9 6

191191191© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -2214
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Dep l oy m ent  Sc ena r ios ( C ont . )

SourceR ecei v er

R ecei v er

D o m ain  1

D o m ain  2

Source Sp eci f i c
T ree

• S ou rce S p ecific 
Mu lticast

192192192© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
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Dep l oy m ent  Sc ena r ios ( C ont . )

• In t e r d o m a i n M ul t i c a s t
No eq u ivalent for IPv4 MS DP ( IE TF  refu ses to d iscu ss)
Ad ministrative d omains forced  to share R end ez vou s Point 
u nless other mechanisms are u sed
IE TF  focu ses on S S M to rep lace AS M
MP-BG P ( S AF I= 2 ) 
N o t s tri c tl y  req u i red w h en  u n i c as t an d m u l ti c as t to p o l o g y  are 
th e s am e
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Dep l oy m ent  Sc ena r ios ( C ont . )

• In t e r d o m a i n
M ul t i c a s t

Any  S o u rc e 
M u l t i c ast  ( AS M )
S hared Rendez v o u s 
Po int  b et w een PI M  
do m ains f o r 
p art ic u l ar m u l t i c ast  
gro u p  range�
t ec hnic al  and 
adm inist rat iv e 
issu es ( no  
exp erienc e)

SourceR ecei v er

R ecei v er

D o m ain  1

D o m ain  2

Source Sp eci f i c
T ree

Sh a red  T ree

Sh a red  R P  – d om a i n
1  a n d  2

194194194© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
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Dep l oy m ent  Sc ena r ios ( C ont . )

• In terdo m ai n M u l ti c as t
Em b edded Rendez v o u s Po int  address

A l l  n e tw o r k  d e v ice s  n e e d  to  i m p l e m e n t E m b e d d e d  R e n d e z v o u s  P o i n t ( d if f e r e n t 
f o r  SSM )

S hared st at ic  Rendez v o u s Po int
E ach  d o m ain  h av e  a s e t o f  R e n d e z v o u s  P o i n ts  to  h an d l e  g r o u p  r an g e s  s p e cif ic 
f o r  l o cal  d o m ain
M ay  u s e  B SR  o r  e m b e d d e d  R e n d e z v o u s  P o i n t d is tr ib u tio n
C o m m o n  R e n d e z v o u s  P o i n t to  h an d l e  g r o u p s  w ith  s o u r ce s  an d  r e ce iv e r s  i n  al l  
d o m ain s
U s e  s tatic R e n d e z v o u s  P o i n t f o r  i n te r d o m ain s h ar e d  R e n d e z v o u s  P o i n t
P o s itio n  s h ar e d  R e n d e z v o u s  P o i n t ce n tr al l y

195195195© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
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Dep l oy m ent  Sc ena r ios ( C ont . )

D o m ain  1

D o m ain  2

Sh a red  C a n d i d a t e
R P  a n d  B SR  rout er

O n e  B SR  f l o o d i n g  
d o m ain• In t e r d o m a i n

M ul t i c a s t
S hared BS R 
do m ain
Al l  do m ains share 
sam e set  o f  
Rendez v o u s 
Po int s f o r al l  
gro u p s
L o c al l y  signif ic ant  
Rendez v o u s Po int  
inf o rm at io n o nl y  
t hro u gh st at ic  
c o nf igu rat io n



Copyright © 2 0 0 3 ,  Cis c o S ys te m s ,  I n c .  A l l  rights  re s e rv e d .  P rin te d  in  U S A .
1 1 0 0 5 _ 0 4 _ 2 0 0 5 _ c 2 . s c r

196196196© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -2214
110 0 5_ 0 4_ 20 0 5_ c 2

Dep l oy m ent  Sc ena r ios ( C ont . )

• In t e r d o m a i n M ul t i c a s t
C onstrained  BS R  d omains
E ach PIM d omain is BS R  d omain
E ach d omain b lock s BS R  flood ing/ traffic to other d omains
Domains need  to agree on common set of R end ez vou s 
Points and  grou p  ranges to b e flood ed  id entically  in each 
d omain
R eq u ires certain level of ad ministrative coord ination, b u t 
d ecreases siz e of BS R  d omains

197197197© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
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Dep l oy m ent  Sc ena r ios ( C ont . )

D o m ain  1

D o m ain  2

Sh a red  
C a n d i d a t e

R P

B SR  f l o o d i n g  d o m ain  1

B SR  f l o o d i n g  d o m ain  2

B S R  b o r d er  - c o nf ig ur a tio n

B SR  d om a i n  1

B SR  d om a i n  2  F l ood  
R P  - con f i g ura t i on

• Interd omain
Mu lticast

Co n s trai n ed BSR 
do m ai n s

198198198© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -2214
110 0 5_ 0 4_ 20 0 5_ c 2 198198198
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A PPE N D IX  S L ID E S  F O R  
R E F E R E N C E  O N L Y
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IP v 6  Su p p or t  O u t sid e of  C isc o:
O p er a t ing  Sy st em s

h ttp : //d e v e l o p e r . ap p l e . co m /m aco s x /M A C  O S X  1 0 . 2  - >Y E SA p p l e

h ttp : //w w w . n o v e l l . co m /d o cu m e n tatio n /l g / n w 6 5 /i
n d e x . h tm l ? p ag e = /d o cu m e n tatio n /l g / n w 6 5 /r e ad m
e /d ata/aj z l p 6 r . h tm l

N e tw ar e  6 . 1Y E SN o v e l l

h ttp : //h 1 8 0 0 0 . w w w 1 . h p . co m /ip v 6 / n e x t_ g e n . h tm l
H P -U X  1 1 i
T r u 6 4  U N IX  V 5 . 1
O p e n V M S V 5 . 1

Y E SH P /C o m p aq

h ttp : //w w w . b ie r i n g e r . d e /l i n u x /IP v 6 /s tatu s /IP v 6 + L
i n u x -s tatu s -d i s tr ib u tio n s . h t m l

R H  6 . 2  - >
M an d r ak e  8 . 0  - >
Su SE 7 . 1  - >
D e b ian 2 . 2  - >

Y E SL in u x

h ttp : //w w w . k am e . n e t/
F r e e B SD  4 . 0  - >
O p e n B SD 2 . 7  - >
N e tB SD 1 . 5  - >
B SD /O S 4 . 2  - >

Y E SB SD

h ttp : //w w w -3 . ib m . co m /s o f tw ar e /o s /z s e r ie s /ip v 6 /
z /O S R e l .  1 . 4
A I X  4 . 3  - >
O S/3 9 0  V 2 R 6  e N C S

Y E SIB M

h ttp : //w w w s . s u n . co m /s o f tw ar e /s o l ar is /ip v 6 /So l ar is  8  an d  9Y E SSu n
h ttp : //w w w . m icr o s o f t. co m /ip v 6X P  ( SP 1 ) an d  2 0 0 3

C E  . N E T  ( P o ck e t P C  4 . 1 )Y E SM icr o s o f t

M o r e  I n f oV e r s io n sIP v 6  
Su p p o r tV e n d o r

IPv6 O V E R  C L IE N T  V PN :
R E F E R E N C E  S L ID E S  F O R  
N O N -W IN D O W S  PL A T F O R M S

© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .110 0 5_ 0 4_ 20 0 5_ c 2
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R ou t er  C onf ig u r a t ion: C onf ig u r ed  T u nnel s

i pv6 uni cas t - r out i ng

!

i nt er f ace Fast Et her net 3/ 1

descr i pt i on TO VPN 3000

i p addr ess  20. 1. 1. 1 255. 255. 255. 0

!

i nt er f ace Gi gabi t Et her net 2/ 1

descr i pt i on TO Campus Net wor k

i pv6 addr ess 2001: DB8: C003: 111C: : 2/ 64

!

i nt er f ace Tunnel 1

descr i pt i on Conf i gur ed Tunnel  f or  Cl i ent 1

no i p addr ess

i pv6 addr ess 2001: DB8: C003: 1123: : 1/ 64

t unnel  sour ce Fast Et her net 3/ 1

t unnel  des t i nat i on 10. 1. 99. 103

t unnel  mode i pv6i p

Dual - s t ack r out er  conf i gur at i on

V P N  3 0 0 0  C o n ce n tr ato r

C o r p o r ate
N e tw o r k

V P N  C l i e n t

F 3 /1

G 2 /1

C atal y s t 6 5 0 0
Su p e r v is o r  7 2 0
D u al -s tack

20 320 320 3© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
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V P N  3 0 0 0  C o n ce n tr ato r

W i n d o w s  X P
V P N  C l i e n t

net sh i nt er f ace i pv6>add v6v4t unnel  “ CI SCO” 10. 1. 99. 103 20. 1. 1. 1
Ok.
net sh i nt er f ace i pv6>add addr ess “ CI SCO” 2001: DB8: c003: 1123: : 2
Ok.
net sh i nt er f ace i pv6>add r out e : : / 0 “ CI SCO”
Ok.

C l ient  C onf ig u r a t ion ( W ind ow s X P ) : 
C onf ig u r ed  T u nnel s

• C reate v6 v4tu nnel
• Ad d  IPv6  ad d ress to tu nnel 
interface

• C reate a d efau lt rou te ( : : / 0 ) 
for the tu nnel

V PN  IP Ro u ter IP

F 3 /1

G 2 /1

C atal y s t 6 5 0 0
Su p e r v is o r  7 2 0
D u al -s tack

C o r p o r ate
N e tw o r k

20 420 420 4© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -2214
110 0 5_ 0 4_ 20 0 5_ c 2

I nt er f ace 21:  CI SCO

Addr Type  DAD St at e  Val i d Li f e   Pr ef .  Li f e   Addr ess
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
Manual      Pr ef er r ed      i nf i ni t e     i nf i ni t e 2001: DB8: c003: 1123: : 2
Li nk       Pr ef er r ed      i nf i ni t e     i nf i ni t e f e80: : a01: 6368

Does It  W or k ?
V P N  3 0 0 0W i n d o w s  X P  C l ie n t

1 0 . 1 . 9 9 . 1 0 3  - V P N  ad d r e s s
2 0 0 1 : D B 8 : c0 0 3 : 1 1 2 3 : : 2 —IP v 6  ad d r e s s

2 0 . 1 . 1 . 1  - IP v 4  ad d r e s s
2 0 0 1 : D B 8 : c0 0 3 : 1 1 2 3 : : 1 —IP v 6  ad d r e s s

net sh i nt er f ace i pv6>show nei ghbor s 21
I nt er f ace 2:  Aut omat i c Tunnel i ng Pseudo- I nt er f ace

I nt er net  Addr ess                               Physi cal  Addr ess Type
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
2001: DB8: c003: 1123: : 1 20. 1. 1. 1 Per manent
f e80: : 1401: 0101                        20. 1. 1. 1       Per manent

C atal y s t 6 5 0 0
Su p e r v is o r  7 2 0
D u al -s tack
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C l ient  C onf ig u r a t ion ( L inu x ) : 
ISA T A P  T u nnel s

• IPv6 -enab led
• R eq u ires K ernel su p p ort for 
IS ATAP—US AG I

• Mod ified  ip rou te p ack age—
US AG I

• Mu st configu re IS ATAP 
rou ter—NO T au tomatic

L i n u x
V P N  C l i e n t

# i p t unnel  add i s0 mode i sat ap 10. 1. 99. 104 v4any 20. 1. 1. 1 t t l 64
# i p l i nk set  i s0 up

V PN  IP Ro u ter IP

* Se e  n o te s  f o r  f u l l  i n s tr u ctio n s  f o r  e n ab l i n g  I P v 6  o n  L i n u x

C o r p o r ate
N e tw o r k

G 2 /1

C atal y s t 6 5 0 0
Su p e r v is o r  7 2 0
D u al -s tack

F 3 /1
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C l ient  C onf ig u r a t ion ( Su n Sol a r is) : 
C onf ig u r ed  T u nnel s W it h  3 0 0 2  C l ient

• IPv6-en ab l ed
• E x am p l e o f  So l ari s  b eh i n d a 
3002 V PN  Cl i en t

• Bas i c  c o n f i g u red tu n n el —
m an u al  c o m m an ds  g i ven

• Can  m ai n tai n  c o n f i g u rati o n  
p erm an en tl y  u s i n g  
/ etc / h o s tn am e6. i p . tu n N
( w h ere N  i s  0, 1, 2, an d s o  o n )

C o r p o r ate
N e tw o r k

Su n  So l ar is

# i f conf i g i p. t un0 i net 6 pl umb
# i f conf i g i p. t un0 i net 6 t s r c 192. 168. 0. 1 t dst 20. 1. 1. 1 up 
# i f conf i g i p. t un0 i net 6 addi f 2001: DB8: c003: 1123: : 2/ 64 2001: DB8: c003: 1123: : 1 up
Cr eat ed new l ogi cal  i nt er f ace i p. t un0: 2

L o c al  L AN  IP Ro u ter IP

3 0 0 2  V P N  C l ie n t

* Se e  n o te s  f o r  f u l l  i n s tr u ctio n s  f o r  e n ab l i n g  I P v 6  o n  So l ar is

G 2 /1

C atal y s t 6 5 0 0
Su p e r v is o r  7 2 0
D u al -s tack

F 3 /1
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C l ient  C onf ig u r a t ion ( M a c ) : 
C onf ig u r ed  T u nnel s W it h  3 0 0 2  H W  C l ient

• IPv6 -enab led
• H ave p ermissions 
( root u ser)

• E x amp le of Mac b ehind  
a 3 0 0 2  V PN C lient

M A C  O S X  C l ie n t

# i f conf i g gi f 0 t unnel  cr eat e
# i f conf i g gi f 0 t unnel  192. 168. 0. 1 20. 1. 1. 1
# i f conf i g gi f 0 i net 6 al i as  2001: DB8: c003: 1123: : 2
# r out e add - i net 6 def aul t  - i nt er f ace gi f 0

L o c al  L AN  IP Ro u ter IP

C o r p o r ate
N e tw o r k

3 0 0 2  V P N  C l ie n t

G 2 /1

C atal y s t 6 5 0 0
Su p e r v is o r  7 2 0
D u al -s tack

F 3 /1
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C l ient  C onf ig u r a t ion ( W ind ow s X P ) :
Du a l -St a c k

• Req u i red
M icr o s o f t W i n d o w s  X P  ( SP 1  o r  h ig h e r )
M icr o s o f t W i n d o w s  Se r v e r  2 0 0 3

• IPv6 m u s t b e i n s tal l ed
C : \>ip v 6  i n s tal l

• Have n etw o rk  ( ro u ters / s w i tc h es ) 
c o n f i g u red f o r IPv6

State l e s s  au to co n f i g u r atio n an d /o r  D H C P v 6
C: \ >i pconf i g

Wi ndows I P Conf i gur at i on

Et her net  adapt er  Local  Ar ea Connect i on 1:
Connect i on- speci f i c  DNS Suf f i x  .  :
I P Addr ess.  .  .  .  .  .  .  .  .  .  .  .  :  10. 1. 1. 100
Subnet  Mask .  .  .  .  .  .  .  .  .  .  .  :  255. 255. 255. 0
I P Addr ess.  .  .  .  .  .  .  .  .  .  .  .  :  2001: DB8: C003: 1122: 203: f f f f : f e81: d6da
I P Addr ess.  .  .  .  .  .  .  .  .  .  .  .  :  f e80: : 203: f f f f : f e81: d6da%4
Def aul t  Gat eway .  .  .  .  .  .  .  .  .  :  10. 1. 1. 1

f e80: : 201: 42f f : f e2d: 9580

D u al -s tack
R o u te rW i n d o w s  X P  C l ie n t

L IN U X
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W h a t  Is R eq u ir ed

• R e d  H a t  6. 2  a n d  h i g h e r
R H  8 , 9 , WS , and  E S  p referred
F ed ora p roj ect b u ild s

• M a n d r a k e  8 . 0  a n d  h i g h e r
• S uS E 7 . 1  a n d  h i g h e r
• D e b i a n 2 . 2  a n d  h i g h e r
• IS A T A P s up p o r t  r e q ui r e s

R eq u ires K ernel su p p ort for IS ATAP—US AG I
Mod ified  ip rou te p ack age—US AG I
http : / / www. linu x -ip v6 . org/
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C l ient  C onf ig u r a t ion ( L inu x ) :
Du a l -St a c k

• E N A B L E  IPv6 s up p o r t  o n  L i n ux
E d it—/ etc/ sy sconfig/ network
Ad d  entry —NE TWO R K ING _ IPV 6 = y es
R estart network ing or reb oot

# i f conf i g et h0
et h0      Li nk encap: Et her net HWaddr 00: 40: F4: 6C: C8: AF  

i net addr : 10. 1. 1. 100  Bcast : 10. 1. 1. 255  Mask: 255. 255. 255. 0
i net 6 addr :  2001: DB8: C003: 1122: 240: f 4f f : f e6c: c8af / 64 Scope: Gl obal
i net 6 addr :  f e80: : 240: f 4f f : f e6c: c8af / 10 Scope: Li nk
UP BROADCAST RUNNI NG MULTI CAST  MTU: 1500  Met r i c: 1
RX packet s: 289223 er r or s: 0 dr opped: 0 over r uns: 0 f r ame: 0
TX packet s: 13452 er r or s: 0 dr opped: 0 over r uns: 0 car r i er : 0
col l i s i ons: 0 t xqueuel en: 100 
RX byt es: 53425777 ( 50. 9 Mb)   TX byt es: 3381080 ( 3. 2 Mb)
I nt er r upt : 5 Base addr ess: 0xf 000

M IC R O S O F T
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C l ient  C onf ig u r a t ion ( L inu x ) : 
ISA T A P  T u nnel s

• IPv6-en ab l ed
• Req u i res  K ern el  s u p p o rt
f o r ISAT AP—U SAG I

• M o di f i ed IPro u te p ac k ag e—
U SAG I

• M u s t c o n f i g u re ISAT AP ro u ter—
N O T  au to m ati c

# i p t unnel  add i s0 mode i sat ap 10. 1. 1. 100 v4any  30. 1. 1. 1 t t l 64
# i p l i nk set  i s0 up

Ro u ter IP

L 3  Sw itch
IP v 6  N o t Su p p o r te d

IP v 6  L 3  
Sw itch /R o u te r

L i n u x  
C l ie n t

1 0 . 1 . 1 . 1 0 0 —C l ie n t IP v 4  ad d r e s s
2 0 0 1 : D B 8 : C 0 0 3 : 1 1 1 f : 0 : 5 e f e : 1 0 . 1 . 1 . 1 0 0 —IP v 6  ad d r e s s

Ho s t IP

215215215© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -2214
110 0 5_ 0 4_ 20 0 5_ c 2

# i p t unnel  add si t 1 mode s i t  r emot e 30. 1. 1. 1 l ocal  10. 1. 1. 100
# i p l i nk set  s i t 1 up
# i p addr ess add dev si t 1 2001: DB8: C003: 1123: : 2/ 64
# i p r out e add : : / 0 dev si t 1

C l ient  C onf ig u r a t ion ( L inu x ) :
C onf ig u r ed  T u nnel s

• Create tu n n el
• E n ab l e th e tu n n el  i n terf ac e
• Add IPv6 addres s  to  tu n n el  
i n terf ac e

• Create a def au l t ro u te ( : : / 0) f o r 
th e tu n n el

Ro u ter IP Ho s t IP

1 0 . 1 . 1 . 1 0 0 —C l ie n t IP v 4  ad d r e s s
2 0 0 1 : D B 8 : C 0 0 3 : 1 1 2 3 : : 2 —IP v 6  ad d r e s s

L 3  Sw itch
IP v 6  N o t Su p p o r te d

IP v 6  L 3  
Sw itch /R o u te r

L i n u x  
C l ie n t
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Does It  W or k ?
#i p t unnel  show si t 1
si t 1:  i pv6/ i p  r emot e 30. 1. 1. 1 l ocal  10. 1. 1. 100 t t l i nher i t

#r out e - A i net 6 |  gr ep si t 1
Ker nel  I Pv6 r out i ng t abl e
Dest i nat i on                        Next  Hop     Fl ags Met r i c Ref Use I f ace
2001: DB8: C003: 1123: : / 64            : :            UA    256    10 0 s i t 1    
f e80: : / 10                          : :            UA    256    6  0 s i t 1    
f f 02: : 9/ 128                        f f 02: : 9      UAC   0      1  0 s i t 1    
f f 00: : / 8                           : :            UA    256    0  0 s i t 1    
: : / 0 : :            U     1024   0      0 s i t 1

# i p - 6 addr show si t 1
6:  s i t 1@NONE:  <POI NTOPOI NT, NOARP, UP> mt u 1480 qdi sc noqueue

i net 6 f e80: : a5e: a64d/ 128 scope l i nk 
i net 6 2001: DB8: C003: 1123: : 2/ 64 scope gl obal

#pi ng6 - I  s i t 1 2001: DB8: C003: 1123: : 1
PI NG 2001: DB8: C003: 1123: : 1 f r om 2001: DB8: C003: 1123: : 2 s i t 1:
64 byt es f r om 2001: DB8: C003: 1123: : 1:  i cmp_seq=1 t t l =64 t i me=0. 454 ms
64 byt es f r om 2001: DB8: C003: 1123: : 1:  i cmp_seq=2 t t l =64 t i me=0. 371 ms
64 byt es f r om 2001: DB8: C003: 1123: : 1:  i cmp_seq=3 t t l =64 t i me=0. 392 ms
64 byt es f r om 2001: DB8: C003: 1123: : 1:  i cmp_seq=4 t t l =64 t i me=0. 377 ms
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C l ient  C onf ig u r a t ion ( M a c  O S X  1 0 . 2  + ) :
Du a l -St a c k  v ia  G U I
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C l ient  C onf ig u r a t ion ( M a c ) :
C onf ig u r ed  T u nnel s

• C reate tu nnel interface
• S et tu nnel end -p oints
• Ad d  IPv6  ad d ress to tu nnel
• S et d efau lt rou te

# i f conf i g gi f 0 t unnel  cr eat e
# i f conf i g gi f 0 t unnel  30. 1. 3. 201 30. 1. 1. 1
# i f conf i g gi f 0 i net 6 al i as  2001: DB8: C003: 1124: : 2
# r out e add - i net 6 def aul t  - i nt er f ace gi f 0

L o c al  L AN  IP Ro u ter IP

3 0 . 1 . 3 . 2 0 1 —C l ie n t IP v 4  ad d r e s s
2 0 0 1 : D B 8 : C 0 0 3 : 1 1 2 4 : : 2 —IP v 6  ad d r e s s

# i f conf i g gi f 0

gi f 0:  f l ags=8051<UP, POI NTOPOI NT, RUNNI NG, MULTI CAST> mt u 1280
t unnel  i net 30. 1. 3. 201 - - > 30. 1. 1. 1
i net 6 f e80: : 203: 93f f : f eee: 9f 1f  pr ef i x l en 64 scopei d 0x2 
i net 6 2001: DB8: C003: 1124: : 2 pr ef i x l en 64

L 3  Sw itch
IP v 6  N o t Su p p o r te d

IP v 6  L 3  
Sw itch /R o u te r

M ac 
C l ie n t
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T h ing s t o K now

• S un  S o l a r i s  8  a n d  9  w i l l  p r o m p t  f o r  IPv6 a c t i va t i o n  
d ur i n g  t h e  i n s t a l l a t i o n  p r o c e s s

S ay  y es and  y ou  will b e read y  for d u al-stack  with 
au toconfigu ration

• Y o u c a n  a l s o  c r e a t e  t h e  / e t c / h o s t n a m e 6. < i n t e r f a c e >  
f i l e  m a n ua l l y

F or ex amp le if y ou r p hy sical E thernet ad ap ter is eri0  then 
y ou  will find  a / etc/ hostname. eri0  file
Y ou  can create a / etc/ hostname6 . eri0  file manu ally  or if y ou  
op ted  to have IPv6  su p p ort d u ring installation then the file 
will alread y  ex ist

#t ouch / et c/ host name6. er i 0

r eboot

i f conf i g - a an d y o u  w i l l  s ee a l i n k  l o c al  addres s  o n  th e 
i n terf ac es
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C l ient  C onf ig u r a t ion ( Su n Sol a r is) : 
C onf ig u r ed  T u nnel s

• Create tu n n el  i n terf ac e
• Create tu n n el  en d-p o i n ts
• Add IPv6 addres s  to  i n terf ac e
• Can  m ai n tai n  c o n f i g u rati o n  
p erm an en tl y  u s i n g  
/ etc / h o s tn am e6. i p . tu n N
( w h ere N  i s  0, 1, 2, an d s o  o n )

# i f conf i g i p. t un0 i net 6 pl umb
# i f conf i g i p. t un0 i net 6 t s r c 10. 1. 1. 100 t dst 30. 1. 1. 1 up 
# i f conf i g i p. t un0 i net 6 addi f 2001: DB8: C003: 1123: : 2/ 64 2001: DB8: C003: 1123: : 1 up
Cr eat ed new l ogi cal  i nt er f ace i p. t un0: 2

L o c al  L AN  IP Ro u ter IP

1 0 . 1 . 1 . 1 0 0 —C l ie n t IP v 4  ad d r e s s
2 0 0 1 : D B 8 : C 0 0 3 : 1 1 2 3 : : 2 —IP v 6  ad d r e s s

i p. t un0:  f l ags=2200851<UP, POI NTOPOI NT, RUNNI NG, MULTI CAST, NONUD, I Pv6> mt u 1480 i ndex 3
i net t unnel  sr c 10. 1. 1. 100 t unnel  dst 30. 1. 1. 1
t unnel  hop l i mi t  60 
i net 6 f e80: : 4065: 406a/ 10 - - > f e80: : a5e: a644 

i p. t un0: 1:  f l ags=2200851<UP, POI NTOPOI NT, RUNNI NG, MULTI CAST, NONUD, I Pv6> mt u 1480 i ndex  3
i net 6 2001: DB8: C003: 1123: : 2/ 64 - - > 2001: DB8: C003: 1123: : 1

L 3  Sw itch
IP v 6  N o t Su p p o r te d

IP v 6  L 3  
Sw itch /R o u te r

M ac 
C l ie n t
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L ink s/ R ef er enc e

• M i c ro s o f t
h ttp : //w w w . m icr o s o f t. co m /ip v 6 :  M ain  p ag e
h ttp : //w w w . m icr o s o f t. co m /te ch n e t/tr e e v i e w /d e f au l t. as p ? u r l = /te ch n e t/p r o d t e ch n o l /w in
d o w s s e r v e r 2 0 0 3 /p r o d d o cs /s tan d ar d /s ag _ I P _ v 6 to p n o d e . as p :  I P v 6  d o cu m e n tatio n

• L i n u x
h ttp : //w w w . d e e p s p ace 6 . n e t/s e ctio n s /d o cs . h tm l :  L i n u x  IP v 6  d o cu m e n tatio n
h ttp : //w w w . l i n u x -ip v 6 . o r g /:  Site  f o r  th e  U SA G I p o r t
h ttp : //v 6 w e b . l ite ch . o r g /is atap :  ISA T A P  f o r  L i n u x  s ite

• M ac
h ttp : //l is ts . ap p l e . co m / m ail m an /l is tin f o /ip v 6 :  M ail in g  l i s t f o r  IP v 6  o n  M ac
h ttp : //w w w . f r e e b s d . o r g /d o c/e n _ U S. ISO 8 8 5 9 -1 /b o o k s / h an d b o o k / n e tw o r k -ip v 6 . h t m l :  
IP v 6  d o cu m e n tatio n  t h at ap p l i e s  to  M ac ( D ar w i n ) an d  g e n e r al  F r e e B SD  p o r ts

• Su n
h ttp : //d o cs . s u n . co m /d b /d o c/8 1 7 - 0 5 7 3 :  Su n  So l ar is  I P v 6  d o cu m e n tatio n

• M u l ti -O S tu n n el  c o n f i g u rati o n
h ttp : //w w w . j o in . u n i-m u e n s te r . d e /D o k u m e n te / H o w to s /in d e x _ h o w to s . p h p ? l an g = e n :  
G r e at s ite  f o r  g e n e r al  I P v 6  t u n n e l i n g  f o r  m o s t o p e r atio n  s y s te m s
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DE P L O Y IN G  IP v 6
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A g end a

• E nterp rise Dep loy ment
Cam p u s
W AN
S 2S  V PN
Rem o t e Ac c ess

• S ervice Provid er Dep loy ment
Co re
Ac c ess

• IPv6  S ervices
M u l t i c ast
Q o S
S ec u rit y

• Ap p end ix —F or R eference O nly
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E N T E R PR IS E  D E V E L O PM E N T

Star t H e r e :  C is co IO S So f tw ar e  R e l e as e  Sp e cif ics  f o r  IP v 6  F e atu r e s
h ttp : //w w w . cis co . co m / u n i v e r cd /cc/td /d o c/p r o d u ct/s o f tw ar e /io s 1 2 3 /1 2 3 cg cr /ip v 6 _ c/f tip v 6 s . h tm
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IP v 6  C oex ist enc e in t h e E nt er p r ise

IPv6 
N etw o rk

IPv6 
N etw o rk

IPv6 
Ho s t Co n f i g u red/

6to 4 T u n n el
Co n f i g u red/
6to 4 T u n n el

IPv6 
Ho s t

IPv4

IP v 4 :  1 9 2 . 1 6 8 . 9 9 . 1    
IP v 6 :  2 0 0 1 : d b 8 : 1 : : 1 /6 4IPv6/ IPv4

D u al  Stac k

IPv6

N AT -PT

IPv6 D u al  Stack  
IP v 4  an d  IP v 6  A d d r e s s e sISA T A P

R o u te r

IPv4 ISAT AP
T u n n el i n g

IP v 4  o n l y  Se r v e r

IP v 4 - O n l y  
Se g m e n t
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E N T E R PR IS E  D E PL O Y M E N T : 
C A M PU S
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D i st r i b u t i o n
L ay e r

A c c e ss
L ay e r

Co r e
L ay e r

A ggr e gat i o n
L ay e r

C a m p u s IP v 6  Dep l oy m ent
• D u al  Stac k  an d 
T u n n el s  i n  u s e 
dep en di n g  o n  
p l atf o rm  
s u p p o rt

• Co n f i g u red 
b etw een  
IPv6-en ab l ed 
L 3-s w i tc h es

• ISAT AP 
b etw een  c l i en ts
an d a L 3-s w i tc h

ISA T A P  –
In tr a-Site  
A u t o m atic 
T u n n e l  
A d d r e s s i n g  
P r o to co lIPv6 S er ver

L 2

v6-E na b led

v6-
E na b led

v6-E na b led

N o t v6-
E na b led

ISATAP Tunnel

IPv6 S er ver

L ay e r  3

L 2

v6-E na b led

v6-
E na b led

v6-E na b led

v6-
E na b led

D ua lS ta c k

Dual Stack

Dual Stack

Dual Stack

Dual Stack

Dual Stack

Dual Stack

Configured Tunnel

N o t v6-
E na b led

N o t v6-
E na b led

I Pv 6/I Pv 4  Du al  S t ac k
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IP v 6  on a  C a m p u s: Du a l -St a c k  IP v 4 -IP v 6

• Req u ires sw it c hing/ro u t ing p l at f o rm s 
t o  su p p o rt  hardw are b ased 
f o rw arding f o r I Pv 4  and I Pv 6

• I Pv 6 is t ransp arent  o n L 2 sw it c hes 
exc ep t  f o r m u l t ic ast  - M L D sno o p ing

IP v 6  m an ag e m e n t—
T e l n e t/SSH /H T T P /SN M P

• Req u ires ro b u st  c o nt ro l  p l ane f o r 
b o t h I Pv 4  and I Pv 6

V ar ie ty  o f  r o u tin g  p r o to co l s —T h e  s am e  
o n e s  i n  u s e  to d ay  w ith  I P v 4

• I Pv 6 m u l t i c ast ,  Q o S ,  inf rast ru c t u re 
sec u rit y ,  et c …

• I Pv 4  and I Pv 6 c o nt ro l  p l anes and dat a 
p l anes m u st  no t  im p ac t  eac h o t her

D ata C e n te r

W A N  an d  I n t e r n e t
A c c e ss
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Dist r ib u t ion L a y er : Du a l  St a c k
i pv6 uni cast - r out i ng

i pv6 mul t i cast - r out i ng

i pv6 cef

!

i nt er f ace Gi gabi t Et her net 1/ 1

descr i pt i on To 6k- cor e- r i ght

i pv6 addr ess 2001: DB8: C003: 1105: : 1/ 127

i pv6 ospf 1 ar ea 0

i pv6 ospf hel l o- i nt er val  1

i pv6 ospf dead- i nt er val  3

i pv6 cef

!

i nt er f ace Gi gabi t Et her net 1/ 2

descr i pt i on To 6k- cor e- l ef t

i pv6 addr ess 2001: DB8: C003: 1106: : 3/ 127

i pv6 ospf 1 ar ea 0

i pv6 ospf hel l o- i nt er val  1

i pv6 ospf dead- i nt er val  3

i pv6 cef

i nt er f ace Vl an10

descr i pt i on Dat a VLAN f or  Access

i pv6 addr ess 2001: DB8: C003: 1102: : 1/ 64

i pv6 nd pr ef i x 2001: DB8: C003: 1102: : / 64 
86400 86400

i pv6 nd r eachabl e- t i me 5000

i pv6 ospf 1 ar ea 1

i pv6 cef

!

i pv6 r out er  ospf 1

r out er - i d 10. 122. 0. 25

l og- adj acency- changes

passi ve- i nt er f ace Vl an10

t i mer s spf 1 1

• O p tio n al :  l o w e r  v al id /p r e f e r r e d  l if e tim e s  f r o m  d e f au l ts  ( 2 5 9 2 0 0 0 /6 0 4 8 0 0 )—in  s e co n d s  to  m atch  
D H C P v 4  l e as e  tim e s

• O p tio n al :  l o w e r  N e ig h b o r  U n r e ach ab il ity D e te ctio n  ( N U D ) f r o m  3 0  s e co n d s  ( f as te r  f ail o v e r  u n til  
H SR P  is  av ail ab l e )
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IP v 6  C a m p u s ISA T A P  C onf ig u r a t ion

• IS ATAP connections look  
lik e one flat network

• C reate DNS  “A” record  for 
“IS ATAP” =  1 0 . 1 . 1 . 1  

• Use S tatic C onfig if DNS  
u se is not d esired :
C: \ >net sh i nt er f ace 
i pv6 i sat ap set  
r out er  10. 1. 1. 1

• C u rrently  IS ATAP d oes 
not su p p ort mu lticast! !

I S AT AP

i pv6 uni cas t - r out i ng

i pv6 cef

!

i nt er f ace Loopback0

descr i pt i on I SATAP addr ess f or  Access Layer

i p addr ess  10. 1. 1. 1 255. 255. 255. 255

!

i nt er f ace Gi gabi t Et her net 2/ 10

i pv6 addr ess 2001: DB8: C003: 111C: : 2/ 64

i pv6 cef

!

i nt er f ace Tunnel 0

i pv6 addr ess 2001: DB8: C003: 111F: : / 64 eui - 64

no i pv6 nd suppr ess- r a

i pv6 cef

t unnel  sour ce Loopback0

t unnel  mode i pv6i p i sat ap

N o  Co n f i g u rati o n  Ch an g e 
o n  N o n -v6 Sw i tc h es

In te r f ace  ID

IP v 4  A d d r e s s6 4 -b it U n icas t P r e f ix 0 0 0 0 : 5 E F E :
3 2 -b it3 2 -b it

2001: D B8: C003: 111F: 0: 5E FE : 10. 1. 2. 100

1 0 . 1 . 2 . 1 0 0

ISA T A P  A d d r e s s  F o r m at:
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E N T E R PR IS E  D E PL O Y M E N T : 
W A N
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D ua lS t a c k

IP  
W A N /M P L S

C o r p o r ate
N e tw o r k

W A N  Dep l oy m ent

• C isco WAN rou ters
su p p ort IPv6

• Du al-stack  is 
recommend ed  d u e to ease 
of d ep loy ment, secu rity  
ad vantage and  
p erformance

• S u p p ort for every  
med ia/ WAN ty p e y ou  
want to u se ( F rame 
R elay , leased -line, 
b road b and , MPL S , etc…) D u al  

Stack
D u al  
Stack
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H SR P  f or  IP v 6
• Basic al l y  t he sam e as HS RP f o r I Pv 4
• Changes o c c u r in N eighb o r 

Adv ert isem ent ,  Ro u t er 
Adv ert isem ent ,  and I CM Pv 6 redirec t s

• V irt u al  M AC deriv ed f ro m  HS RP 
gro u p  nu m b er and v irt u al  I Pv 6 
L ink -l o c al  address

• I Pv 6 V irt u al  M AC range:
0 0 0 5 . 7 3 A 0 . 0 0 0 0  - 0 0 0 5 . 7 3 A 0 . 0 F F F  
( 4 0 9 6  ad d r e s s e s )

• HS RP I Pv 6 U DP Po rt  N u m b er 20 29  
( I AN A Assigned)

• N o  HS RP I Pv 6 sec o ndary  address
• N o  HS RP I Pv 6 sp ec if ic  deb u g

i nt er f ace Fast Et her net 0/ 1

i pv6 addr ess 2001: 66: 67: : 2/ 64

i pv6 cef

st andby ver si on 2

st andby 1 i pv6 aut oconf i g

st andby 1 t i mer s msec 250 msec 800

st andby 1 pr eempt

st andby 1 pr eempt  del ay  mi ni mum 180

st andby 1 aut hent i cat i on md5 key - st r i ng c i sco

st andby 1 t r ack Fast Et her net 0/ 0

H SR P  
Stan d b y

H SR P  
A ctiv e

#r out e - A i net 6 |  gr ep : : / 0 |  gr ep et h2
: : / 0      f e80: : 207: 85f f : f ef 3: 2f 60            UGDA  1024   3    0 et h2    
: : / 0      f e80: : 205: 9bf f : f ebf : 5ce0            UGDA  1024   0    0 et h2    
: : / 0      f e80: : 5: 73f f : f ea0: 1                 UGDA  1024   0    0 et h2

H o s t w ith  G W  o f  V ir tu al  I P
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O T H E R  T R A N S IT IO N  T Y PE S
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i pv6 uni cast - r out i ng
i pv6 cef
!
i nt er f ace Tunnel 0

no i p addr ess
i pv6 cef
i pv6 addr ess 2001: DB8: C003: 3: : 2/ 64
i pv6 r i p v6 enabl e
t unnel  sour ce Fast Et her net 0/ 1
t unnel  dest i nat i on 172. 16. 1. 1
t unnel  mode i pv6i p

!
i nt er f ace Fast Et her net 0/ 0

i pv6 addr ess 2001: DB8: C003: 2: : 1/ 64
i pv6 cef

!
i nt er f ace Fast Et her net 0/ 1

i p addr ess 172. 16. 2. 1 255. 255. 255. 252

C onf ig u r ed  T u nnel
Building the Tunnel

i pv6 uni cast - r out i ng
i pv6 cef
!
i nt er f ace Tunnel 0

no i p addr ess
i pv6 cef
i pv6 addr ess 2001: DB8: C003: 3: : 1/ 64
i pv6 r i p v6 enabl e
t unnel  sour ce Fast Et her net 0/ 1
t unnel  dest i nat i on 172. 16. 2. 1
t unnel  mode i pv6i p

!
i nt er f ace Fast Et her net 0/ 0

i pv6 addr ess 2001: DB8: C003: 1: : 1/ 64
i pv6 cef

!
i nt er f ace Fast Et her net 0/ 1

i p addr ess 172. 16. 1. 1 255. 255. 255. 252

IPv4 
N e t w o r k

172. 16. 1. 1 172. 16. 2. 1

Ro u ter1 Ro u ter2

IPv6
N etw o rk

IPv6
N etw o rk
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Int er net  K ey  E x c h a ng e ( IK E )  P ol ic y
C o nf igur ed Tunnel ( S ta tic  M a p s )

cr ypt o i sakmp pol i cy 1 
encr 3des 
aut hent i cat i on pr e- shar e 
gr oup 2

!
cr ypt o i sakmp key CI SCO addr ess 

172. 16. 2. 1

cr ypt o i sakmp pol i cy 1 
encr 3des 
aut hent i cat i on pr e- shar e
gr oup 2

!
cr ypt o i sakmp key CI SCO addr ess 

172. 16. 1. 1

IPv4 
N e t w o r k

172. 16. 1. 1 172. 16. 2. 1

Ro u ter1 Ro u ter2

IPv6
N etw o rk

IPv6
N etw o rk
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cr ypt o i psec t r ansf or m- set  STRONG esp-
3des esp- sha- hmac
!
cr ypt o map STATI C- MAP l ocal - addr ess 
Fast Et her net 0/ 1
!
cr ypt o map STATI C- MAP 1 i psec- i sakmp

set  peer  172. 16. 2. 1
set  t r ansf or m- set  STRONG 
set  pf s gr oup2
mat ch addr ess VPN- TO- R2

!
i p access- l i s t  ext ended VPN- TO- R2

per mi t  41 host  172. 16. 1. 1 host  
172. 16. 2. 1

IP Sec  P ol ic y
C o nf igur ed Tunnel ( S ta tic  M a p s )

cr ypt o i psec t r ansf or m- set  STRONG esp-
3des esp- sha- hmac
!
cr ypt o map STATI C- MAP l ocal - addr ess 
Fast Et her net 0/ 1
!
cr ypt o map STATI C- MAP 1 i psec- i sakmp

set  peer  172. 16. 1. 1
set  t r ansf or m- set  STRONG 
set  pf s gr oup2
mat ch addr ess VPN- TO- R1

!
i p access- l i s t  ext ended VPN- TO- R1

per mi t  41 host  172. 16. 2. 1 host  
172. 16. 1. 1

IPv4 
N e t w o r k

172. 16. 1. 1 172. 16. 2. 1

Ro u ter1 Ro u ter2

IPv6
N etw o rk

IPv6
N etw o rk
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A p p l y  V P N  C onf ig u r a t ion
C o nf igur ed Tunnel

i nt er f ace Tunnel 0
no i p addr ess
i pv6 addr ess 2001: DB8: C003: 3: : 1/ 64
i pv6 cef
i pv6 mt u 1400
i pv6 r i p V6 enabl e
t unnel  sour ce Fast Et her net 0/ 1
t unnel  dest i nat i on 172. 16. 2. 1
t unnel  mode i pv6i p

!
i nt er f ace Fast Et her net 0/ 1

i p addr ess 172. 16. 1. 1 255. 255. 255. 252
cr ypt o map STATI C- MAP

!
i p r out e 172. 16. 2. 1 255. 255. 255. 255
172. 16. 1. 2

i nt er f ace Tunnel 0
no i p addr ess
i pv6 addr ess 2001: DB8: C003: 3: : 2/ 64
i pv6 cef
i pv6 mt u 1400
i pv6 r i p V6 enabl e
t unnel  sour ce Fast Et her net 0/ 1
t unnel  dest i nat i on 172. 16. 1. 1
t unnel  mode i pv6i p

!
i nt er f ace Fast Et her net 0/ 1

i p addr ess 172. 16. 2. 1 255. 255. 255. 252
cr ypt o map STATI C- MAP 

!
i p r out e 172. 16. 1. 1 255. 255. 255. 255
172. 16. 2. 2

IPv4 
N e t w o r k

172. 16. 1. 1 172. 16. 2. 1

Ro u ter1 Ro u ter2

IPv6
N etw o rk

IPv6
N etw o rk
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IP v 6  IP Sec  E x a m p l e ( F U T U R E -E F T )
I K E / I P S ec  P o lic ies

cr ypt o i sakmp pol i cy 1
aut hent i cat i on pr e- shar e

cr ypt o i sakmp key CI SCOKEY addr ess i pv6 
2001: DB8: CAFE: 999: : 2/ 128
cr ypt o i sakmp keepal i ve 30 30
!
cr ypt o i psec t r ansf or m- set  v6STRONG esp-
3des esp- sha- hmac
!
cr ypt o i psec pr of i l e v6PRO

set  t r ansf or m- set  v6STRONG 

2001: D B8: CAFE : 999: : 1 2001: D B8: CAFE : 999: : 2

cr ypt o i sakmp pol i cy 1
aut hent i cat i on pr e- shar e

cr ypt o i sakmp key CI SCOKEY addr ess i pv6 
2001: DB8: CAFE: 999: : 1/ 128
cr ypt o i sakmp keepal i ve 30 30
!
cr ypt o i psec t r ansf or m- set  v6STRONG esp-
3des esp- sha- hmac
!
cr ypt o i psec pr of i l e v6PRO

set  t r ansf or m- set  v6STRONG 

IPv4 
N e t w o r k

Ro u ter1 Ro u ter2

IPv6
N etw o rk

IPv6
N etw o rk
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IP v 6  IP Sec  E x a m p l e ( F U T U R E -E F T )
Tunnels

i nt er f ace Tunnel 0
i pv6 addr ess 2001: DB8: CAFE: F00D: : / 64 

eui - 64
i pv6 ospf 1 ar ea 0
t unnel  sour ce Ser i al 2/ 0
t unnel  dest i nat i on 2001: DB8: CAFE: 999: : 2
t unnel  mode i psec i pv6
t unnel  pr ot ect i on i psec pr of i l e v6PRO

!
i nt er f ace Et her net 0/ 0

i pv6 addr ess 2001: DB8: CAFE: 100: : 1/ 64
i pv6 ospf 1 ar ea 1

!
i nt er f ace Ser i al 2/ 0

i pv6 addr ess 2001: DB8: CAFE: 999: : 1/ 64

i nt er f ace Tunnel 0
i pv6 addr ess 2001: DB8: CAFE: F00D: : / 64 

eui - 64
i pv6 ospf 1 ar ea 0
t unnel  sour ce Ser i al 2/ 0
t unnel  dest i nat i on 2001: DB8: CAFE: 999: : 1
t unnel  mode i psec i pv6
t unnel  pr ot ect i on i psec pr of i l e v6PRO

!
i nt er f ace Et her net 0/ 0 

i pv6 addr ess 2001: DB8: CAFE: 200: : 1/ 64
i pv6 ospf 1 ar ea 2

!
i nt er f ace Ser i al 2/ 0

i pv6 addr ess 2001: DB8: CAFE: 999: : 2/ 64

2001: D B8: CAFE : 999: : 1 2001: D B8: CAFE : 999: : 2
IPv4 

N e t w o r k
Ro u ter1 Ro u ter2

IPv6
N etw o rk

IPv6
N etw o rk
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IP v 6  IP Sec  E x a m p l e
S ho w  O utp ut

Rout er 1#show cr ypt o engi ne connec t i ons act i ve
Cr ypt o Engi ne Connect i ons

I D I nt f c Type  Al gor i t hm           Enc r ypt   Decr ypt  I P- Addr ess
3 Tu0    I Psec 3DES+SHA                  0       17 2001: DB8: CAFE: 999: : 1
4 Tu0    I Psec 3DES+SHA                 16        0 2001: DB8: CAFE: 999: : 1

1006 Tu0    I KE   SHA+DES                   0        0 2001: DB8: CAFE: 999: : 1

Rout er 1#show cr ypt o sess i ons
Cr ypt o sess i on cur r ent  s t at us
I nt er f ace:  Tunnel 0
Sessi on st at us:  UP- ACTI VE     
Peer :  2001: DB8: CAFE: 999: : 2 por t  500 

I KE SA:  l ocal  2001: DB8: CAFE: 999: : 1/ 500
r emot e 2001: DB8: CAFE: 999: : 2/ 500 Act i ve 

I PSEC FLOW:  per mi t  41 : : / 0 : : / 0
Act i ve SAs:  2,  or i gi n:  cr ypt o map

2001: D B8: CAFE : 999: : 1 2001: D B8: CAFE : 999: : 2
IPv4 

N e t w o r k
Ro u ter1 Ro u ter2

IPv6
N etw o rk

IPv6
N etw o rk
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C onf ig u r ed  T u nnel s v s.  A u t om a t ic  T u nnel s

Y E S

N O

N O

N O

N O

ISAT AP

Y E SN OO p t im al  f o r Rem o t e 
Ac c ess Cl ient s

Y E SY E SBro ad Cl ient  O S  
S u p p o rt

N OY E SI Pv 6 M u l t i c ast  
S u p p o rt

N OY E S
M anu al  
Co nf igu rat io n p er 
Cl ient  ( Cl ient -S ide)

N OY E S
M anu al  
Co nf igu rat io n p er 
Cl ient  ( Ro u t er-S ide)

6to 4Co n f i g u red

* G R E  m u s t b e  u s e d  if  ISIS is  u s e d  as  th e  r o u tin g  p r o to co l
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L eg a c y  Ser v ic es ( IP v 4  O nl y )

• Many  of the non-rou ting/ switching p rod u cts d o not y et 
su p p ort IPv6  ( i. e. , content switching mod u les) 

• NAT-PT ( Network  Ad d ress Translation–Protocol Translation) 
as an op tion to front-end  IPv4-only  server—NO TE :  NAT-PT IS  
BE ING  MO V E D TO  E X PE R IME NTAL

• Place NAT-PT b ox  as close to IPv4 only  server as p ossib le
• Be V E R Y  aware of p erformance and  manageab ility  issu es

IP v 6  Se r v e r

L e g acy  I P v 4  Se r v e r

N A T –P T
IP v 6 - O n l y  
Se g m e n t

IPv6-E n ab l ed
N etw o rk

IP v 4 - O n l y  
Se g m e n t

IP v 6 -o n l y
H o s t
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C onf ig u r ing  C isc o IO S N A T -P T
• NAT-PT enab les commu nication b etween IPv6 -only  and
IPv4-only  nod es

• C E F  switching in 1 2 . 3 ( 1 4)T

19 2.168 .1.0 /24

20 0 1:DB8 :C0 0 3:1::/64

F 0 /1

F 0 /0N A T  P r e f i x  2 0 1 0 : : /9 6

.10

DN S

.10 0

20 0 1:DB8 :C0 0 3:1::10

i nt er f ace Fast Et her net 0/ 0
i pv6 addr ess 2001: DB8: C003: 1: : 1/ 64
i pv6 cef
i pv6 nat

!
i nt er f ace Fast Et her net 0/ 1

i p addr ess 192. 168. 1. 1 255. 255. 255. 0
i pv6 nat pr ef i x 2010: : / 96
i pv6 nat

!
i pv6 nat v4v6 sour ce 192. 168. 1. 100 2010: : 100
!
i pv6 nat v6v4 sour ce r out e- map MAP1 pool  V4POOL
i pv6 nat v6v4 pool  V4POOL 192. 168. 2. 1 
192. 168. 2. 10 pr ef i x- l engt h 24
!
r out e- map MAP1 per mi t  10

mat ch i nt er f ace Fast Et her net 0/ 1
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R E M O T E  A C C E S S
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IP v 6  f or  R em ot e Dev ic es

• R emote nod es can u se a V PN client 
or rou ter to estab lish connectivity  
b ack  to enterp rise

• Possib le over IPv4 tod ay , not p ossib le 
over IPv6  tod ay  ( k ey  management is still
in p rogress)

• H ow cou ld  we allow access to IPv6  
services at central site or Internet in a 
secu re fashion?

Enab l ing I Pv 6 t raf f ic  inside t he Cisc o  V PN  
c l ient  t u nnel
Al l o w  rem o t e ho st  t o  est ab l ish a v 6-in-v 4  t u nnel  
eit her au t o m at ic al l y  o r m anu al l y

I S AT AP—I nt ra S it e Au t o m at ic  T u nnel  
Addressing Pro t o c o l
Co nf igu red—S t at ic  c o nf igu rat io n f o r eac h
side o f  t u nnel

S am e sp l it -t u nnel ing issu es exist s

In tern et

C o r p o r ate
N e tw o r k
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T u n n e l ( s )

IP v 6 -in-IP v 4  T u nnel  E x a m p l e

IP s e c V P N
IP v 6 -in -IP v 4  T u n n e l

R e m o te  U s e r V P N  3 0 0 0  C o n ce n tr ato r

In tern et C o r p o r ate
N e tw o r k

F ir e w al l IP v 6  Se r v e r

N o te :  T h e  V P N  C o n ce n tr ato r  co u l d  b e  r e p l ace d  w ith  a V P N -e n ab l e d  C is co  I O S R o u t e r  o r  P I X ®

IPv6  Traffic
IPv4 Traffic

C atal y s t 6 5 0 0
Su p e r v is o r  7 2 0
D u al -Stack

IP v 6  L i n kIP v 4  L i n k
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C onsid er a t ions

• C i s c o  IO S ® ve r s i o n  s u p p o r t i n g  IPv6  c o n f i g u r e d /
IS A T A P t u n n e l s

Co n f i g u red—12. 3( 1)M / 12. 3( 2)T / 12. 2( 14)S an d ab o ve ( 12. 4M / 12. 4T )
ISAT AP—12. 3( 1)M , 12. 3( 2)T , 12. 2( 14)S an d ab o ve ( 12. 4M / 12. 4T )
Catal y s t® 6500 w i th  Su p 720—12. 2( 17a)SX 1—HW f o rw ardi n g

• B e  a w a r e  o f  t h e  s e c u r i t y  i s s u e s  i f  s p l i t -t u n n e l i n g  i s  u s e d
Attac k er c an  c o m e i n  IPv6 i n terf ac e an d j u m p  o n  th e IPv4 
i n terf ac e ( en c ry p ted to  en terp ri s e)

• R e m e m b e r  t h a t  t h e  IPv6  t u n n e l e d  t r a f f i c  i s  s t i l l  
e n c a p s u l a t e d  a s  a  t u n n e l  W H E N  i t  l e a ve s  t h e  
V PN  d e vi c e

• A l l o w  IPv6  t u n n e l e d  t r a f f i c  a c r o s s  a n y  a c c e s s  l i s t s
( Pr o t o c o l  41 )
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R eq u ir ed  St u f f : C l ient  Sid e

• C lient op erating sy stem with IPv6  
M ic ro so f t  W indo w s X P S P1 ( S u p p o rt s Co nf igu red/I S AT AP)
L inu x ( 7.3 o r higher) —U S AG I  p o rt  req u ired f o r I S AT AP
M ac  O S  X  ( 10 .2 o r higher) —Cu rrent l y  need a V PN  dev ic e o n c l ient  net w o rk
S u nO S  ( 8  o r higher) —Cu rrent l y  need a V PN  dev ic e o n c l ient  net w o rk
S ee ref erenc e sl ide f o r l ink s/O S  l ist ing

• C isco V PN C lient 4. 0 . 1  and  higher for 
configu red / IS ATAP

• C isco V PN C lient 3 . x  for configu red  O NL Y
• C isco H W V PN C lient 3 0 0 2 —recommend ed  for 
Mac/ S u n clients u ntil virtu al ad ap ter su p p ort 
is availab le
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IP v 6  U sing  C isc o V P N  C l ient
E x a m p l e : C l i e n t  C o n f i g ur a t i o n  (W i n d o w s  X P) : IS A T A P

• Microsoft Wind ows X P ( S P1  or higher)
• IPv6  mu st b e installed

C: \ >i pv6 i ns t al l

• X P will au tomatically  attemp t to resolve the name “IS ATAP”
L o c al  ho st  nam e
Ho st s f il e—S y st em Ro o t \sy st em 32\driv ers\et c
DN S  nam e q u ery
N et BI O S  and L m ho st s

• Manu al IS ATAP rou ter entry  can b e mad e
net sh i nt er f ace i pv6 i sat ap set  r out er  20. 1. 1. 1

• K ey  fact here is that NO  ad d itional configu ration on the client 
is need ed  again!

• US E  PR E V IO US  IS ATAP C O NF IG UR ATIO NS  S H O WN F O R  
R O UTE R -S IDE

N o te :  ISA T A P  is  s u p p o r te d  o n  s o m e  v e r s i o n s  o f  L i n u x / B SD  ( m an u al  r o u te r  e n tr y  i s  r e q u ir e d )
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I nt er f ace 2:  Aut omat i c Tunnel i ng Pseudo- I nt er f ace

Addr Type  DAD St at e  Val i d Li f e   Pr ef .  Li f e   Addr ess
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
Publ i c      Pr ef er r ed   29d23h56m5s  6d23h56m5s  2001: db8: c003: 1101: 0: 5ef e: 10. 1. 99. 102
Li nk       Pr ef er r ed   i nf i ni t e     i nf i ni t e f e80: : 5ef e: 10. 1. 99. 102

net sh i nt er f ace i pv6>show r out e
Quer yi ng ac t i ve st at e. . .

Publ i sh  Type       Met   Pr ef i x                    I dx Gat eway/ I nt er f ace Name
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
no       Aut oconf 9  2001: db8: c003: 1101: : / 64     2  Aut omat i c Tunnel i ng Pseudo- I nt er f ace
no       Manual        1  : : / 0                        2  f e80: : 5ef e: 20. 1. 1. 1

Does It  W or k ?
V P N  3 0 0 0W i n d o w s  X P  C l ie n t

1 0 . 1 . 9 9 . 1 0 2 —V P N  A d d r e s s
2 0 0 1 : D B 8 : c0 0 3 : 1 1 0 1 : 0 : 5 e f e : 1 0 . 1 . 9 9 . 1 0 2 —IP v 6  ad d r e s s

C atal y s t 6 5 0 0 /Su p  7 2 0
D u al -Stack
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S E R V IC E  PR O V ID E R  
D E PL O Y M E N T

Star t H e r e :  C is co IO S So f tw ar e  R e l e as e  Sp e cif ics  f o r  IP v 6  F e atu r e s
h ttp : //w w w . cis co . co m / u n i v e r cd /cc/td /d o c/p r o d u ct/s o f tw ar e /io s 1 2 3 /1 2 3 cg cr /ip v 6 _ c/f tip v 6 s . h tm
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IP v 6  in t h e SP : W h a t  Does It  Do f or  M e?

• B e n e f i t s  f o r  t h e  IS P (s h o r t  t e r m ) :
E x p and ed  p rivate u se ad d ress p ool for internal d evices 
Ab ility  to acq u ire large enou gh ad d ress b lock s to avoid  
imp ed ing rollou t/ su b scrib er-growth b u siness p lans
Not lose ex isting or new cu stomers d u e to lack  of su p p ort

• B e n e f i t s  f o r  t h e  IS P (l o n g  t e r m ) :
R ed u ction in ‘ap p lication failu re’ related  su p p ort calls 
cau sed  b y  IPv4/ NAT
Ab ility  to remove cu stomer-managed  infrastru ctu re 
comp onent ( NAT) from the p ath, imp roving ap p lication 
su p p ort
Ab ility  to d ep loy  new service offerings into the home 
withou t d ealing with translation issu es and  ad d ress 
constraints
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T od a y ’s N et w or k  Inf r a st r u c t u r e

• S e r vi c e  Pr o vi d e r s  c o r e  i n f r a s t r uc t ur e  a r e  b a s i c a l l y  
f o l l o w i n g  t w o  p a t h s

MPL S  with its associated  services
MPL S / V PN, L 2  services over MPL S , Q oS ,…

Native IPv4 core with associated  services
L 2 TPv3 , Q oS , Mu lticast,…

• IP s e r vi c e s  p o r t f o l i o —A c c e s s
E nterp rise:  L ease lines
H ome Users/ S O H O :  ADS L , F TTH , Dial
Data C enter:  Web  hosting, servers,…

• N e x t  s t e p —T h e  i n t e g r a t i o n  o f  IPv6 s e r vi c e s
Note:  Don’t classify  IPv6  tu nneled  traffic as “u nd etermined ”
( Protocol 41 )
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Du a l -St a c k  IP v 4 -IP v 6

• IPv6  transit services
• IPv6  enab led  on C ore rou ters
• E nterp rise and  consu mer IPv6  access
• Ad d itional services

I Pv 6 m u l t i c ast  f o r st ream ing

8 0 2 . 1 1  H o t-Sp o t

Du al -S t ac k  Co re
I P v 6  B r o ad b an d  U se r s

D SL ,  C ab l e
F T T H

A ggr e gat i o n

6 to 4  R e l ay
C o u r te s y  Se r v ice

E n te r p r is e
D u al -Stack  o r
D e d icate d  L 2  C ir cu its
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IP v 6  ov er  M P L S

• M a n y  s e r vi c e  p r o vi d e r s  h a ve  a l r e a d y  d e p l o y e d  
M PL S  i n  t h e i r  IPv4  b a c k b o n e  f o r  va r i o us  r e a s o n s

• M PL S  c a n  b e  us e d  t o  f a c i l i t a t e  IPv6 i n t e g r a t i o n
• M ul t i p l e  a p p r o a c h e s  f o r  IPv6 o ve r  M PL S :

IPv6  over L 2 TPv3
IPv6  over E oMPL S / AToM
IPv6  C E -to-C E  IPv6  over IPv4 Tu nnels
IPv6  Provid er E d ge R ou ter ( 6 PE ) over MPL S
IPv6  V PN Provid er E d ge ( 6 V PE ) over MPL S
Native IPv6  over MPL S
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IPv6 Q o S
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IP v 6  Q oS: H ea d er  F iel d s 

• IPv6  t r a f f i c  c l a s s
E x ac tl y  th e s am e as  T O S 
f i el d i n  IPv4

• IPv6  f l o w  l a b e l  ( R F C  3 6 9 7 )
A n ew  20-b i t f i el d i n  th e IPv6 
b as i c  h eader w h i c h :

L ab el s  p ac k ets  b el o n g i n g  
to  p arti c u l ar f l o w s
Can  b e u s ed f o r s p ec i al  
s en der req u es ts

Per RFC, Fl o w  L ab el  m u s t 
n o t b e m o di f i ed b y  
i n term edi ate ro u ters

N e x t 
H e ad e r H o p  L im it

F l o w  L ab e lT r af f ic 
C l as s

Destination Ad d ress

S ou rce Ad d ress

P ay l o ad  L e n g t h

V e r s io n
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IP v 6  Q oS Sy nt a x  C h a ng es

• IPv4 s y n t a x  h a s  u s e d  “i p ” f o l l o w i n g  m a t c h / s e t  s t a t e m e n t s
E x am p l e:   mat ch i p dscp,  set  i p dscp

• M o d i f i c a t i o n  i n  Q o S  s y n t a x  t o  s u p p o r t  IPv6  a n d  IPv4
New mat ch cr i t er i a

mat ch dscp—Mat ch DSCP i n v4/ v6

mat ch pr ecedence—Mat ch Pr ecedence i n v4/ v6

mat ch pr ot ocol  i pv6—Mat ch on I Pv6 Pr ot ocol

New set cr i t er i a

set  dscp—Set  DSCP i n v4/ v6

set  pr ecedence—Set  Pr ecedence i n v4/ v6

• A d d i t i o n a l  s u p p o r t  f o r  IPv6  d o e s  n o t  a l w a y s  r e q u i r e  n e w  
C o m m a n d  L i n e  In t e r f a c e  ( C L I)

E x am p l e—W RE D
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Sim p l e Q oS E x a m p l e: IP v 4  a nd  IP v 6
cl ass- map mat ch- any BRANCH- BULK- DATA

mat ch access- gr oup name BULK- DATA- I PV6
mat ch access- gr oup name BULK- DATA

cl ass- map mat ch- al l  BULK- DATA
mat ch  dscp af 11

!
pol i cy- map RBR- WAN- EDGE

cl ass BULK- DATA
bandwi dt h per cent  4
r andom- det ect

!
pol i cy- map RBR- LAN- EDGE- I N

cl ass BRANCH- BULK- DATA
set  dscp af 11

!
i p access- l i s t  ext ended BULK- DATA

per mi t  t cp any any eq f t p
per mi t  t cp any any eq f t p- dat a

!
i pv6 access- l i s t  BULK- DATA- I PV6

per mi t  t cp any any eq f t p
per mi t  t cp any any eq f t p- dat a

ser vi ce- pol i cy out put RBR- WAN- EDGE

ser vi ce- pol i cy i nput RBR- LAN- EDGE- I N

ACL  M at c h T o  S et  DS CP
( I f  Pac k et s Are N o t  Al ready  M ark ed)

ACL s t o  M at c h f o r Bo t h 
I Pv 4  and I Pv 6 Pac k et s 

263263263© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -2214
110 0 5_ 0 4_ 20 0 5_ c 2

IP v 6  Q oS: Su p p or t  

• C i s c o ’s  c ur r e n t  IPv6 Q o S  i m p l e m e n t a t i o n  s up p o r t s :
Pack et classification
Q u eu ing—( d oes su p p ort L L Q )—ex clu d ing PQ / C Q
Traffic shap ing
WR E D
C lass-b ased  p ack et mark ing
Policy -b ased  p ack et mark ing 

• C i s c o ’s  c ur r e n t  IPv6 Q o S  i m p l e m e n t a t i o n  d o e s  
n o t  s up p o r t :

C omp ressed  R eal-Time Protocol ( C R TP)
Network -Based  Ap p lication R ecognition ( NBAR )
C ommitted  Access R ate ( C AR )
Priority  Q u eu ing ( PQ )
C u stom Q u eu ing ( C Q )
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IPv6 M A N A G E M E N T
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IE T F  IP v 6  M IB s

• S t a n d a r d i z a t i o n  s t a t us  a t  IE T F :
At the b eginning:

IPv4 and  IPv6  MIBs d issociated
Tod ay :

Unified  MIBs are on stand ard iz ation track

R F C  1 9 0 2 R F C  2 4 6 5 R F C  2 8 5 7 R F C  3 2 9 1

IP v 4 :  I p A d d r e s s
O C T E T  ST R IN G  ( SIZ E ( 4 ))

IP v 6 :  I p v 6 A d d r e s s
O C T E T  ST R IN G  ( SIZ E ( 1 6 ))

IP v 6 :   {in e tA d d r e s s T y p e ,  i n e t A d d r e s s }
{IN T E G E R ,  O C T E T  ST R IN G  ( SIZ E ( 0 …2 5 -5 ))}

N o v .  ’9 6 1 9 9 8 J u n e  2 0 0 M ay  2 0 0 0
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IE T F  IP v 6  M IB  H ist or y

• In i t i a l  IPv6 M IB s w e r e  d e ve l o p e d  f o r  IPv6 o n l y
R F C  2 46 5 IPv6  MIB
R F C  2 46 6 IC MPv6
R F C  2 45 2 IPv6  TC P MIB
R F C  2 45 4 IPv6  UDP MIB

T h e IE T F i n ten ds  to  dep rec ate th e o l d M IBs w h en  th e “n ew ” M IBs
are c o m p l ete
IE T F s tatem en t:  T h e IPV 6-T CP-M IB def i n ed i n  RFC 2452 ( an d o th ers ) 
h as  b een  m o ved to  Hi s to ri c  s i n c e th e ap p ro ac h  o f  h avi n g  s ep arate IP 
vers i o n  s p ec i f i c  tab l es  i s   n o t f o l l o w ed an y m o re.  Im p l em en tati o n o f  
RFC 2452 i s  th u s  n o t s u g g es ted an y m o re.



Copyright © 2 0 0 3 ,  Cis c o S ys te m s ,  I n c .  A l l  rights  re s e rv e d .  P rin te d  in  U S A .
1 1 0 0 5 _ 0 4 _ 2 0 0 5 _ c 2 . s c r

268268268© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -2214
110 0 5_ 0 4_ 20 0 5_ c 2

IE T F  M IB  U p d a t e St a t u s

• d r a f t -i e t f -i p v6-r f c 2 0 1 1 -up d a t e -1 0 . t x t  (IP M IB )
O b soletes R F C s 2 0 1 1 , 2 46 5  and  2 46 6
Prop osed  stand ard ;  in the R F C  E d itor' s q u eu e

• d r a f t -i e t f -i p v6-r f c 2 0 9 6-up d a t e -0 7 . t x t  (IP F o r w a r d i n g  
T a b l e  M IB )

Prop osed  stand ard ;  in the R F C  E d itor' s q u eu e 
• R F C  4 0 2 2  (T C P M IB )
• d r a f t -i e t f -i p v6-r f c 2 0 1 3 -up d a t e -0 4 . t x t   (U D P M IB )

p rop osed  stand ard ;  in the R F C  E d itor' s q u eu e
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IE T F  M IB  U p d a t e St a t u s

• d r a f t -i e t f -i p v6-i n e t -t un n e l -m i b -0 3 . t x t  (IP T un n e l  M IB )
• d r a f t -i e t f -i d r -b g p 4 -m i b v2 -0 5 . t x t  (B G P M IB )

Docu ment is now ob solete;  was d ifferent from d raft-ietf-id r-
b gp 4-mib -1 4. tx t, which is j u st an u p d ate ( mainly  cleanu p ) to 
R F C  1 6 5 7

• d r a f t -i e t f -o s p f -o s p f v3 -m i b -0 8 . t x t  (O S PF v3  M IB )
O n-going

• M L D v1  M IB  (R F C  3 0 1 9 )
Bu t ML Dv2  ( R F C  3 8 1 0 ) is now p u b lished  and  imp lemented
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C isc o IO S IP v 6  M IB s

• C isco IO S  imp lementation—C isco-IE TF -IP and  
C isco-IE TF -IP-F orward ing MIB—is comp liant with 
-0 0  of these new d rafts

• C isco IO S  1 2 . 2 ( 1 4)S , 1 2 . 0 ( 2 2 )S , and  1 2 . 2 ( 1 5 )T/ 1 2 . 3 ( 1 )M/ 1 2 . 3 ( 2 )T
• No su p p ort of Interface S tats tab le—IPv4/ IPv6  traffic stats at 
the interface level

• IPv4/ IPv6  stats can b e monitored  from C L I “show interface 
accou nting” on most p latforms

• Plan is to u p d ate these MIBs when finally  p u b lished
• Interface S tats tab le will b e ad d ed

Cisco IOS IPv6 MIB Implementation



Copyright © 2 0 0 3 ,  Cis c o S ys te m s ,  I n c .  A l l  rights  re s e rv e d .  P rin te d  in  U S A .
1 1 0 0 5 _ 0 4 _ 2 0 0 5 _ c 2 . s c r

271271271© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -2214
110 0 5_ 0 4_ 20 0 5_ c 2

N et F l ow f or  IP v 6

6n et Co reN e tF l o w
f o r  IP v 6  
E n ab l e d  
D e v ice

N etFl o w Co l l ec to r
( vari o u s )

N e tF l o w
E x p o r t 
P ack e ts

( IP v 4 ,  U D P )
1 .  T e m p l ate s

2 .  D ata 
R e co r d s

Ap p l i c ati o n s :
• Perf o rm anc e
• S ec u rit y
• Bil l ing
• …

• S o u r c e  A d d r e ss
• D e st i n at i o n  A d d r e ss
• S o u r c e  P o r t
• D e st i n at i o n  P o r t
• L ay e r  3 P r o t o c o l T y p e
• D S CP
• I n p u t  L o gi c al I n t e r f ac e
• B G P  n e x t  h o p  T O S
• M P L S  lab e l
• M P L S  lab e l t y p e  (L D P , B G P , V P N , 

A T O M , T E  T u n n e l M I D -P T )

IPv4/ v6 T raf f i c
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N et F l ow V er sion 9

2 0
1 . 1 . 1 . 1

Pack et 
H eader

T emplate
F lowSet

D ata
F lowSet

O ption
F lowSet

Pa c k e t

T e m p l a t e  D e f i n i t i o n  ( T e m p l a t e F l o w S e t )
ID  =  0 L eng th 2 0T emplate 

D ef inition

T pl ID L eng th 2 0Record

F l o w  R e c o r d s  ( D a t a F l o w S e t )
Record Record

R e c o r d
Fi el d # 1
Fi el d # 2
Fi el d # 3
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• ICM P E c h o  p ro b e
• ICM P Path  E c h o  p ro b e
• U D P E c h o  p ro b e
• J i tter p ro b e
• T CP Co n n ec t p ro b e

• HT T P p ro b e
• D N S p ro b e
• D HCP p ro b e
• FT P g et p ro b e
• O n e-w ay  D el ay  p ro b e
• V o IP/ M O S p ro b e

SL A  M onit or ing
Ser v ic e A ssu r a nc e A g ent  ( SA A )

S AA cu rrently  only  su p p orts IPv4 as transp ort;  an IPv4 over 
IPv6  tu nnel can b e configu red  to collect S L A d ata on IPv6

Oper ations ( a. k . a.  “Pr ob es”)

IPv6  N etworkI P v 4 I P v 4

IP v 6  T u n n e l

Sh ad o w  R o u t e r  1 Sh ad o w  R o u t e r  2

R T R  R e s p o n d e rSA A  Se n d e r
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M a na g em ent  P l a t f or m s

• C o m m e r c i a l  N e t w o r k  M a n a g e m e n t  p l a t f o r m s  ve r s us  
G PL  o r  H o m e  m a d e  t o o l s

H P-O V  p rop oses a version with IPv6  featu res:  NNM 7 . 0  
( S ep temb er 2 0 0 3 )
Netview ( IBM) d oesn’t p rop ose any  IPv6  featu res?
Tivoli:  no information …
Infovista:  « no IPv6  p lan at the moment »
MR TG  IPv6  cap ab le
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C isc o IP v 6  N M S A p p l ic a t ions P r ev iew

• L N S  2 . 5 —C i s c o W o r k s a d d s  IPv6 s up p o r t
C iscoV iew
PathTrace
User Track ing

• N e t f l o w C o l l e c t o r  5 . 0
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C onf ig u r a t ion M a na g em ent
Dif f  V iew er

IP v 6  
ad d r e s s

C omp are archive versions with IPv6  ad d ress and  command s
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IP v 6  M a na g em ent : T r a f f ic  M onit or
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H ig h l ig h t ing  IP v 6  Dev ic es a nd  L ink s
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IP v 6  P a t h  T r a c e 
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U ser  T r a c k ing  E nd  H ost  R ep or t
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IPv6 S E C U R IT Y
S E E  S E C -2 0 0 3

w w w . c i s c o . c o m / s ec u ri ty _ s ervi c es / c i ag / do c u m en ts / v6-v4-th reats . p df
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IP v 6  Sec u r it y

• RFC “m an dates ” p ri vac y  an d en c ry p ti o n
• Sam e IPSec  y o u  al ready  k n o w
• T w o  s ec u ri ty  ex ten s i o n  h eaders  def i n ed;  al l  i m p l em en tati o n s  
req u i red to  s u p p o rt ( IPSec )

Au t hent ic at io n Header ( AH)
Enc ap su l at ing S ec u rit y  Pay l o ad ( ES P)
K ey  dist rib u t i o n p ro t o c o l s are u nder dev el o p m ent
S u p p o rt  f o r m anu al  k ey  c o nf igu rat io n req u ired

• IPv6 Sec u ri ty  i s  M O RE  T HAN  IPSec !
• N ew  c o n c ep t o f  p ri vac y  addres s i n g

O n b y  def au l t  in M ic ro so f t  X P S P1+
Rando m l y  generat ed address

• N earl y  i m p o s s i b l e to  p erf o rm  s u c c es s f u l  n etw o rk  s c an s
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IP v 6  P r ot oc ol  C h a l l eng es

• In h e r i t s  m a n y  c h a l l e n g e s  f o un d  i n  IPv4
S ame ap p lications
S ame TC P, UDP lay ers

• M a n y  n e w  f e a t ur e s
Au toconfigu ration ( rou ter ad vertisements)
ND—Neighb or Discovery  ( altering IC MPv6  p ack ets)
DAD—Mu ltip le ( b ad ) ad d resses
Mob ile IPv6 —b ind ing u p d ate, etc.
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IP v 6  Sec u r it y  C onsid er a t ions

• If all hosts are p erforming encry p tion, 
what hap p ens to…

In tru s i o n  detec ti o n
In tru s i o n  p reven ti o n  ( i n l i n e f i l teri n g )
V i ru s  p ro tec ti o n
D eep  p ac k et i n s p ec ti o n
Pro x i es

• The real world  will lik ely  imp lement…
D ec o u p l i n g  o f  en d to  en d en c ry p ti o n  ( term i n ate c o n n ec ti o n s  o n  a 
b u l k  en c ry p ti o n  devi c e)
U s e o f  au th en ti c ati o n  h eaders  p ro vi di n g  p ac k et i n teg ri ty , b u t n o t 
en c ry p ti o n
E x ten s i ve u s e o f  p ers o n al  ( h o s t-b as ed) f i rew al l s  an d 
h o s t-b as ed ID S ( Ci s c o  Sec u ri ty  Ag en t) to  au g m en t n etw o rk -b as ed 
s ec u ri ty  to o l s
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IP v 6  T r a nsit ion M ec h a nism  C h a l l eng es

• D ua l  s t a c k
C onsid er secu rity  for b oth p rotocols
C ross v4/ v6  ab u se
R esiliency  ( shared  resou rces)

• T un n e l s
By p ass firewalls ( p rotocol 41 )
R elay ed  DoS attack s from v6  to v4 and  vice versa

• T r a n s l a t i o n  m e c h a n i s m s
Prevent end -to-end  network  and  transp ort lay er secu rity
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B a sic  IP v 6  P a c k et  F il t er ing  
( A c c es s  C o ntr o l L is t)

• E very  IPv6 ACL  h as  i mpl i c i t  per mi t  i cmp any any nd- na
an d p erm i t i c m p an y  an y n d-n s  

• Im p l i c i t deny al l at th e en d o f  ac c es s  l i s t

W eb  Server
2001: D B8: C003: 1102: : 10/ 64

IPv6 In tern et

F0/ 0

i nt er f ace Fast Et her net 0/ 0
i pv6 addr ess 2001: DB8: C003: 1101: : 1/ 64
i pv6 t r af f i c- f i l t er  V6FI LTER i n

!
i pv6 access- l i s t  V6FI LTER

per mi t  t cp any host  2001: DB8: C003: 1102: : 10 eq web
!

H TTP
ANY

W h e n  U s e d  f o r  T r a f f i c  F i l t e r i n g ,  IPv6  A c c e s s  C o n t r o l  L i s t s  
( A C L ) O f f e r s  t h e  S a m e  L e ve l  o f  S u p p o r t  a s  i n  IPv4
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C isc o IO S IP v 6  F ir ew a l l  F ea t u r e Set
E x a m p le:  N o thing N ew  f r o m  I P v 4

i pv6 uni cast - r out i ng
i pv6 cef
!
i pv6 i nspect  audi t - t r ai l
i pv6 i nspect  max- i ncompl et e l ow 150
i pv6 i nspect  max- i ncompl et e hi gh 250
i pv6 i nspect  one- mi nut e l ow 100
i pv6 i nspect  one- mi nut e hi gh 200
i pv6 i nspect  name V6FW t cp t i meout  300
i pv6 i nspect  name V6FW udp
i pv6 i nspect  name V6FW i cmp
!
i nt er f ace Fast Et her net 0/ 0
i pv6 addr ess 2001: DB8: C003: 1112: : 2/ 64
i pv6 cef
i pv6 t r af f i c- f i l t er  EXAMPLE i n
i pv6 i nspect  V6FW i n
!
i pv6 access- l i s t  EXAMPLE
per mi t  t cp any host  2001: DB8: C003: 1113: : 2 eq www
per mi t  t cp any host  2001: DB8: C003: 1113: : 2 eq f t p
deny i pv6 any any l og

• Cisc o  I O S  F irew al l  rel eased 12.3( 7) T

W eb / FT P Server
2001: D B8: C003: 1113: : 2

IPv6 
In tern et

F0/ 0
H TTP

ANY
F TP

h ttp : //w w w . cis co . co m / e n /U S/p r o d u cts /s w /io s s w r e l /p s 5 2 0 7 /p s 5 7 6 1 /in d e x . h tm l
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P IX  7 . 0 : A C L
V er y  Sim il a r  t o C isc o IO S

i nt er f ace Et her net 0
namei f out si de
i pv6 addr ess 2001: db8: c000: 1051: : 37/ 64
i pv6 enabl e

i nt er f ace Et her net 1
namei f i nsi de
i pv6 addr ess 2001: db8: c000: 1052: : 1/ 64
i pv6 enabl e

i pv6 uni cast - r out i ng

i pv6 r out e out si de : : / 0 2001: db8: c000: 1051: : 1 

i pv6 access- l i s t  SECURE per mi t  t cp any host  2001: db8: c000: 1052: : 7 eq t el net  
i pv6 access- l i s t  SECURE per mi t  i cmp6 any 2001: db8: c000: 1052: : / 64 

access- gr oup SECURE i n i nt er f ace out si de
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P IX  7 . 0  a nd  St a t ef u l Insp ec t ion
pi xA# show conn
4 i n use,  7 most  used
I CMP out  f e80: : 206: d7f f : f e80: 2340: 0 i n f e80: : 209: 43f f : f ea4: dd07: 0 

i dl e 0: 00: 00 byt es 16
UDP out  2001: db8: c000: 1051: : 138: 53 i n 2001: db8: c000: 1052: : 7: 50118 

i dl e 0: 00: 02 f l ags -
TCP out  2001: 200: 0: 8002: 203: 47f f : f ea5: 3085: 80 i n 

2001: db8: c000: 1052: : 7: 11009 i dl e 0: 00: 14 byt es 8975 f l ags Uf FRI O
TCP out  2001: db8: c000: 1051: : 1: 11008 i n 2001: db8: c000: 1052: : 7: 23 

i dl e 0: 00: 04 byt es 411 f l ags  UI OB

290290290© 2 0 0 5  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -2214
110 0 5_ 0 4_ 20 0 5_ c 2

C onc l u sion

• Start n o w  rath er th an  l ater
P u r ch as e  f o r  th e  f u t u r e
Star t m o v i n g  l e g acy  ap p l icatio n  to w ar d s  IP v 6  s u p p o r t

• In teg rati o n  c an  b e do n e p er Ap p l i c ati o n  ( D u al  Stac k  o r T u n n el ed)
• T h i n g s  to  c o n s i der:

E I G R P  f o r  IP v 6  ( E F T )
IP v 6  H SR P  ( E F T )
IP v 6  IP Se c ( E F T )
D N S
E n te r p r is e  p r o d u cts /f e atu r e s —( V o ice ,  C D N ,  A d v an ce d  Se cu r ity )
F u l l -s cal e  m an ag e m e n t o f  I P v 6 —A p p e n d ix  Se ctio n
ISP  m u l tih o m i n g s o l u tio n s  ( M u l ti6  W G )—“G o al s  f o r  I P v 6  Site -M u l tih o m i n g A r ch ite ctu r e s ”
( R F C  3 5 8 2 )—h ttp : //w w w . ie tf . o r g /h tm l . ch ar te r s /m u l ti6 -ch ar te r . h tm l

• E n terp ri s e an d SP D ep l o y m en t Sc en ari o s
< d r af t-ie tf -v 6 o p s -e n t-s ce n ar io s -0 5 . tx t>
< d r af t-ie tf -v 6 o p s -b b -d e p l o y m e n t-s ce n ar io s -0 1 . tx t>
R F C 4 0 2 9 —Sce n ar io s  an d  A n al y s is  f o r  I n tr o d u cin g  IP v 6  i n to  ISP  N e tw o r k s


