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• Why Multicast?
• Multicast F un d am e n tals
• P I M P r o to co ls
• R P  cho ice s
• Multicast at L aye r  2
• I n te r d o m ain  I P  Multicast
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• Host to Network technologies
– IGMP v2 and v3
– F i l t e r i ng  
– A c c e s s  L i s t s  ( IP,  MA C )

• Network to Network technologies
– PIM advanc e d f e at u r e s

• C ontrols Network T ra f f ic
– R e du c e s  N e t w o r k  t r af f i c
– R e du c e s  S e r ve r s  and C PU  l o ad

• R esiliency  &  O p tim ised  P erf orm a nce
– E l i m i nat e s  t r af f i c  r e du ndanc y
– R o b u s t  and r e s i l i e nt  m u l t i c as t  de p l o y m e nt

Video 
S er v er
Video 
S er v er

R ou t er

Unicast

Video
S er v er
Video
S er v er

M u l ticast

Unicast v s.  M u l ticast
S cal ab il ity  = =  I P  M u l ticast

P I M  in  T h e 
C or e N et w or k

R ou t er

I G M P

• S T B s  a r e  m u l t i c a s t  e n a b l e d .
• I G M P v 2  i n  l a s t  W i n d o w s  ( X P )  v e r s i o n s

• U n i c a s t  t r a n s m i s s i o n  s e n d s  m u l t i p l e  c o p i e s  o f  d a t a ,  o n e  c o p y  f o r e a c h  
r e c e i v e r
• E x :  h o s t  t r a n s m i t s  3  c o p i e s  o f  d a t a  a n d  n e t w o r k  f o r w a r d s  e a c h  t o 3  
s e p a r a t e  r e c e i v e r s
• E x :  h o s t  c a n  o n l y  s e n d  t o  o n e  r e c e i v e r  a t  a  t i m e

• M u l t i c a s t  t r a n s m i s s i o n  s e n d s  a  s i n g l e  c o p y  o f  d a t a  t o  m u l t i p l e  r e c e i v e r s
• E x :  h o s t  t r a n s m i t s  1  c o p y  o f  d a t a  a n d  n e t w o r k  r e p l i c a t e s  a t  l a s t
p o s s i b l e  h o p  f o r  e a c h  r e c e i v e r ,  e a c h  p a c k e t  e x i s t s  o n l y  o n e  t i m e o n  
a n y  g i v e n  n e t w o r k
• E x :  h o s t  c a n  s e n d  t o  m u l t i p l e  r e c e i v e r s  s i m u l t a n e o u s l y
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Multicast Disadvantages

•• Best Effort DeliveryBest Effort Delivery: Drops are to be expected.  Multicast applications 
sh ould not expect reliable deliv ery  of  data and sh ould be desig ned according ly .  
R eliable Multicast is still an area f or m uch  research .  E xpect to see m ore 
dev elopm ents in th is area.

•• N o C on g estion  A void a n c eN o C on g estion  A void a n c e: L ack  of  T C P  w indow ing  and “slow -start”
m ech anism s can result in netw ork  cong estion.   I f  possible,  Multicast 
applications sh ould attem pt to detect and av oid cong estion conditions.

•• Du p lic a tesDu p lic a tes: S om e m ulticast protocol m ech anism s ( e.g . A sserts,  R eg isters 
and S P T  T ransitions)  result in th e occasional g eneration of  duplicate pack ets.  
Multicast applications sh ould be desig ned to expect occasional duplicate 
pack ets.

•• O u t of O rd er DeliveryO u t of O rd er Delivery :  S om e protocol m ech anism s m ay  also result in out 
of  order deliv ery  of  pack ets.

Multicast Is UDP Based!!!

• M u l t i c a s t  D i s a d v a n t a g e s
• M o s t  M u l t i c a s t  A p p l i c a t i o n s  a r e  U D P  b a s e d .   T h i s  r e s u l t s  i n  s o m e
u n d e s i r a b l e  s i d e -e f f e c t s  w h e n  c o m p a r e d  t o  s i m i l a r  u n i c a s t ,  T C P  
a p p l i c a t i o n s .
• B e s t  E f f o r t  D e l i v e r y  r e s u l t s  i n  o c c a s i o n a l  p a c k e t  d r o p s .   M a n y  
m u l t i c a s t  a p p l i c a t i o n s  t h a t  o p e r a t e  i n  r e a l -t i m e  ( e . g .  V i d e o ,  A u d i o )  
c a n  b e  i m p a c t e d  b y  t h e s e  l o s s e s .   A l s o ,  r e q u e s t i n g  r e t r a n s m i s s i o n  
o f  t h e  l o s t  d a t a  a t  t h e  a p p l i c a t i o n  l a y e r  i n  t h e s e  s o r t  o f  r e a l -t i m e  
a p p l i c a t i o n s  i s  n o t  f e a s i b l e .

• H e a v y  d r o p s  o n  V o i c e  a p p l i c a t i o n s  r e s u l t  i n  j e r k y ,  m i s s e d  
s p e e c h  p a t t e r n s  t h a t  c a n  m a k e  t h e  c o n t e n t  u n i n t e l l i g a b l e
w h e n  t h e  d r o p  r a t e  g e t s  h i g h  e n o u g h .
• M o d e r a t e  t o  H e a v y  d r o p s  i n  V i d e o  i s  s o m e t i m e s  b e t t e r  
t o l e r a t e d  b y  t h e  h u m a n  e y e  a n d  a p p e a r  a s  u n u s u a l  “a r t i f a c t s ”
o n  t h e  p i c t u r e .   H o w e v e r ,  s o m e  c o m p r e s s i o n  a l g o r i t h m s  c a n  
b e  s e v e r a l l y  i m p a c t e d  b y  e v e n  l o w  d r o p  r a t e s ;  c a u s i n g  t h e  
p i c t u r e  t o  b e c o m e  j e r k y  o r  f r e e z e  f o r  s e v e r a l  s e c o n d s  w h i l e  
t h e  d e c o m p r e s s i o n  a l g o r i t h m  r e c o v e r s .

• N o  C o n g e s t i o n  C o n t r o l  c a n  r e s u l t  i n  o v e r a l l  N e t w o r k  D e g r a d a t i o n  a s  
t h e  p o p u l a r i t y  o f  U D P  b a s e d  M u l t i c a s t  a p p l i c a t i o n s  g r o w .
• D u p l i c a t e  p a c k e t s  c a n  o c c a s i o n a l l y  b e  g e n e r a t e d  a s  m u l t i c a s t  
n e t w o r k  t o p o l o g i e s  c h a n g e .

• A p p l i c a t i o n s  s h o u l d  e x p e c t  o c c a s i o n a l  d u p l i c a t e  p a c k e t s  t o  
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I n t e r d o m a i n  M u l t i c a s tI n t e r d o m a i n  M u l t i c a s tC a m p u s  M u l t i c a s tC a m p u s  M u l t i c a s t

Multicast C o m p o nents
Cisco End-t o-End A r ch it e ct u r e

• End Stations (hosts-to-r ou te r s) :
– IGMP

• M u l tic ast r ou ting  ac r oss dom ains
– M B G P  

ISP B 

Multicast Source
Y  

ISP A 

Multicast Source
X  

ISP B 
D R

R P

R P

D R
D RIGMP PIM-S M

B i d i r  PIM
PIM-S S M
MV PN

IGMP S n o o p i n g ,  
C GMP,  R GMP

MB GP

MS D P

ISP A  

• Sw itc he s (L ay e r  2  O p tim iz ation) :
– C GMP,  IGMP S n o o p i n g  o r  R GMP

• R ou te r s (M u l tic ast F or w ar ding  P r otoc ol ) :
– PIM S p a r s e  Mo d e  o r  B i d i r e c t i o n a l  PIM

• M u l tic ast Sou r c e  D isc ov e r y
– M SD P  w ith P I M -SM

• Sou r c e  Sp e c if ic  M u l tic ast
– P I M -SSM

• I P  M u l t i c a s t  c a n  b e  p a c k a g e d  i n t o  t w o  s o l u t i o n s  f r o m  a  f u n c t i o n a l  
s t a n d p o i n t .

• T h e  f i r s t  o f  t h e s e  s o l u t i o n s  i s  C a m p u s  m u l t i c a s t  o r  I n t r a d o m a i n  
M u l t i c a s t :

• T h e  f i r s t  i s  e n d  s t a t i o n  m a n a g e m e n t  o r  h o s t  t o  r o u t e r  p r o t o c o l s  
( I G M P )  w h i c h  r e q u e s t  a d m i s s i o n  t o  j o i n  o r  l e a v e  m u l t i c a s t  g r o u p s .   

• T h e  s e c o n d  c o m p o n e n t  o f  t h i s  s o l u t i o n  i s  s w i t c h  m e m b e r s h i p  
m a n a g e m e n t  v i a  C G M P  o r  I G M P  s n o o p i n g .  T h i s  e n s u r e s  t h a t  t h e  
s w i t c h  i n t e l l i g e n t l y  h a n d l e s  m u l t i c a s t  f o r w a r d i n g  w i t h o u t  f l o o d i n g  t h e  
n e t w o r k .

• T h e  t h i r d  c o m p o n e n t  i s  P I M  S p a r s e  M o d e  w h i c h  e n s u r e s  t h a t  t h e  
n e t w o r k  h a s  a p p r o p r i a t e  i n f o r m a t i o n  n e c e s s a r y  t o  f o r w a r d  m u l t i c a s t  
p a c k e t s  d o w n  a  m u l t i c a s t  d i s t r i b u t i o n  t r e e  f r o m  s o u r c e  t o  
d e s t i n a t i o n .  

• T h e  s e c o n d  o f  t h e s e  i s  I n t e r n e t  M u l t i c a s t  w h i c h  i n c l u d e s :
• M B G P  f o r  A S  t o  A S  m u l t i c a s t  r o u t i n g  i n f o r m a t i o n
• a n d  
• M S D P  f o r  t h i r d  p a r t y  s o u r c e  d i s c o v e r y  a c r o s s  P I M  S p a r s e  M o d e  
C l o u d s .
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IP Multicast Group Concept

2. I f  y o u  s e n d  t o  g r o u p  
a d d r e s s ,  a l l  m e m b e r s  
r e c e i v e  i t

1 . Y o u  M U S T  B E a  
“m e m b e r ” o f  a  g r o u p  
t o  r e c e i v e  i t  d a t a

3 . Y o u  D O  N O T h a v e  t o  b e  
a  m e m b e r  o f  a  g r o u p  
t o  s e n d  t o  a  g r o u p

“N o n ” G r o u p
M e m b e r

B

E

A D

C

G r o u p
M e m b e r  2

G r o u p  
M e m b e r  1

G r o u p  
M e m b e r  3

R e c e i v e r R e c e i v e r

S e n d e r  &  R e c e i v e r

S e n d e r

• R e c o g n i z e  d i s t i n c t i o n  b e t w e e n  s e n d e r  b e h a v i o r  a n d  s o u r c e  b e h a v i o r .
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Multicast Addressing 
IPv4 Header

Options P a d d ing

T im e  to L iv e P r otoc ol H e a d e r  C h e c k su m

I d e ntif ic a tion F l a g s F r a g m e nt Of f se t

V e r sion I H L T y pe  of  S e r v ic e T ota l  L e ng th

Source Address

D est i n a t i on  Address2 2 4 . 0 . 0 . 0  - 2 3 9 . 2 5 5 . 2 5 5 . 2 5 5  ( C l a ss D )  Multicast Group Address Range

1.0.0.0 - 2 2 3 .2 5 5 .2 5 5 .2 5 5  ( C l a s s  A ,  B ,  C )
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Source

D es t i n a t i on
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• Reserved Link-Lo c a l  A ddresses
– 224.0.0.0 – 224.0.0.25 5
– T r a n s m i t t e d  w i t h  T T L  =  1
– Examples:

• 2 2 4 . 0 . 0 . 1 A ll sy st ems o n  t h i s su b n et
• 2 2 4 . 0 . 0 . 2 A ll r o u t er s o n  t h i s su b n et
• 2 2 4 . 0 . 0 . 5 O S P F  r o u t er s
• 2 2 4 . 0 . 0 . 1 3 P I M v 2  R o u t er s
• 2 2 4 . 0 . 0 . 2 2   I G M P v 3

• O t h er Reserved A ddresses
– 224.0.1 .0 – 224.0.1 .25 5
– N o t  l o c a l  i n  s c o p e  (Transmitted with TTL > 1)
– Examples:

• 2 2 4 . 0 . 1 . 1 N T P  N et w o r k  T i me P r o t o c o l
• 2 2 4 . 0 . 1 . 3 2  M t r ac e r o u t er s
• 2 2 4 . 0 . 1 . 7 8 T i b c o M u lt i c ast 1

Multicast Group Address Range  

2 2 4 . 0 . 0 . 0  - 2 3 9 . 2 5 5 . 2 5 5 . 2 5 5  (Class D)

• I A N A  R e s e r v e d A ddr e s s e s

• I A N A  i s  t h e  r e s p o n s i b l e  A u t h o r i t y  f o r  t h e  a s s i g n m e n t  o f  r e s e r v e d 
c l a s s  D  a ddr e s s e s .  O t h e r  i n t e r e s t i n g  r e s e r v e d a ddr e s s e s  a r e :

• 2 2 4 .0 .0 .2    - P I M v 1    ( A L L -R O U T E R S  - du e  t o  t r a n s p o r t  i n  
I GM P v 1 )

• 2 2 4 .0 .0 .5    - O S P F  A L L  R O U T E R S  
( R F C 1 5 8 3 )

• 2 2 4 .0 .0 .6    - O S P F  D E S I GN A T E D  R O U T E R S  
( R F C 1 5 8 3 )

• 2 2 4 .0 .0 .9    - R I P 2    R o u t e r s
• 2 2 4 .0 .0 .1 3  - P I M v 2
• 2 2 4 .0 .1 .3 9  - C I S C O -R P -A N N O U N C E

( A u t o -R P )
• 2 2 4 .0 .1 .4 0  - C I S C O -R P -D I S C O V E R Y

( A u t o -R P ) 
“f t p : / / f t p .i s i .e du / i n -n o t e s / i a n a / a s s i g n m e n t s / m u l t i c a s t -a ddr e s s e s ” i s  
t h e  a u t h o r i t a t i v e  s o u r c e  f o r  r e s e r v e d m u l t i c a s t  a ddr e s s e s .

•
• A ddi t i o n a l  I n f o r m a t i o n  
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• Administratively Scoped Addresses
– 2 3 9 . 0 . 0 . 0  – 2 3 9 . 2 5 5 . 2 5 5 . 2 5 5
– P r i v at e  ad d r e ss sp ac e

• S i m i lar  t o  R F C1 9 1 8  u n i c ast  ad d r e sse s
• N o t  u se d  f o r  g lo b al I n t e r n e t  t r af f i c
• U se d  t o  li m i t  “sc o p e ” o f  m u lt i c ast  t r af f i c
• S am e  ad d r e sse s m ay  b e  i n  u se  at  d i f f e r e n t  lo c at i o n s f o r  d i f f e r e n t  
m u lt i c ast  se ssi o n s

– Examples
• S i t e-lo c al sc o pe: 2 3 9 . 2 5 5 . 0 . 0 / 1 6
• O r g an i z at i o n -lo c al sc o pe: 2 3 9 . 1 9 2 . 0 . 0 / 1 4

• SSM  ( Sou rce Specif ic M u lticast)  R ang e 
– 2 3 2 . 0 . 0 . 0  – 2 3 2 . 2 5 5 . 2 5 5 . 2 5 5  
– P r i m ar i ly  t ar g e t e d  f o r  I n t e r n e t  st y le  B r o ad c ast

Multicast Addressing 

• I A N A  R e s e r v e d A ddr e s s e s

• I A N A  i s  t h e  r e s p o n s i b l e  A u t h o r i t y  f o r  t h e  a s s i g n m e n t  o f  r e s e r v e d 
c l a s s  D  a ddr e s s e s .  O t h e r  i n t e r e s t i n g  r e s e r v e d a ddr e s s e s  a r e :

• 2 2 4 .0 .0 .2    - P I M v 1    ( A L L -R O U T E R S  - du e  t o  t r a n s p o r t  i n  
I GM P v 1 )

• 2 2 4 .0 .0 .5    - O S P F  A L L  R O U T E R S  
( R F C 1 5 8 3 )

• 2 2 4 .0 .0 .6    - O S P F  D E S I GN A T E D  R O U T E R S  
( R F C 1 5 8 3 )

• 2 2 4 .0 .0 .9    - R I P 2    R o u t e r s
• 2 2 4 .0 .0 .1 3  - P I M v 2
• 2 2 4 .0 .1 .3 9  - C I S C O -R P -A N N O U N C E

( A u t o -R P )
• 2 2 4 .0 .1 .4 0  - C I S C O -R P -D I S C O V E R Y

( A u t o -R P ) 
“f t p : / / f t p .i s i .e du / i n -n o t e s / i a n a / a s s i g n m e n t s / m u l t i c a s t -a ddr e s s e s ” i s  
t h e  a u t h o r i t a t i v e  s o u r c e  f o r  r e s e r v e d m u l t i c a s t  a ddr e s s e s .

•
• A ddi t i o n a l  I n f o r m a t i o n  
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32 Bits
28  Bits

25  Bits 23 Bits
4 8  Bits

01-00-5 e -7 f -00-0101-00-5 e -7 f -00-01

1 1 1 0

5  Bits
L o st

Multicast Addressing
I P  M u l t i c a s t  M A C  A d d r e s s  M a p p i n g

(FDDI and Ethernet)

2 3 9 . 2 5 5 . 0. 12 3 9 . 2 5 5 . 0. 1

• E t h e r n e t  &  F D D I  M u l t i c a s t  A ddr e s s e s
• T h e  l o w  o r de r  b i t  ( 0 x 0 1 ) i n  t h e  f i r s t  o c t e t  i n di c a t e s  t h a t  t h i s  p a c k e t  
i s  a  L a y e r  2  m u l t i c a s t  p a c k e t .  F u r t h e r m o r e ,  t h e  “0 x 0 1 0 0 5 e ” p r e f i x  
h a s  b e e n  r e s e r v e d f o r  u s e  i n  m a p p i n g  L 3  I P m c a ddr e s s e s  i n t o  L 2  
M A C  a ddr e s s e s .
W h e n  m a p p i n g  L 3  t o  L 2  a ddr e s s e s ,  t h e  l o w  o r de r  2 3  b i t s  o f  t h e  L 3
I P m c a ddr e s s  a r e  m a p p e d i n t o  t h e  l o w  o r de r  2 3  b i t s  o f  t h e  I E E E  
m a c a ddr e s s

• L 2 / L 3  M u l t i c a s t  A ddr e s s  O v e r l a p
• S i n c e  t h e r e  a r e  2 8  b i t s  o f  u n i q u e  a ddr e s s  s p a c e  f o r  a n  I P m c
a ddr e s s  ( 3 2  m i n u s  t h e  f i r s t  4  b i t s  c o n t a i n i n g  t h e  1 1 1 0  C l a s s  D  
p r e f i x ) a n d t h e r e  a r e  o n l y  2 3  b i t s  p l u g g e d i n t o  t h e  I E E E  M A C  
a ddr e s s  - t h e r e  a r e  5  b i t s  o f  o v e r l a p  o r  2 8 -2 3  =  5 .  2 * * 5  =  3 2  
t h e r e f o r e  t h e r e  i s  a  3 2 : 1  o v e r l a p  o f  L 3  a ddr e s s e s  t o  L 2  a ddr e s s e s  -
s o  b e w a r e  s e v e r a l  L 3  a ddr e s s e s  c a n  m a p  t o  t h e  s a m e  L 2  m u l t i c a s t  
a ddr e s s !

• F o r  e x a m p l e ,  a l l  o f  t h e  f o l l o w i n g  I P m c a ddr e s s e s  m a p  t o  t h e  
s a m e  L 2  m u l t i c a s t  o f   0 1 -0 0 -5 e -0 a -0 0 -0 1 :

• 2 2 4 .1 0 .0 .1 ,  2 2 5 .1 0 .0 .1 ,  2 2 6 .1 0 .0 .1 ,  2 2 7 .1 0 .0 .1
• 2 2 8 .1 0 .0 .1 ,  2 2 9 .1 0 .0 .1 ,  2 3 0 .1 0 .0 .1 ,  2 3 1 .1 0 .0 .1
• 2 3 2 .1 0 .0 .1 ,  2 3 3 .1 0 .0 .1 ,  2 3 4 .1 0 .0 .1 ,  2 3 5 .1 0 .0 .1
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2 2 4 .1 .1 .1
2 2 4 .1 2 9 .1 .1
2 2 5 .1 .1 .1
2 2 5 .1 2 9 .1 .1...
2 3 8 .1 .1 .1
2 3 8 .1 2 9 .1 .1
2 3 9 .1 .1 .1
2 3 9 .1 2 9 .1 .1

0x0100.5E01.0101

1  - M u lticast M AC  Address
( F D D I  and E th ernet)

3 2  - I P  M u lticast Addresses

Multicast Addressing

B e Aw are of  th e 3 2 : 1  Address O v erlapB e Aw are of  th e 3 2 : 1  Address O v erlap

I P  M u l t i c a s t  M A C  A d d r e s s  M a p p i n g
(FDDI &  Ethernet)
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H ost-Router S ignaling:  I GMP

• H o w  ho s ts  tel l  ro u ters  ab o u t g ro u p  m em b ers hi p
• R o u ters  s o l i c i t g ro u p  m em b ers hi p  f ro m  di rec tl y  
c o nnec ted ho s ts

• R FC  1 1 1 2  s p ec i f i es  v ers i o n 1  o f  IG M P
– S u p p o r t e d  o n  W i n d o w s 9 5

• R FC  2 2 3 6  s p ec i f i es  v ers i o n 2  o f  IG M P
– S u p p o r t e d  o n  lat e st  se r v i c e  p ac k  f o r  W i n d o w s an d  m o st  U N I X  sy st e m s

• R FC  3 3 7 6  s p ec i f i es  v ers i o n 3  o f  IG M P
– Su pported in W indow  X P  and variou s U N I X  systems

• I GM P
• T h e  p r i m a r y  p u r p o s e  o f  I GM P  i s  t o  p e r m i t  h o s t s  t o  c o m m i n c a t e
t h e i r  de s i r e  t o  r e c e i v e  m u l t i c a s t  t r a f f i c  t o  t h e  I P  M u l t i c a s t  r o u t e r ( s ) 
o n  t h e  l o c a l  n e t w o r k .  T h i s ,  i n  t u r n ,  p e r m i t s  t h e  I P  M u l t i c a s t  r o u t e r ( s ) 
t o  “J o i n ” t h e  s p e c i f i e d m u l t i c a s t  g r o u p  a n d t o  b e g i n  f o r w a r di n g  t h e  
m u l t i c a s t  t r a f f i c  o n t o  t h e  n e t w o r k  s e g m e n t .
T h e  i n i t i a l  s p e c i f i c a t i o n  f o r  I GM P  ( v 1 ) w a s  do c u m e n t e d i n  R F C  
1 1 1 2 ,  “H o s t  E x t e n s i o n s  f o r  I P  M u l t i c a s t i n g ”.  S i n c e  t h a t  t i m e ,  m a n y  
p r o b l e m s  a n d l i m i t a t i o n s  w i t h  I GM P v 1  h a v e  b e e n  di s c o v e r e d.  T h i s
h a s  l e a d t o  t h e  de v e l o p m e n t  o f  t h e  I GM P v 2  s p e c i f i c a t i o n  w h i c h  w a s  
r a t i f i e d i n  N o v e m b e r ,  1 9 9 7  a s  R F C  2 2 3 6 . 
E v e n  b e f o r e  I GM P v 2  h a d b e e n  r a t i f i e d,  w o r k  o n  t h e  n e x t  g e n e r a t i o n  
o f  t h e  I GM P  p r o t o c o l ,  I GM P v 3 ,  h a d a l r e a dy  b e g u n .  H o w e v e r ,  t h e  
I GM P v 3  s p e c i f i c a t i o n  i s  s t i l l  i n  t h e  w o r k i n g  s t a g e  a n d h a s  n o t  b e e n  
i m p l e m e n t e d b y  a n y  v e n do r s .
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H 3

• Host sends IGMP Report to join group

H 32 2 4 .1 .1 .1

R eport

H 1 H 2

J o i n i n g  a  G r o u p
H ost-Router S ignaling:  I GMP

• A s y n c h r o n o u s  J o i n s
• M e m b e r s  j o i n i n g  a  g r o u p  do  n o t  h a v e  t o  w a i t e d f o r  a  q u e r y  t o  j o i n ;  
t h e y  s e n d i n  a n  u n s o l i c t i e d r e p o r t  i n di c a t i n g  t h e i r  i n t e r e s t .  T h i s  
r e du c e s  j o i n  l a t e n c y  f o r  t h e  e n d s y s t e m  j o i n i n g  i f  n o  o t h e r  m e m b e r s  
a r e  p r e s e n t .
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• Router sends periodic Queries to 224.0.0.1

Q u ery

•One member per group per subnet reports

2 2 4 .1 .1 .1

R eport

•Oth er members suppress reports

2 2 4 .1 .1 .1

Su ppressed
X

2 2 4 .1 .1 .1

Su ppressed
X

H 1 H 2 H 3

M a i n t a i n i n g  a  G r o u p
H ost-Router S ignaling:  I GMP

• Q u e r y -R e s p o n s e  P r o c e s s
• T h e  r o u t e r  m u l t i c a s t s  p e r i o di c  I GM P v 1  M e m b e r s h i p  Q u e r i e s  t o  
t h e  “A l l -H o s t s ” ( 2 2 4 .0 .0 .1 ) g r o u p  a ddr e s s .
O n l y  o n e  m e m b e r  p e r  g r o u p  r e s p o n ds  w i t h  a  r e p o r t  t o  a  q u e r y . T h i s  
i s  t o  s a v e  b a n dw i dt h  o n  t h e  s u b n e t  n e t w o r k  a n d p r o c e s s i n g  b y  t h e
h o s t s .  T h i s  i s  p r o c e s s  i s  c a l l e d “R e s p o n s e  S u p p r e s s i o n ”. ( S e e  
s e c t i o n  b e l o w .)

• R e s p o n s e  S u p p r e s s i o n  M e c h a n i s m
• T h e  “R e p o r t  S u p p r e s s i o n ” m e c h a n i s m  i s  a c c o m p l i s h e d a s  f o l l o w s :  
W h e n  a  h o s t  r e c e i v e s  t h e  Q u e r y ,  i t  s t a r t s  a  c o u n t -do w n  t i m e r  f o r  
e a c h  m u l t i c a s t  g r o u p  o f  w h i c h  i t  i s  a  m e m b e r .  T h e  c o u n t -do w n  
t i m e r s  a r e  e a c h  i n i t i a l i z e d t o  a  r a n do m  c o u n t  w i t h i n  a  g i v e n  t i m e  
r a n g e .  ( I n  I GM P v 1  t h i s  w a s  a  f i x e d r a n g e  o f  1 0  s e c o n ds .  
T h e r e f o r e  t h e  c o u n t -do w n  t i m e r s  w e r e  r a n do m l y  s e t  t o  s o m e  v a l u e  
b e t w e e n  0  a n d 1 0  s e c o n ds .) 
W h e n  a  c o u n t -do w n  t i m e r  r e a c h e s  z e r o ,  t h e  h o s t  s e n ds  a  
M e m b e r s h i p  R e p o r t  f o r  t h e  g r o u p  a s s o c i a t e d w i t h  t h e  c o u n t -do w n  
t i m e r  t o  n o t i f y  t h e  r o u t e r  t h a t  t h e  g r o u p  i s  s t i l l  a c t i v e . 
H o w e v e r ,  i f  a  h o s t  r e c e i v e s  a  M e m b e r s h i p  R e p o r t  b e f o r e  i t s  
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• H ost q ui etl y  l ea v es group

H 1 H 3H 3 # 1# 1

• R outer send s 3  G enera l  Q ueri es ( 6 0  sec s a pa rt)

G eneral Q u ery

# 2# 2

• N o I G M P  R eport f or th e group i s rec ei v ed
• G roup ti mes out ( W orst c a se d el a y  ~ =  3  mi nutes)

H 2

L e a v i n g  a  G r o u p  ( I G M P v 1)
H ost-Router S ignaling:  I GMP
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• H ost send s L ea v e messa ge to 2 2 4 . 0 . 0 . 2

H 1 H 3H 3

L eave to
2 2 4 .0 .0 .2

2 2 4 .1 .1 .1

# 1# 1

• R outer send s G roup spec i f i c  q uery  to 2 2 4 . 1 . 1 . 1

G rou p Specif ic
Q u ery to 2 2 4 .1 .1 .1
# 2# 2

• N o I G M P  R eport i s rec ei v ed  w i th i n ~ 3  sec ond s
• G roup 2 2 4 . 1 . 1 . 1  ti mes out

H 2

L e a v i n g  a  G r o u p  ( I G M P v 2 )
H ost-Router S ignaling:  I GMP
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H ost-Router S ignaling:  I GMP v 3

• RFC 3376
– Adds Include/Exclude Source Lists
– Ena b les h osts to listen only  to a  sp ecif ied
sub set of  th e h osts sending  to th e g roup

– R eq uires new  ‘IP M ultica stListen’ AP I
• N ew  I G M P v3  stack  req u ired in th e O / S.

– Ap p s m ust b e rew ritten to use IG M P v 3  
Include/Exclude f ea tures

• I GM P v 3
• T h e  I D M R  i s  c o m p l e t i n g  w o r k  o n  I GM P v 3 . 
• T h e  k e y  c h a n g e  i n  I GM P v 3  i s  t h e  a ddi t i o n  o f  Gr o u p  r e c o r ds  e a c h  
c o n t a i n i n g  a  l i s t  o f  s o u r c e s  t o  I n c l u de  o r  E x c l u de . T h i s  p e r m i t s a  
h o s t  t o  s i g n a l  w h i c h  s e t  o f  h o s t s  t h a t  t h e y  w i s h  t o  r e c e i v e  g r o u p  
t r a f f i c .

• I GM P v 3  r e q u i r e s  t h a t  t h e  ‘I P M u l t i c a s t L i s t e n ’ A P I  b e  c h a n g e d t o  
a c c o m m o da t e  t h e  I n c l u de / E x c l u de  f i l t e r  l i s t .  T h i s  m e a n s  t h a t  t h e  
I GM P  s t a c k  i n  t h e  O S  w i l l  h a v e  t o  b e  u p da t e d t o  s u p p o r t  I GM P v 3 .

• I n  o r de r  t o  t a k e  a dv a n t a g e  o f  t h e  b e n e f i t s  o f  I GM P v 3 ,  a p p l i c a t i o n s  
m u s t  b e  
( r e )w r i t t e n  t o  s u p p o r t  t h e  n e w  A P I .
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H ost-Router S ignaling:  I GMP v 3

• N e w  M e m b e r s h i p  Re p o r t  a d d r e s s
– 2 2 4 . 0 . 0 . 2 2  ( IG M P v 3  R outers)

• All I G M P v3  H osts send reports to th is address
– Instead of the target group address as in IGMPv1/v2

• All I G M P v3  R ou ters listen to th is address
• H osts do not listen or respond to th is address

– N o R ep ort Sup p ression
• All H osts on w ire respond to Q u eries

– H ost’s c om pl ete IGMP state sent in singl e response
• R esponse I nterval may b e tu ned over b road rang e

– U seful  w hen l arge num b ers of hosts reside on sub net

• I GM P v 3
• I GM P v 3  i s  a s s i g n e d i t s  o w n  “A l l  I GM P v 3  R o u t e r s ” l i n k -l o c a l  
m u l t i c a s t  g r o u p  a ddr e s s ,  2 2 4 .0 .0 .2 2 .  

• I GM P v 3  h o s t s  n o  l o n g e r  s e n d t h e i r  r e p o r t s  t o  t h e  t a r g e t  
m u l t i c a s t  g r o u p  a ddr e s s . I n s t e a d,  t h e y  s e n d t h e i r  I GM P v 3  
M e m b e r s h i p  R e p o r t s  t o  t h e  “A l l  I GM P v 3  R o u t e r s ” m u l t i c a s t  
a ddr e s s .

• R o u t e r s  l i s t e n  t o  t h e  2 2 4 .0 .0 .2 2  a ddr e s s  i n  o r de r  t o  r e c e i v e  
a n d m a i n t a i n  I GM P  m e m b e r s h i p  s t a t e  f o r  e v e r y  m e m b e r  o n  
t h e  s u b n e t !  T h i s  i s  a  r a di c a l  c h a n g e  o v e r  t h e  b e h a v i o r  i n  
I GM P v 1 / v 2  w h e r e  t h e  r o u t e r s  o n l y  m a i n t a i n e d g r o u p  s t a t e  o n  
a  s u b n e t  b a s i s .

• H o s t s  do  n o t  l i s t e n  t o  2 2 4 .0 .0 .2 2  a n d t h e r e f o r e  do  n o t  h e a r  
o t h e r  h o s t s ’ I GM P v 3  m e m b e r s h i p  r e p o r t s .

• I GM P v 3  dr o p s  t h e  R e p o r t  S u p p r e s s i o n  m e c h a n i s m  t h a t  w a s  u s e d 
i n  I GM P v 1 / v 2 .

• A l l  I GM P v 3  h o s t s  o n  t h e  w i r e  r e s p o n d t o  Q u e r i e s  b y  s e n di n g  
a n d I GM P v 3  m e m b e r s h i p  r e p o r t s  c o n t a i n i n g  t h e i r  t o t a l  I GM P  
s t a t e  f o r  a l l  g r o u p s  i n  t h e  r e p o r t .

• I n  o r de r  t o  p r e v e n t  h u g e  b u r s t s  o f  I GM P v 3  R e p o r t s ,  t h e  
R e s p o n s e  I n t e r v a l  m a y  n o w  b e  t u n e d o v e r  a  m u c h  g r e a t e r  
r a n g e  t h a n  b e f o r e . T h i s  p e r m i t s  t h e  n e t w o r k  e n g i n e e r  t o  
a dj u s t  t h e  b u r s t i n e s s o f  I GM P v 3  R e p o r t s  w h e n  t h e r e  i s  a  
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H 2

I GMP v 3 —J oining a Group

• Joining member sends IGMPv3 Report to 224.0.0.22 
immedia tel y  u pon j oining

H 2

Group: 224.1.1.1
Ex c l ud e : < e m pt y >

v 3  R e port
( 224.0 .0 .22)

1 .1 .1 .1

H 1 H 3
1 .1 .1 .1 0 1 .1 .1 .1 1 1 .1 .1 .1 2

rtr-a

• A s y n c h r o n o u s  J o i n s
• M e m b e r s  j o i n i n g  a  g r o u p  do  n o t  h a v e  t o  w a i t e d f o r  a  q u e r y  t o  j o i n ;  
t h e y  s e n d i n  a n  u n s o l i c i t e d I GM P v 3  M e m b e r s h i p  R e p o r t  i n di c a t i n g  
t h e i r  i n t e r e s t .  T h i s  r e du c e s  j o i n  l a t e n c y  f o r  t h e  e n d s y s t e m  j o i n i n g  i f  
n o  o t h e r  m e m b e r s  a r e  p r e s e n t .

• I n  t h e  e x a m p l e  a b o v e ,  H o s t  2  i s  j o i n i n g  m u l t i c a s t  g r o u p  
2 2 4 .1 .1 .1  a n d i s  w i l l i n g  t o  r e c e i v e  a n y  a n d a l l  s o u r c e s  i n  t h i s  
g r o u p .



© 2 0 0 3 ,  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
9 7 8 3 _ 0 5 _ 2 0 0 4 _ X 2 . s c r

2 2

2 22 22 2© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -17 01
9 7 8 3 _ 05 _ 2 004 _ X 2

H 2

I GMP v 3 —J oining S pecif ic S ource( s)

• IGMPv3 Report c onta ins desired sou rc e( s)  in th e Inc l u de 
l ist.

H 2

1 .1 .1 .1

H 1 H 3
1 .1 .1 .1 0 1 .1 .1 .1 1 1 .1 .1 .1 2

rtr-a

Group: 224.1.1.1
I n c l ud e : 10 .0 .0 .1

v 3  R e port
( 224.0 .0 .22)

• O nl y  “Inc l u ded” sou rc e( s)  a re j oined.

• J o i n i n g  o n l y  s p e c i f i c  S o u r c e ( s )
• H o s t s  m a y  s i g n a l  t h e  r o u t e r  t h a t  i t  w i s h e s  t o  r e c e i v e  o n l y  a  s p e c i f i c  
s e t  o f  s o u r c e s  s e n di n g  t o  t h e  g r o u p .  T h i s  i s  do n e  b y  u s i n g  a n  
“I n c l u de ” l i s t  i n  t h e  Gr o u p  r e c o r d o f  t h e  R e p o r t .  W h e n  a n  I n c l u de  
l i s t  i s  i n  u s e ,  o n l y  t h e  s p e c i f i c  s o u r c e s  l i s t e d i n  t h e  I n c l u de  l i s t  a r e  
j o i n e d.

• I n  t h e  e x a m p l e  a b o v e ,  H o s t  2  i s  j o i n i n g  m u l t i c a s t  g r o u p  
2 2 4 .1 .1 .1  a n d o n l y  w a n t s  t o  r e c e i v e  s o u r c e  1 0 .0 .0 .1  s e n di n g  
t o  t h e  g r o u p .
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I GMP v 3 —Maintaining S tate

• Rou ter sends periodic  q u eries

Q u ery1 .1 .1 .1

1 .1 .1 .1 0 1 .1 .1 .1 1 1 .1 .1 .1 2

• All IG M P v 3  m em b ers resp ond
– R ep orts conta in m ultip le G roup  sta te records

H 1 H 2 H 3

v 3  R e port
( 224.0 .0 .22)

v 3  R e port
( 224.0 .0 .22)

v 3  R e port
( 224.0 .0 .22)

• Q u e r y -R e s p o n s e  P r o c e s s
• T h e  r o u t e r  m u l t i c a s t s  p e r i o di c  M e m b e r s h i p  Q u e r i e s  t o  t h e  “A l l -
H o s t s ” ( 2 2 4 .0 .0 .1 ) g r o u p  a ddr e s s .

• A l l  h o s t s  o n  t h e  w i r e  r e s p o n d b y  s e n di n g  b a c k  a n  I GM P v 3  
M e m b e r s h i p  R e p o r t  t h a t  c o n t a i n s  t h e i r  c o m p l e t e  I GM P  Gr o u p  s t a t e  
f o r  t h e  i n t e r f a c e .  
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Shortest Path or Source Distribution Tree

R e c e i v e r 1

B

E

A D F

S ourc e 1
N otation:   ( S ,  G)

S  =  S ourc e
G =  Group

C

R e c e i v e r 2

S ourc e 2

Multicast D istrib ution T rees

• S h o r t e s t  p a t h  o r  s o u r c e  di s t r i b u t i o n  t r e e  i s  t h e  n e t w o r k  p a t h  w i t h  t h e  l e a s t  
h o p s

• E x :  s h o r t e s t  p a t h  b e t w e e n  S o u r c e  a n d R e c e i v e r  1  i s  v i a  R o u t e r s  A
a n d C ,  a n d s h o r t e s t  p a t h  t o  R e c e i v e r  2  i s  o n e  a ddi t i o n a l  h o p  v i a
R o u t e r  E
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R e c e i v e r 1

B

E

A D F

S ourc e 1
N otation:   ( S ,  G)

S  =  S ourc e
G =  Group

C

R e c e i v e r 2

S ourc e 2

Multicast D istrib ution T rees
Shortest Path or Source Distribution Tree

• S h o r t e s t  p a t h  o r  s o u r c e  di s t r i b u t i o n  t r e e  i s  t h e  n e t w o r k  p a t h  w i t h  t h e  l e a s t  
h o p s

• E x :  s h o r t e s t  p a t h  b e t w e e n  S o u r c e  a n d R e c e i v e r  1  i s  v i a  R o u t e r s  A
a n d C ,  a n d s h o r t e s t  p a t h  t o  R e c e i v e r  2  i s  o n e  a ddi t i o n a l  h o p  v i a
R o u t e r  E
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Multicast D istrib ution T rees
Shared  Distribution Tree

R e c e i v e r 1

B

E

A D F

N otation:   ( * ,  G)
*   =  A l l  S ourc es
G =  Group

C

R e c e i v e r 2

( R P )     P I M  R e n d e z v ous  P oi n t
S h a re d  T re e

( R P )

• S h a r e d di s t r i b u t i o n  t r e e  i s  t h e  p a t h  de r i v e d f r o m  a  s h a r e d p o i n t t h r o u g h  
w h i c h  s o u r c e s  a n d r e c e i v e r s  m u s t  s e n d/ r e c e i v e  m u l t i c a s t  da t a

• E x :  r e g a r dl e s s  o f  l o c a t i o n / n u m b e r  o f  r e c e i v e r s ,  s e n de r s  r e g i s t e r
w i t h  S h a r e d R o o t  ( R o u t e r  D ) a n d a l w a y s  s e n d a  s i n g l e  c o p y  o f  
m u l t i c a s t  da t a  t h r o u g h  t h e  S h a r e d R o o t  t o  r e g i s t e r e d r e c e i v e r s

• E x :  r e g a r dl e s s  o f  l o c a t i o n / n u m b e r  o f  s o u r c e s ,  g r o u p  m e m b e r s  
a l w a y s  r e c e i v e  f o r w a r de d m u l t i c a s t  da t a  f r o m  S h a r e d R o o t  ( R o u t e r
D )
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Multicast D istrib ution T rees
Shared  Distribution Tree

R e c e i v e r 1

B

E

A F

S ourc e 1 N otation:   ( * ,  G)
*   =  A l l  S ourc es
G =  Group

C

R e c e i v e r 2

S ourc e 2

( R P )     P I M  R e n d e z v ous  P oi n t
S h a re d  T re e
S ourc e  T re e

D ( R P )

• S h a r e d di s t r i b u t i o n  t r e e  i s  t h e  p a t h  de r i v e d f r o m  a  s h a r e d p o i n t t h r o u g h  
w h i c h  s o u r c e s  a n d r e c e i v e r s  m u s t  s e n d/ r e c e i v e  m u l t i c a s t  da t a

• E x :  r e g a r dl e s s  o f  l o c a t i o n / n u m b e r  o f  r e c e i v e r s ,  s e n de r s  r e g i s t e r
w i t h  S h a r e d R o o t  ( R o u t e r  D ) a n d a l w a y s  s e n d a  s i n g l e  c o p y  o f  
m u l t i c a s t  da t a  t h r o u g h  t h e  S h a r e d R o o t  t o  r e g i s t e r e d r e c e i v e r s

• E x :  r e g a r dl e s s  o f  l o c a t i o n / n u m b e r  o f  s o u r c e s ,  g r o u p  m e m b e r s  
a l w a y s  r e c e i v e  f o r w a r de d m u l t i c a s t  da t a  f r o m  S h a r e d R o o t  ( R o u t e r
D )



© 2 0 0 3 ,  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
9 7 8 3 _ 0 5 _ 2 0 0 4 _ X 2 . s c r

2 8

2 82 82 8© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -17 01
9 7 8 3 _ 05 _ 2 004 _ X 2

Multicast D istrib ution T rees

• Source or Sh ortest P a th  trees
– U ses more memory O ( S x  G )  b u t you  g et optimal path s f rom 
sou rce to all receivers;  minimiz es delay

• Sh a red trees
– U ses less memory O ( G )  b u t you  may g et su b -optimal path s 
f rom sou rce to all receivers;  may introdu ce ex tra delay

CharacteristicsCharacteristics o f  D istrib u tio n  T rees

• S o u r c e  o r  S h o r t e s t  P a t h  T r e e  C h a r a c t e r i s t i c s
• P r o v i de s  o p t i m a l  p a t h  ( s h o r t e s t  di s t a n c e  a n d m i n i m i z e d de l a y ) f r o m  
s o u r c e  t o  a l l  r e c e i v e r s ,  b u t  r e q u i r e s  m o r e  m e m o r y  t o  m a i n t a i n

• S h a r e d T r e e  C h a r a c t e r i s t i c s
• P r o v i de s  s u b o p t i m a l  p a t h  ( m a y  n o t  m e  s h o r t e s t  di s t a n c e  a n d m a y  
i n t r o du c e  e x t r a  de l a y ) f r o m  s o u r c e  t o  a l l  r e c e i v e r s ,  b u t  r e q u i r e s  l e s s  
m e m o r y  t o  m a i n t a i n
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Multicast F orw arding

• Multicast Routing is backwards from Unicast 
Routing
– U nica st R outing  is concerned a b out w h ere th e 
p a ck et is g oing .

– M ultica st R outing  is concerned a b out w h ere th e 
p a ck et ca m e f rom .

• Multicast Routing use s “Re v e rse  P ath  
F orwarding”

• M u l t i c a s t  F o r w a r di n g
• R o u t e r s  m u s t  k n o w  p a c k e t  o r i g i n a t i o n ,  r a t h e r  t h a n  de s t i n a t i o n  
( o p p o s i t e  o f  u n i c a s t )

• ... o r i g i n a t i o n  I P  a ddr e s s  de n o t e s  k n o w n  s o u r c e
• ... de s t i n a t i o n  I P  a ddr e s s  de n o t e s  u n k n o w n  g r o u p  o f  
r e c e i v e r s

• M u l t i c a s t  r o u t i n g  u t i l i z e s  R e v e r s e  P a t h  F o r w a r di n g  ( R P F )
• ... B r o a dc a s t :  f l o o ds  p a c k e t s  o u t  a l l  i n t e r f a c e s  e x c e p t  
i n c o m i n g  f r o m  s o u r c e ;  i n i t i a l l y  a s s u m i n g  e v e r y  h o s t  o n  
n e t w o r k  i s  p a r t  o f  m u l t i c a s t  g r o u p

• ... P r u n e :  e l i m i n a t e s  t r e e  b r a n c h e s  w i t h o u t  m u l t i c a s t  g r o u p  
m e m b e r s ;  c u t s  o f f  t r a n s m i s s i o n  t o  L A N s  w i t h o u t  i n t e r e s t e d 
r e c e i v e r s

• ... S e l e c t i v e  F o r w a r di n g :  r e q u i r e s  i t s  o w n  i n t e g r a t e d u n i c a s t
r o u t i n g  p r o t o c o l
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Multicast F orw arding

•• What is RPF?What is RPF?
A rou ter f orw ards a mu lticast datag ram only if  received on 
th e u p stream interf ace to th e sou rce ( i.e. it f ollow s th e 
distrib u tion tree) .

•• T he  RPF C he c kT he  RPF C he c k
• T h e rou ting  tab le u sed f or mu lticasting  is ch eck ed ag ainst
th e “sou rce” I P  address in th e pack et.

• I f  th e datag ram arrived on th e interf ace specif ied in th e
rou ting  tab le f or th e sou rce address;  th en th e R P F  ch eck
su cceeds.

• O th erw ise,  th e R P F  C h eck  f ails.

R ev erse P ath F o rw ard in g  ( R P F )

• R e v e r s e  P a t h  F o r w a r di n g
• R o u t e r s  f o r w a r d m u l t i c a s t  da t a g r a m s r e c e i v e d f r o m  i n c o m i n g  
i n t e r f a c e  o n  di s t r i b u t i o n  t r e e  l e a di n g  t o  s o u r c e

• R o u t e r s  c h e c k  t h e  s o u r c e  I P  a ddr e s s  a g a i n s t  t h e i r  m u l t i c a s t  r o u t i n g  
t a b l e s  ( R P F  c h e c k );  e n s u r e  t h a t  t h e  m u l t i c a s t  da t a g r a m  w a s  
r e c e i v e d o n  t h e  s p e c i f i e d i n c o m i n g  i n t e r f a c e
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Multicast F orw arding

S ourc e
15 1.10 .3 .21

Example: R P F  C h ec k i n gR P F  C h ec k i n g

M c a s t P a c k e t s

R P F Ch e c k  Fa i l sR P F Ch e c k  Fa i l s
P a c k e t  a rri v e d  on  w ron g  i n t e rf a c e !P a c k e t  a rri v e d  on  w ron g  i n t e rf a c e !

• M u l t i c a s t  F o r w a r di n g :  R P F  C h e c k i n g
• S o u r c e  f l o o ds  n e t w o r k  w i t h  m u l t i c a s t  da t a
• E a c h  r o u t e r  h a s  a  de s i g n a t e d i n c o m i n g  i n t e r f a c e  ( R P F  i n t e r f a c e ) o n  
w h i c h  m u l t i c a s t  da t a  c a n  b e  r e c e i v e d f r o m  a  g i v e n  s o u r c e

• E a c h  r o u t e r  r e c e i v e s  m u l t i c a s t  da t a  o n  o n e  o r  m o r e  i n t e r f a c e s ,  b u t  
p e r f o r m s  R P F  c h e c k  t o  p r e v e n t  du p l i c a t e  f o r w a r di n g

• E x a m p l e :  R o u t e r  r e c e i v e s  m u l t i c a s t  da t a  o n  t w o  i n t e r f a c e s
• 1 ) p e r f o r m s  R P F  C h e c k  o n  m u l t i c a s t  da t a  r e c e i v e d o n  i n t e r f a c e  E 0 ;  
R P F  C h e c k  s u c c e e ds  b e c a u s e  da t a  w a s  r e c e i v e d o n  s p e c i f i e d 
i n c o m i n g  i n t e r f a c e  f r o m  s o u r c e  1 5 1 .1 0 .3 .2 1 ;  da t a  f o r w a r de d 
t h r o u g h  a l l  o u t g o i n g  i n t e r f a c e s  o n  t h e  m u l t i c a s t  di s t r i b u t i o n  t r e e

• 2 ) p e r f o r m s  R P F  C h e c k  o n  m u l t i c a s t  da t a  r e c e i v e d o n  i n t e r f a c e  E 1 ;  
R P F  C h e c k  f a i l s  b e c a u s e  da t a  w a s  n o t  r e c e i v e d o n  s p e c i f i e d 
i n c o m i n g  i n t e r f a c e  f r o m  s o u r c e  1 5 1 .1 0 .3 .2 1 ;  da t a  s i l e n t l y  dr o p p e d
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Multicast F orw arding

R P F  C h eck  F ails!
U n i c a s t  R out e  T a b l eU n i c a s t  R out e  T a b l e

N e t w orkN e t w ork I n t e rf a c eI n t e rf a c e
15 1.10 .0 .0 / 1615 1.10 .0 .0 / 16 S 1S 1
19 8 .14.3 2.0 / 2419 8 .14.3 2.0 / 24 S 0S 0
20 4.1.16 .0 / 2420 4.1.16 .0 / 24 E0E0

A  c lo s er  lo o k : R P F  C h ec k  F ai lsR P F  C h ec k  F ai ls

P ack et Arrived on W rong  I nterf ace!

E0
S 1

S 0

S 2

S 1S 1

M u lticast P ack et f rom
Sou rce 1 5 1 .1 0 .3 .2 1

X
D iscard P ack et!

• M u l t i c a s t  F o r w a r di n g :  R P F  C h e c k  F a i l s
• E x :  R o u t e r  c a n  o n l y  a c c e p t  m u l t i c a s t  da t a  f r o m  S o u r c e  1 5 1 .1 0 .3 .2 1  
o n  i n t e r f a c e  S 1

• ... m u l t i c a s t  da t a  i s  s i l e n t l y  dr o p p e d b e c a u s e  i t  a r r i v e d o n  a n  
i n t e r f a c e  n o t  s p e c i f i e d i n  t h e  R P F  c h e c k  ( S 0 )
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Multicast F orw arding
A  c lo s er  lo o k : R P F  C h ec k  S u c c eed sR P F  C h ec k  S u c c eed s

R P F  C h eck  Su cceeds!
U n i c a s t  R out e  T a b l eU n i c a s t  R out e  T a b l e

N e t w orkN e t w ork I n t e rf a c eI n t e rf a c e
15 1.10 .0 .0 / 1615 1.10 .0 .0 / 16 S 1S 1
19 8 .14.3 2.0 / 2419 8 .14.3 2.0 / 24 S 0S 0
20 4.1.16 .0 / 2420 4.1.16 .0 / 24 E0E0

E0
S 1

S 0

S 2

M u lticast P ack et f rom
Sou rce 1 5 1 .1 0 .3 .2 1

P ack et Arrived on C orrect I nterf ace!S 1S 1
F orw ard ou t all ou tg oing  interf aces.
( i. e. dow n th e distrib u tion tree)

• M u l t i c a s t  F o r w a r di n g :  R P F  C h e c k  S u c c e e ds
• E x :  R o u t e r  c a n  o n l y  a c c e p t  m u l t i c a s t  da t a  f r o m  S o u r c e  1 5 1 .1 0 .3 .2 1  
o n  i n t e r f a c e  S 1

• ... m u l t i c a s t  da t a  i s  f o r w a r de d o u t  a l l  o u t g o i n g  o n  t h e  
di s t r i b u t i o n  t r e e  b e c a u s e  i t  a r r i v e  o n  t h e  i n c o m i n g  i n t e r f a c e  
s p e c i f i e d i n  t h e  R P F  c h e c k  ( S 1 )
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“M u l t i c a s t  R o u t i n g  i s  n o t  u n i c a s t r o u t i n g .  
Y o u  h a v e  t o  t h i n k  o f  i t  d i f f e r e n t l y .  I t  i s  
n o t  l i k e  O S P F .  I t  i s  n o t  l i k e  R I P .  I t  i s  n o t  
l i k e  a n y t h i n g  y o u  m a y  b e  f a m i l i a r  w i t h . ”

343434© 2 0 0 3 ,  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .9 7 8 3_ 0 5 _ 2 0 0 4_ X 2

Multicast vs. Unicast Routing
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PIM PROTOCOLS
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T y pes of  Multicast P rotocols

• Dense-m o d e
– U ses “P u sh ” M odel
– T raf f ic F looded th rou g h ou t netw ork
– P ru ned b ack  w h ere it is u nw anted
– F lood &  P ru ne b eh avior ( typically every 3  minu tes)
– P I M -D M  State R ef resh  h as eliminated th is b eh avior

• S p a r se-m o d e
– U ses “P u ll” M odel
– T raf f ic sent only to w h ere it is req u ested
– E x plicit J oin b eh avior

• D e n s e -m o de  m u l t i c a s t  p r o t o c o l s
• I n i t i a l l y  f l o o d/ b r o a dc a s t  m u l t i c a s t  da t a  t o  e n t i r e  n e t w o r k ,  t h e n p r u n e  
b a c k  p a t h s  t h a t  do n ' t  h a v e  i n t e r e s t e d r e c e i v e r s

• S p a r s e -m o de  m u l t i c a s t  p r o t o c o l s
• A s s u m e s  n o  r e c e i v e r s  a r e  i n t e r e s t e d u n l e s s  t h e y  e x p l i c i t l y  a s k  f o r  i t

• S p a r s e -de n s e  m o de  m u l t i c a s t  p r o t o c o l s
• B e h a v e s  i n  m a n n e r  t h a t  i s  a p p r o p r i a t e  f o r  di s t r i b u t i o n  o f  r e c e i v e r  
g r o u p  ( s p a r s e  o r  de n s e ,  o r  a n y  c o m b i n a t i o n  t h e r e o f )
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P I M-D M

• P r o t o c o l  I nd ep end ent
– Su pports all u nderlying  u nicast rou ting  protocols inclu ding :  
static,  R I P ,  I G R P ,  E I G R P ,  I S-I S,  B G P ,  and O SP F

• U ses r ev er se p a t h  f o r w a r d i ng
– F loods netw ork  and pru nes b ack  b ased on mu lticast g rou p 
memb ersh ip

– Assert mech anism u sed to pru ne of f  redu ndant f low s
• A p p r o p r i a t e f o r . . .

– L ab  w ork  and rou ter perf ormance testing

• P r o t o c o l  I n de p e n de n t  M u l t i c a s t  ( P I M ) D e n s e -m o de  ( I n t e r n e t -dr a f t )
• U s e s  R e v e r s e  P a t h  F o r w a r di n g  ( R P F ) t o  f l o o d t h e  n e t w o r k  w i t h  
m u l t i c a s t  da t a ,  t h e n  p r u n e  b a c k  p a t h s  b a s e d o n  u n i n t e r e s t e d 
r e c e i v e r s

• I n t e r o p e r a t e s  w i t h  D V M R P
• A p p r o p r i a t e  f o r

• D e n s e l y  di s t r i b u t e d r e c e i v e r s  l o c a t e d i n  c l o s e  p r o x i m i t y  t o  s o u r c e
• F e w  s e n de r s  -t o - m a n y  r e c e i v e r s  ( du e  t o  f r e q u e n t  f l o o di n g )
• H i g h  v o l u m e  o f  m u l t i c a s t  t r a f f i c
• C o n s t a n t  s t r e a m  o f  t r a f f i c



© 2 0 0 3 ,  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
9 7 8 3 _ 0 5 _ 2 0 0 4 _ X 2 . s c r

3 8

3 83 83 8© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -17 01
9 7 8 3 _ 05 _ 2 004 _ X 2

Source

Initial Flooding

R ecei v er

M ul t i ca s t  P a ck et s
(S,  G )  St a t e crea t ed  i n
every every rout er i n  t h e n et w ork !

P I M-D M F lood and P rune

• P I M -D M  I n i t i a l  F l o o di n g
• P I M -D M  i s  s i m i l a r  t o  D V M R P  i n  t h a t  i t  i n i t i a l l y  f l o o ds  m u l t i c a s t  t r a f f i c  
t o  a l l  p a r t s  o f  t h e  n e t w o r k .

• H o w e v e r  u n l i k e  D V M R P ,  w h i c h  p r e -b u i l ds  a  “T r u n c a t e d B r o a dc a s t  
T r e e ” t h a t  i s  u s e d f o r  i n i t i a l  f l o o di n g ,  P I M -D M  i n i t i a l l y  f l o o ds  t r a f f i c  
o u t  A L L  n o n  R P F  i n t e r f a c e s  w h e r e  t h e r e  i s :

• A n o t h e r  P I M -D M  n e i g h b o r o r
• A  di r e c t l y  c o n n e c t e d m e m b e r  o f  t h e  g r o u p

• T h e  r e a s o n  t h a t  P I M -D M  do e s  n o t  u s e  “T r u n c a t e d B r o a dc a s t  
T r e e s ” t o  p r e -b u i l d a  s p a n n i n g  t r e e  f o r  e a c h  s o u r c e  n e t w o r k  i s  t h a t  
t h i s  w o u l d r e q u i r e  r u n n i n g  a  s e p a r a t e  r o u t i n g  p r o t o c o l  a s  do e s  
D V M R P .  ( A t  t h e  v e r y  l e a s t ,  s o m e  s o r t  o f  P o i s o n -R e v e r s e  
m e s s a g e s  w o u l d h a v e  t o  b e  s e n t  t o  b u i l d t h e  T B T .)  I n s t e a d,  P I M -
D M  u s e s  o t h e r  m e c h a n i s m s  t o  p r u n e  b a c k  t h e  t r a f f i c  f l o w s  a n d b u i l d 
S o u r c e  T r e e s .

• I n i t i a l  F l o o di n g  E x a m p l e
• I n  t h i s  e x a m p l e ,  m u l t i c a s t  t r a f f i c  b e i n g  s e n t  b y  t h e  s o u r c e  i s  f l o o de d 
t h r o u g h o u t  t h e  e n t i r e  n e t w o r k .

• A s  e a c h  r o u t e r  r e c e i v e s  t h e  m u l t i c a s t  t r a f f i c  v i a  i t s  R P F  i n t e r f a c e  
( t h e  i n t e r f a c e  i n  t h e  di r e c t i o n  o f  t h e  s o u r c e ),  i t  f o r w a r ds  t h e  
m u l t i c a s t  t r a f f i c  t o  a l l  o f  i t s  P I M -D M  n e i g h b o r s .

• N o t e  t h a t  t h i s  r e s u l t s  i n  s o m e  t r a f f i c  a r r i v i n g  v i a  a  n o n -R P F  i n t e r f a c e  
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Source

P r u ning U nw ante d T r af f ic

R ecei v er

M ul t i ca s t  P a ck et s
P run e M es s a g es

P I M-D M F lood and P rune

• P r u n i n g  u n w a n t e d t r a f f i c
• I n  t h e  e x a m p l e  a b o v e ,  P I M  P r u n e s  ( de n o t e d b y  t h e  da s h e d a r r o w s ) 
a r e  s e n t  t o  s t o p  t h e  f l o w  o f  u n w a n t e d t r a f f i c .

• P r u n e s  a r e  s e n t  o n  t h e  R P F  i n t e r f a c e  w h e n  t h e  r o u t e r  h a s  n o  
do w n s t r e a m  m e m b e r s  t h a t  n e e d t h e  m u l t i c a s t  t r a f f i c .

• P r u n e s  a r e  a l s o  s e n t  o n  n o n -R P F  i n t e r f a c e s  t o  s h u t o f f  t h e  f l o w  o f  
m u l t i c a s t  t r a f f i c  t h a t  i s  a r r i v i n g  v i a  t h e  w r o n g  i n t e r f a c e  ( i .e . t r a f f i c  
a r r i v i n g  v i a  a n  i n t e r f a c e  t h a t  i s  n o t  i n  t h e  s h o r t e s t  p a t h  t o  t h e  
s o u r c e .)  

• A n  e x a m p l e  o f  t h i s  c a n  b e  s e e n  a t  t h e  s e c o n d r o u t e r  f r o m  t h e  
r e c e i v e r  n e a r  t h e  c e n t e r  o f  t h e  dr a w i n g .  M u l t i c a s t  t r a f f i c  i s  
a r r i v i n g  v i a  a  n o n -R P F  i n t e r f a c e  f r o m  t h e  r o u t e r  a b o v e  ( i n  t h e  
c e n t e r  o f  t h e  n e t w o r k ) w h i c h  r e s u l t s  i n  a  P r u n e  m e s s a g e .
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R e s u lts  A f te r  P r u ning

Source

R ecei v er

M ul t i ca s t  P a ck et s
Flood and Prune processFlood and Prune process
repeat s ev ery  3  m i nut es! ! !repeat s ev ery  3  m i nut es! ! !

(S,  G )  St a t e s t i l l  ex i s t s  i n
every every rout er i n  t h e n et w ork !

P I M-D M F lood and P rune

• R e s u l t s  a f t e r  P r u n i n g
• I n  t h e  f i n a l  dr a w i n g  i n  o u r  e x a m p l e  s h o w n  a b o v e ,  m u l t i c a s t  t r a f f i c  
h a s  b e e n  p r u n e d o f f  o f  a l l  l i n k s  e x c e p t  w h e r e  i t  i s  n e c e s s a r y .  T h i s  
r e s u l t s  i n  a  S h o r t e s t  P a t h  T r e e  ( S P T ) b e i n g  b u i l t  f r o m  t h e  S o u r c e  t o  
t h e  R e c e i v e r .

• E v e n  t h o u g h  t h e  f l o w  o f  m u l t i c a s t  t r a f f i c  i s  n o  l o n g e r  r e a c h i n g  m o s t  
o f  t h e  r o u t e r s  i n  t h e  n e t w o r k ,  ( S ,  G) s t a t e  s t i l l  r e m a i n s  i n  A L L
r o u t e r s  i n  t h e  n e t w o r k .  T h i s  ( S ,  G) s t a t e  w i l l  r e m a i n  u n t i l  t h e s o u r c e  
s t o p s  t r a n s m i t t i n g .

• I n  P I M -D M ,  P r u n e s  e x p i r e  a f t e r  t h r e e  m i n u t e s .  T h i s  c a u s e s  t h e  
m u l t i c a s t  t r a f f i c  t o  b e  r e -f l o o de d t o  a l l  r o u t e r s  j u s t  a s  w a s  do n e  i n  
t h e  “I n i t i a l  F l o o di n g ” dr a w i n g .  T h i s  p e r i o di c  ( e v e r y  3  m i n u t e s ) 
“F l o o d a n d P r u n e ” b e h a v i o r  i s  n o r m a l  a n d m u s t  b e  t a k e n  i n t o  
a c c o u n t  w h e n  t h e  n e t w o r k  i s  de s i g n e d t o  u s e  P I M -D M .
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P I M-D M:  E v aluation

• Primary use: 
– T est  L ab s and rout er perf orm ance t est i ng

• A d v an t ag es:
– E asy  t o conf i g ure—t w o com m ands
– S i m ple f lood and prune m ech ani sm

• Po t en t ial  issues. . .
– I nef f i ci ent  f lood and prune b eh av i or
– C om plex  A ssert  m ech ani sm
– M i x ed cont rol and dat a planes

• R es ul t s  i n  (S,  G )  s t a t e i n  ev ery  rout er i n  t h e n et w ork
• C a n  res ul t  i n  n on -d et erm i n i s t i c t op ol og i ca l  b eh a v i ors

– N o support  f or sh ared t rees

• E v a l u a t i o n :  P I M  D e n s e -m o de
• A p p r o p r i a t e  f o r  l a r g e  n u m b e r  o f  de n s e l y  di s t r i b u t e d r e c e i v e r s  
l o c a t e d i n  c l o s e  p r o x i m i t y  t o  s o u r c e

• A dv a n t a g e s
• M i n i m a l  n u m b e r  o f  c o m m a n ds  r e q u i r e d f o r  c o n f i g u r a t i o n  ( t w o )
• S i m p l e  m e c h a n i s m  f o r  r e a c h i n g  a l l  p o s s i b l e  r e c e i v e r s  a n d 
e l i m i n a t i n g  di s t r i b u t i o n  t o  u n i n t e r e s t e d r e c e i v e r s

• S i m p l e  b e h a v i o r  i s  e a s i e r  t o  u n de r s t a n d a n d t h e r e f o r e  e a s i e r  
t o  de b u g

• I n t e r o p e r a t e s  w i t h  D V M R P
• P o t e n t i a l  i s s u e s

• N e c e s s i t y  t o  f l o o d f r e q u e n t l y  b e c a u s e  p r u n e s  e x p i r e  a f t e r  3  
m i n u t e s .
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P I M-S M ( RF C  2 3 6 2 )

• Su pports b oth  sou rce and sh ared trees
– A ssum es no h ost s w ant  m ult i cast  t raf f i c unless t h ey  speci f i cally ask  

f or i t
• U ses a R endez vou s P oint ( R P )

– S enders and R ecei v ers “rendez v ous” at  t h i s poi nt  t o learn of  each  
ot h ers ex i st ence.
• S enders are “reg i st ered” w i t h  R P b y  t h ei r f i rst -h op rout er.
• R ecei v ers are “j oi ned” t o t h e S h ared T ree ( root ed at  t h e R P)  b y  t h ei r 

local D esi g nat ed R out er ( D R ) .
• Appropriate f or…

– W i de scale deploy m ent  f or both densely  and sparsely  populat ed 
g roups i n t h e ent erpri se

– O pt i m al ch oi ce f or all product i on net w ork s reg ardless of  si z e and 
m em b ersh i p densi t y .

• P r o t o c o l  I n de p e n de n t  M u l t i c a s t  ( P I M ) S p a r s e -m o de  ( R F C  2 1 1 7 )
• U t i l i z e s  a  r e n de z v o u s  p o i n t  ( R P ) t o  c o o r di n a t e  f o r w a r di n g  f r o m  
s o u r c e  t o  r e c e i v e r s

• R e g a r dl e s s  o f  l o c a t i o n / n u m b e r  o f  r e c e i v e r s ,  s e n de r s  r e g i s t e r  
w i t h  R P  a n d s e n d a  s i n g l e  c o p y  o f  m u l t i c a s t  da t a  t h r o u g h  i t  t o  
r e g i s t e r e d r e c e i v e r s

• R e g a r dl e s s  o f  l o c a t i o n / n u m b e r  o f  s o u r c e s ,  g r o u p  m e m b e r s  
r e g i s t e r  t o  r e c e i v e  da t a  a n d a l w a y s  r e c e i v e  i t  t h r o u g h  t h e  R P

• A p p r o p r i a t e  f o r
• M u l t i p o i n t  da t a s t r e a m s  g o i n g  t o  a  r e l a t i v e l y  s m a l l  n u m b e r  o f  
L A N s

• F e w  i n t e r e s t e d r e c e i v e r s  p e r  m u l t i c a s t  g r o u p
• S e n de r s / r e c e i v e r s  s p a r s e l y  di s t r i b u t e d o r  s e p a r a t e d b y  W A N  
l i n k s

• I n t e r m i t t e n t  t r a f f i c  ( n o  n e c e s s i t y  t o  f l o o d e a c h  n e w  s e s s i o n )
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PIM-S M S h a r e d  T r e e  J o i n

R ecei v er

R P

(*,  G )  J oi n
Sh a red  T ree

(*,  G )  St a t e crea t ed  on l y
a l on g  t h e Sh a red  T ree.

• P I M -S M  S h a r e d T r e e  J o i n s
• I n  t h i s  e x a m p l e ,  t h e r e  i s  a n  a c t i v e  r e c e i v e r  ( a t t a c h e d t o  l e a f  r o u t e r  
a t  t h e  b o t t o m  o f  t h e  dr a w i n g ) h a s  j o i n e d m u l t i c a s t  g r o u p  “G”. 

• T h e  l e a f  r o u t e r  k n o w s  t h e  I P  a ddr e s s  o f  t h e  R e n de z v o u s  P o i n t  
( R P ) f o r  g r o u p  G a n d w h e n  i t  s e n ds  a  ( * , G) J o i n  f o r  t h i s  g r o u p  
t o w a r ds  t h e  R P .

• T h i s  ( * ,  G) J o i n  t r a v e l s  h o p -b y -h o p  t o  t h e  R P  b u i l di n g  a  b r a n c h  o f  
t h e  S h a r e d T r e e  t h a t  e x t e n ds  f r o m  t h e  R P  t o  t h e  l a s t -h o p  r o u t e r  
di r e c t l y  c o n n e c t e d t o  t h e  r e c e i v e r .

• A t  t h i s  p o i n t ,  g r o u p  “G” t r a f f i c  c a n  f l o w  do w n  t h e  S h a r e d T r e e  t o  t h e  
r e c e i v e r .
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PIM-S M S e n d e r  R e g i s t r a t i o n

R ecei v er

R P

(S,  G )  J oi n

Source

Sh a red  T ree

(S,  G )  R eg i s t er (unicast)
Source T ree

(S,  G )  St a t e crea t ed  on l y
a l on g  t h e Source T ree.T ra f f i c F l ow

• P I M -S M  S e n de r  R e g i s t r a t i o n
• A s  s o o n  a s  a n  a c t i v e  s o u r c e  f o r  g r o u p  G s e n ds  a  p a c k e t  t h e  l e a f  
r o u t e r  t h a t  i s  a t t a c h e d t o  t h i s  s o u r c e  i s  r e s p o n s i b l e  f o r  
“R e g i s t e r i n g ” t h i s  s o u r c e  w i t h  t h e  R P  a n d r e q u e s t i n g  t h e  R P  t o  
b u i l d a  t r e e  b a c k  t o  t h a t  r o u t e r .

• T h e  s o u r c e  r o u t e r  e n c a p s u l a t e s  t h e  m u l t i c a s t  da t a  f r o m  t h e  s o u r c e  
i n  a  s p e c i a l  P I M  S M  m e s s a g e  c a l l e d t h e  R e g i s t e r  m e s s a g e  a n d 
u n i c a s t s t h a t  da t a  t o  t h e  R P .

• W h e n  t h e  R P  r e c e i v e s  t h e  R e g i s t e r  m e s s a g e  i t  do e s  t w o  t h i n g s  
• I t  de -e n c a p s u l a t e s  t h e  m u l t i c a s t  da t a  p a c k e t  i n s i de  o f  t h e  
R e g i s t e r  m e s s a g e  a n d f o r w a r ds  i t  do w n  t h e  S h a r e d T r e e .

• T h e  R P  a l s o  s e n ds  a n  ( S , G) J o i n  b a c k  t o w a r ds  t h e  s o u r c e  
n e t w o r k  S  t o  c r e a t e  a  b r a n c h  o f  a n  ( S ,  G) S h o r t e s t -P a t h  
T r e e .  T h i s  r e s u l t s  i n  ( S ,  G) s t a t e  b e i n g  c r e a t e d i n  a l l  t h e  
r o u t e r  a l o n g  t h e  S P T ,  i n c l u di n g  t h e  R P .
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PIM-S M S e n d e r  R e g i s t r a t i o n

R ecei v er

R PSource

Sh a red  T ree
Source T ree

R P  s en d s  a  R eg i s t er-St op  
b a ck  t o t h e f i rs t -h op  rout er 
t o s t op  t h e R eg i s t er p roces s .

(S,  G )  R eg i s t er-St op (unicast)

T ra f f i c F l ow

(S,  G )  R eg i s t er (unicast)

(S,  G )  t ra f f i c b eg i n s  a rri v i n g  
a t  t h e R P  v i a  t h e Source t ree.

• P I M -S M  S e n de r  R e g i s t r a t i o n  ( c o n t .)
• A s  s o o n  a s  t h e  S P T  i s  b u i l t  f r o m  t h e  S o u r c e  r o u t e r  t o  t h e  R P ,  
m u l t i c a s t  t r a f f i c  b e g i n s  t o  f l o w  n a t i v e l y  f r o m  s o u r c e  S  t o  t h e  R P .

• O n c e  t h e  R P  b e g i n s  r e c e i v i n g  da t a  n a t i v e l y  ( i .e . do w n  t h e  S P T ) 
f r o m  s o u r c e  S  i t  s e n ds  a  ‘R e g i s t e r  S t o p ’ t o  t h e  s o u r c e ’s  f i r s t  h o p  
r o u t e r  t o  i n f o r m  i t  t h a t  i t  c a n  s t o p  s e n di n g  t h e  u n i c a s t R e g i s t e r  
m e s s a g e s .
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PIM-S M S e n d e r  R e g i s t r a t i o n

R ecei v er

R PSource

Sh a red  T ree
Source T ree

T ra f f i c F l ow
Source t ra f f i c f l ow s  n a t i v el y
a l on g  SP T  t o R P .
F rom  R P ,  t ra f f i c f l ow s  d ow n
t h e Sh a red  T ree t o R ecei v ers .

• P I M -S M  S e n de r  R e g i s t r a t i o n  ( c o n t .)
• A t  t h i s  p o i n t ,  m u l t i c a s t  t r a f f i c  f r o m  t h e  s o u r c e  i s  f l o w i n g  do w n t h e  
S P T  t o  t h e  R P  a n d f r o m  t h e r e ,  do w n  t h e  S h a r e d T r e e  t o  t h e  
r e c e i v e r .
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PIM-S M S PT  S w i t c h o v e r

R ecei v er

R P

(S,  G )  J oi n

Source

Source T ree
Sh a red  T ree

L a s t -h op  rout er j oi n s  t h e Source 
T ree.
A d d i t i on a l  (S,  G )  St a t e i s  crea t ed  
a l on g  n ew  p a rt  of  t h e Source T ree.

T ra f f i c F l ow

• P I M -S M  S h o r t e s t -P a t h  T r e e  S w i t c h o v e r  
• P I M -S M  h a s  t h e  c a p a b i l i t y  f o r  l a s t -h o p  r o u t e r s  ( i .e . r o u t e r s  w i t h  
di r e c t l y  c o n n e c t e d m e m b e r s ) t o  s w i t c h  t o  t h e  S h o r t e s t -P a t h  T r e e  
a n d b y p a s s  t h e  R P  i f  t h e  t r a f f i c  r a t e  i s  a b o v e  a  s e t  t h r e s h o l d c a l l e d 
t h e  “S P T -T h r e s h o l d”.

• T h e  de f a u l t  v a l u e  o f  t h e  S P T -T h r e s h o l d” i n  C i s c o  r o u t e r s  i s  
z e r o .  T h i s  m e a n s  t h a t  t h e  de f a u l t  b e h a v i o u r  f o r  P I M -S M  l e a f  
r o u t e r s  a t t a c h e d t o  a c t i v e  r e c e i v e r s  i s  t o  i m m e di a t e l y  j o i n  t h e  
S P T  t o  t h e  s o u r c e  a s  s o o n  a s  t h e  f i r s t  p a c k e t  a r r i v e s  v i a  t h e  
( * , G) s h a r e d t r e e .

• I n  t h e  a b o v e  e x a m p l e ,  t h e  l a s t -h o p  r o u t e r  ( a t  t h e  b o t t o m  o f  t h e  
dr a w i n g ) s e n ds  a n  ( S ,  G) J o i n  m e s s a g e  t o w a r d t h e  s o u r c e  t o  j o i n  
t h e  S P T  a n d b y p a s s  t h e  R P .  

• T h i s  ( S ,  G) J o i n  m e s s a g e s  t r a v e l s  h o p -b y -h o p  t o  t h e  f i r s t -h o p  
r o u t e r  ( i .e . t h e  r o u t e r  c o n n e c t e d di r e c t l y  t o  t h e  s o u r c e ) t h e r e b y  
c r e a t i n g  a n o t h e r  b r a n c h  o f  t h e  S P T .  T h i s  a l s o  c r e a t e s  ( S ,  G) s t a t e  
i n  a l l  t h e  r o u t e r s  a l o n g  t h i s  b r a n c h  o f  t h e  S P T .
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PIM-S M S PT  S w i t c h o v e r

R ecei v er

R PSource

Source T ree
Sh a red  T ree

(S,  G ) R P -b i t  P run e

T ra f f i c b eg i n s  f l ow i n g  d ow n  t h e 
n ew  b ra n ch  of  t h e Source T ree.
A d d i t i on a l  (S,  G )  St a t e i s  crea t ed  
a l on g  a l on g  t h e Sh a red  T ree t o 
p run e of f  (S,  G )  t ra f f i c.

T ra f f i c F l ow

• P I M -S M  S h o r t e s t -P a t h  T r e e  S w i t c h o v e r  
• O n c e  t h e  b r a n c h  o f  t h e  S h o r t e s t -P a t h  T r e e  h a s  b e e n  b u i l t ,  ( S ,  G) 
t r a f f i c  b e g i n s  f l o w i n g  t o  t h e  r e c e i v e r  v i a  t h i s  n e w  b r a n c h . 

• N e x t ,  s p e c i a l  ( S ,  G)R P -b i t  P r u n e  m e s s a g e s  a r e  s e n t  u p  t h e  
S h a r e d T r e e  t o  p r u n e  o f f  t h e  r e du n da n t  ( S , G) t r a f f i c  t h a t  i s  s t i l l  
f l o w i n g  do w n  t h e  S h a r e d T r e e .  

• I f  t h i s  w e r e  n o t  do n e ,  ( S ,  G) t r a f f i c  w o u l d c o n t i n u e  f l o w i n g  
do w n  t h e  S h a r e d T r e e  r e s u l t i n g  i n  du p l i c a t e  ( S ,  G) p a c k e t s  
a r r i v i n g  a t  t h e  r e c e i v e r .
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PIM-S M S PT  S w i t c h o v e r

R ecei v er

R PSource

Source T ree
Sh a red  T ree

(S,  G )  T ra f f i c f l ow  i s  n ow  
p run ed  of f  of  t h e Sh a red  T ree 
a n d  i s  f l ow i n g  t o t h e R ecei v er 
v i a  t h e Source T ree.

T ra f f i c F l ow

• P I M -S M  S h o r t e s t -P a t h  T r e e  S w i t c h o v e r  
• As the (S, G)RP-b i t Pr u n e m essa g e tr a v el s u p  the Sha r ed  
T r ee, sp ec i a l  (S, G)RP-b i t Pr u n e sta te i s c r ea ted  a l o n g  the 
Sha r ed  T r ee tha t sel ec ti v el y  p r ev en ts thi s tr a f f i c  f r o m  f l o w i n g  
d o w n  the Sha r ed  T r ee.

• At thi s p o i n t, (S, G) tr a f f i c  i s n o w  f l o w i n g  d i r ec tl y  f r o m  the 
f i r st-ho p  r o u ter  to  the l a st-ho p  r o u ter  a n d  f r o m  ther e to  the 
r ec ei v er .
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PIM-S M S PT  S w i t c h o v e r

R ecei v er

R PSource

Source T ree
Sh a red  T ree

(S,  G )  t ra f f i c f l ow  i s  n o l on g er 
n eed ed  b y  t h e R P  s o i t  P run es  
t h e f l ow  of  (S,  G )  t ra f f i c.

T ra f f i c F l ow

(S,  G )  P run e

• P I M -S M  S h o r t e s t -P a t h  T r e e  S w i t c h o v e r  
• At thi s p o i n t, the RP n o  l o n g er  n eed s the f l o w  o f  (S, G) tr a f f i c
si n c e a l l  b r a n c hes o f  the Sha r ed  T r ee (i n  thi s c a se ther e i s 
o n l y  o n e) ha v e p r u n ed  o f f  the f l o w  o f  (S, G) tr a f f i c .

• As a  r esu l t, the RP w i l l  sen d  (S, G) Pr u n es b a c k  to w a r d  the 
so u r c e to  shu to f f  the f l o w  o f  the n o w  u n n ec essa r y  (S, G) 
tr a f f i c  to  the RP 

• N o t e :  T h i s  w i l l  o c c u r  IFF the RP ha s r ec ei v ed  a n  (S, G)RP-
b i t Pr u n e o n  a l l  i n ter f a c es o n  the Sha r ed  T r ee.   
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PIM-S M S PT  S w i t c h o v e r

R ecei v er

R PSource

Source T ree
Sh a red  T ree

(S,  G )  T ra f f i c f l ow  i s  n ow  on l y  
f l ow i n g  t o t h e R ecei v er v i a  a  
s i n g l e b ra n ch  of  t h e Source 
T ree.

T ra f f i c F l ow

• P I M -S M  S h o r t e s t -P a t h  T r e e  S w i t c h o v e r  
• As a  r esu l t o f  the SPT -Sw i tc ho v er , (S, G) tr a f f i c  i s n o w  o n l y  
f l o w i n g  f r o m  the f i r st-ho p  r o u ter  to  the l a st-ho p  r o u ter  a n d  
f r o m  ther e to  the r ec ei v er .  N o ti c e tha t tr a f f i c  i s n o  l o n g er  
f l o w i n g  to  the RP.

• As a  r esu l t o f  thi s SPT -Sw i tc ho v er  m ec ha n i sm , i t i s c l ea r  tha t 
PI M  SM  a l so  su p p o r ts the c o n str u c ti o n  a n d  u se o f  SPT  (S,G) 
tr ees b u t i n  a  m u c h m o r e ec o n o m i c a l  f a shi o n  tha n  PI M  D M  i n  
ter m s o f  f o r w a r d i n g  sta te.
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“T h e  d e f a u l t  b e h a v i o r  o f  P I M -S M  i s  t h a t  
r o u t e r s  w i t h  d i r e c t l y  c o n n e c t e d  m e m b e r s  
w i l l  j o i n  t h e  S h o r t e s t  P a t h  T r e e  a s  s o o n  
a s  t h e y  d e t e c t  a  n e w  m u l t i c a s t  s o u r c e .”
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PIMPIM--S M F r e q u e n t l y  F o r g o t t e n  F a c tS M F r e q u e n t l y  F o r g o t t e n  F a c t
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PIM-S M:  E v a l u a t i o n

• Effective for s p a rs e or d en s e d is trib u tion  
of m u l tica s t receivers

• A d va n ta g es :
– Traffic only sent down “j oined” b ranch es
– C an switch  to op tim al sou rce-trees for h ig h  traffic sou rces 

dynam ically
– U nicast rou ting  p rotocol-indep endent
– B asis for inter-dom ain m u lticast rou ting

•When used with MBGP, MSDP and/or SSM

• E v a l u a t i o n :  P I M  S p a r s e -m o d e
• C a n  b e  u s e d  f o r  s p a r s e  o f  d e n s e  d i s t r i b u t i o n  o f  m u l t i c a s t  r e c e i v e r s  
( n o  n e c e s s i t y  t o  f l o o d )

• A d v a n t a g e s
• T r a f f i c  s e n t  o n l y  t o  r e g i s t e r e d  r e c e i v e r s  t h a t  h a v e  e x p l i c i t l y  
j o i n e d  t h e  m u l t i c a s t  g r o u p

• R P  c a n  b e  s w i t c h e d  t o  o p t i m a l  s h o r t e s t -p a t h -t r e e  w h e n  h i g h -
t r a f f i c  s o u r c e s  a r e  f o r w a r d i n g  t o  a  s p a r s e l y  d i s t r i b u t e d  
r e c e i v e r  g r o u p

• I n t e r o p e r a t e s  w i t h  D V M R P
• P o t e n t i a l  i s s u e s

• R e q u i r e s  R P  d u r i n g  i n i t i a l  s e t u p  o f  d i s t r i b u t i o n  t r e e  ( c a n  
s w i t c h  t o  s h o r t e s t -p a t h -t r e e  o n c e  R P  i s  e s t a b l i s h e d  a n d  
d e t e r m i n e d  s u b o p t i m a l )

• R P s  c a n  b e c o m e  b o t t l e n e c k s  i f  n o t  s e l e c t e d  w i t h  g r e a t  c a r e
• C o m p l e x  b e h a v i o r  i s  d i f f i c u l t  t o  u n d e r s t a n d  a n d  t h e r e f o r e  
d i f f i c u l t  t o  d e b u g
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S o u r c e  S p e c i f i c  Mu l t i c a s t
• Assume a One-t o -M any  M ul t i c ast  M o d el .

– Example: Video/Audio broadcasts, Stock Market data
• W h y  d o es P I M -S M  need  a S h ar ed  T r ee?

– So th at h osts an d 1 st h op routers can  learn  w h o th e activ e source is 
f or th e g roup.

• W h at  i f  t h i s w as al r ead y  k no w n?
– H osts could use I G MP v 3  to sig n al exactlyexactly w h ich  ( S,G )  SP T  to j oin .
– T h e Sh ared T ree &  R P  w ouldn ’t be n ecessary .
– D if f eren t sources could sh are th e same G roup address an d n ot 
in terf ere w ith  each  oth er.

• R esul t :  S o ur c e S p ec i f i c  M ul t i c ast  ( S S M )
• R F C  3 5 6 9  An Overview of Source-Sp ecific M ul t ica s t  ( SSM )
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S o u r c e  S p e c i f i c  Mu l t i c a s t  A d v a n t a g e s

• Simplifies M u lt ic a st  d eplo y men t  a n d  elimin a t es  
t h e c o n c ept  o f R P  a n d  d epen d en c e o n  M SD P  fo r  
fin d in g  so u r c es.  

• O pt imiz ed  a n d  R ed u c e la t en c y fo r  mu lt ic a st  
fo r w a r d in g  in  c a se o f o n e t o  ma n y  a pplic a t io n s.  

• Simplifies A d d r ess a llo c a t io n pr o b lem fo r  g lo b a l 
sin g le so u r c e g r o u ps.

• A llo w s immed ia t e u se o f sh o r t est  fo r w a r d in g  pa t h  
t o  a  spec ific  so u r c e,  w it h o u t  n eed  t o  c r ea t e sh a r ed  
t r ee.
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Receiver 1

S o u rce

O u t -o f -b a n d  S o u rce 
Direct o ry

Ex a m p l e:  W eb  S erver

R eceiv er learn s of  source, g roup/port

I G M P v3  ( S ,  G )  J o in

R eceiv er sen ds I G MP v 3  ( S,G )  J oin

( S ,  G )  J o in

F irst-h op sen d P I M s,g  j oin  directly  tow ard
Source

BA C D

FD

PIM S o u r c e  S p e c i f i c  Mo d e
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PIM S o u r c e  S p e c i f i c  Mo d e

Receiver 1

B

F

A C D

E

R esult: Sh ortest P ath  T ree rooted
at th e Source, w ith  N O  Sh ared T ree.

S o u rce
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PIM-S S M:  E v a l u a t i o n

• Ideal for applications with one source sending to many 
receiv ers

• S olv es multicast address allocation prob lems.
– F l ows  d ifferent ia t ed  b y  b ot h  s ource a nd  g roup .

• N ot j ust by  g roup.
– C ont ent  p rovid ers  ca n us e s a m e g roup  ra ng es .

• Sin ce each  ( S,G )  f low  is un iq ue.
• H elps prev ent certain D oS attack s

– “B og us ” s ource t ra ffic:
• C an ’t con sume n etw ork ban dw idth .
• N ot receiv ed by  h ost application .
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Ma n y -t o -A n y  S t a t e  Pr o b l e m

• C reates huge amounts of ( S , G )  state
– S tate maintenance work loads sk yrock et

• H ig h  OI L  fa nout s m a k e t h e p rob l em  wors e
– R outer performance b egins to suffer

• U sing S hared-T rees only.
– P rov ides some ( S , G )  state reduction

• R es ul t s  in ( S, G )  s t a t e onl y  a l ong  SP T  t o R P
• F req uent l y  s t il l  t oo m uch  ( S, G )  s t a t e
• N eed  a  s ol ut ion t h a t  onl y  us es  ( * , G )  s t a t e
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PIM-S M:  O n e  S i z e  F i t s  A l l ?

• Effective for s p a rs e or d en s e d is trib u tion  
of m u l tica s t receivers

• A d va n ta g es :
– Widely deployed
– S ou r c e-t r ees  or  S h a r ed t r ee pos s ib le
– B a s is  f or  c u r r en t  in t er -dom a in  m u lt ic a s t  w it h  M S D P

• E v a l u a t i o n :  P I M  S p a r s e -m o d e
• C a n  b e  u s e d  f o r  s p a r s e  o f  d e n s e  d i s t r i b u t i o n  o f  m u l t i c a s t  r e c e i v e r s  
( n o  n e c e s s i t y  t o  f l o o d )

• A d v a n t a g e s
• T r a f f i c  s e n t  o n l y  t o  r e g i s t e r e d  r e c e i v e r s  t h a t  h a v e  e x p l i c i t l y  
j o i n e d  t h e  m u l t i c a s t  g r o u p

• R P  c a n  b e  s w i t c h e d  t o  o p t i m a l  s h o r t e s t -p a t h -t r e e  w h e n  h i g h -
t r a f f i c  s o u r c e s  a r e  f o r w a r d i n g  t o  a  s p a r s e l y  d i s t r i b u t e d  
r e c e i v e r  g r o u p

• I n t e r o p e r a t e s  w i t h  D V M R P
• P o t e n t i a l  i s s u e s

• R e q u i r e s  R P  d u r i n g  i n i t i a l  s e t u p  o f  d i s t r i b u t i o n  t r e e  ( c a n  
s w i t c h  t o  s h o r t e s t -p a t h -t r e e  o n c e  R P  i s  e s t a b l i s h e d  a n d  
d e t e r m i n e d  s u b o p t i m a l )

• R P s  c a n  b e c o m e  b o t t l e n e c k s  i f  n o t  s e l e c t e d  w i t h  g r e a t  c a r e
• C o m p l e x  b e h a v i o r  i s  d i f f i c u l t  t o  u n d e r s t a n d  a n d  t h e r e f o r e  
d i f f i c u l t  t o  d e b u g



© 2 0 0 3 ,  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
9 7 8 3 _ 0 5 _ 2 0 0 4 _ X 2 . s c r

6 1

616161© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
R S T -17 0 1
9 7 8 3 _ 0 5 _ 2 0 0 4 _ X 2

RP CHOICES
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H o w  D o e s  t h e  N e t w o r k  K n o w  a b o u t  t h e  R P ?

• Static configuration
• A utoR P
• B SR
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Static RP’s

• Hard-c o de d R P  addre s s
– When used, must be configured on every router
– A l l  routers must ha ve the sa me R P  a ddress
– R P  fa il -over not p ossibl e

• Exception: If Anycast RPs are used.  
• C o m m an d

ip pim rp-address <address> [group-list <acl>] [override]

– O p tiona l  group  l ist sp ecifies group  ra nge
• D efaul t: Rang e =  2 2 4 .0 .0 .0 / 4   ( Incl udes AutoIncl udes Auto--RP G roups! ! ! !RP G roups! ! ! ! )

– O verride k eyw ord “overrides” A uto-R P  informa tion
• D efaul t: Auto-RP l earned info tak es precedence

• H a r d -c od e  R P  A d d r e sse s
• R e q u i r e s e v e r y  r ou t e r  i n  t h e  n e t w or k  t o b e  m a n u a l l y  

c on f i g u r e d  w i t h  t h e  I P  a d d r e ss of  a  single R P .
• I f  t h i s R P  f a i l s,  t h e r e  i s n o w a y  f or  r ou t e r s t o f a i l -ov e r  

t o a  st a n d b y  R P .
• T h e  e x c e p t i on  t o t h i s r u l e  i s i f  “A n y c a st -R P ’s”

a r e  i n  u se .   T h i s r e q u i r e s M S D P  t o b e  r u n n i n g  
b e t w e e n  e a c h  R P  i n  t h e  n e t w or k .

• C om m a n d
• i p pi m r p- addr ess <addr ess> [ gr oup- l i st  

<acl >]  [ over r i de]

• T h e  ‘g r ou p -l i st ’ a l l ow s a  g r ou p  r a n g e  t o b e  sp e c i f i e d .   
• T h e  d e f a u l t  i s A L L  m u l t i c a st  g r ou p s or  

2 2 4 . 0 . 0 . 0 / 4
• D A N G E R ,  W I L L  R O B I N S O N ! ! !  

T h e  d e f a u l t  r a n g e  i n c l u d e s t h e  A u t o-R P  g r ou p s 
( 2 2 4 . 0 . 1 . 3 9  a n d  2 2 4 . 0 . 1 . 4 0 )  w h i c h  w i l l  c a u se  
t h i s r ou t e r  t o a t t e m p t  t o op e r a t e  t h e se  g r ou p s i n  
S p a r se  m od e .   T h i s i s n or m a l l y  n ot  d e si r a b l e  
a n d  c a n  of t e n  l e a d  t o p r ob l e m s w h e r e  som e  
r ou t e r s i n  t h e  n e t w or k  a r e  t r y i n g  t o r u n  t h e se  
g r ou p s i n  D e n se  m od e  ( w h i c h  i s t h e  n or m a l  
m e t h od )  w h i l e  ot h e r s a r e  t r y i n g  t o u se  S p a r se  
m od e .   T h i s w i l l  r e su l t  i n  som e  r ou t e r s i n  t h e  
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Auto-R P  O v e r v i e w

• All routers automatically learn RP address
– No configuration necessary except on:

• Candidate RPs
• M ap p ing  A g ents

• M ak es use of  M ulticast to distrib ute inf o
– T w o special l y I A NA  assigned  G roups used

• Cisc o -A nno u nc e - 2 2 4 . 0 . 1 . 3 9
• Cisc o -D isc o v er y  - 2 2 4 . 0 . 1 . 4 0

– T h ese groups norm al l y operate in D ense m od e
• Permits b ack up  RP’s to b e conf ig ured

–– Warning: Can fall back into Dense mode if misconfigured.Warning: Can fall back into Dense mode if misconfigured.
• C an b e used w ith  Admin-S cop ing

• A u t o-R P  O v e r v i e w
• A u t o-R P  a l l ow s a l l  r ou t e r s i n  t h e  n e t w or k  t o a u t om a t i c a l l y  “l e a r n ”

G r ou p -t o-R P  m a p p i n g s.
• T h e r e  a r e  n o sp e c i a l  c on f i g u r a t i on  st e p s t h a t  m u st  b e  t a k e n  e x c e p t  

on  t h e  r ou t e r ( s)  t h a t  a r e  t o f u n c t i on  a s:
• C a n d i d a t e  R P ’s
• M a p p i n g  A g e n t s

• M u l t i c a st  i s u se d  t o d i st r i b u t e  G r ou p -t o-R P  m a p p i n g  i n f or m a t i on  v i a  
t w o sp e c i a l ,  I A N A  a ssi g n e d  m u l t i c a st  g r ou p s.

• C i sc o-A n n ou n c e  G r ou p  - 2 2 4 . 0 . 1 . 3 9
• C i sc o-D i sc ov e r y  G r ou p  - 2 2 4 . 0 . 1 . 4 0

• B e c a u se  m u l t i c a st  i s u se d  t o d i st r i b u t e  t h i s i n f or m a t i on ,  a  “C h i c k e n  
a n d  E g g ” si t u a t i on  c a n  oc c u r  i f  t h e  a b ov e  g r ou p s op e r a t e  i n  S p a r se  
m od e .   ( R ou t e r s w ou l d  h a v e  t o k n ow  a  p r i or i  w h a t  t h e  a d d r e ss of  
t h e  R P  i s b e f or e  t h e y  c a n  l e a r n  t h e  a d d r e ss of  t h e  R P ( s)  v i a  A u t o-
R P  m e ssa g e s. )   T h e r e f or e ,  i t  i s r e c om m e n d  t h a t  t h e se  g r ou p s 
a l w a y s r u n  i n  D e n se  m od e  so t h a t  t h i s i n f or m a t i on  i s f l ood e d  
t h r ou g h ou t  t h e  n e t w or k .

• M u l t i p l e  C a n d i d a t e  R P ’s m a y  b e  d e f i n e d  so t h a t  i n  t h e  c a se  of  a n  
R P  f a i l u r e ,  t h e  ot h e r  C a n d i d a t e  R P  c a n  a ssu m e  t h e  r e sp on si b i l i t y of  
R P .
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Auto-R P :  F r om  1 0 , 0 0 0  F e e t

Announce Announce
An

no
un

ce
An

no
un

ce
Announce Announce

An
no

un
ce

An
no

un
ce

Announce

RP-An n o u n c e m e n t s  m u l t i c a s t  t o  t h e
Ci s c o  An n o u n c e  ( 2 2 4 . 0 . 1 . 3 9 )  g r o u p

AA

CC DDC-RP
1 . 1 . 1 . 1

C-RP
2 . 2 . 2 . 2

BB
M A M A
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CC DDC-RP
1 . 1 . 1 . 1

C-RP
2 . 2 . 2 . 2

Auto-R P :  F r om  1 0 , 0 0 0  F e e t

D i s cov er y

RP-Di s c o v e r i e s  m u l t i c a s t  t o  t h e
Ci s c o  Di s c o v e r y  ( 2 2 4 . 0 . 1 . 4 0 )  g r o u p

M A M A
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B S R  O v e r v i e w
• A single Bootstrap Router (BSR) is elected

– Multiple Candidate BSR’s  ( C-BSR)  c an b e c o nf ig ur ed
• Provides backup in case currently elected BSR fails

– C-RP ’s  s end C-RP  anno unc em ents  to  th e BSR
• C-RP announcem ents are sent via unicast
• BSR stores ALL C-RP announcem ents in th e “RP-set”

– BSR per io dic ally  s ends  BSR m es s ag es  to  all r o uter s
• BSR M essag es contain entire RP-set and I P address of BSR
• M essag es are flooded h op-by-h op th roug h out th e netw ork aw ay from  th e 

BSR
– A ll r o uter s  s elec t th e RP  f r o m  th e RP -s et

• A ll routers use th e sam e selection alg orith m ;  select sam e RP
• BSR cannot cannot b e used w ith  Adm in-Scoping

• B S R  O v e r v i e w
• B o o t s t r a p  R o u t e r  ( B S R )

• A  s i n g l e  r o u t e r  i s  e l e c t e d  a s  t h e  B S R  f r o m  a  c o l l e c t i o n  o f  C a n d i d a t e  
B S R ’s .

• I f  t h e  c u r r e n t  B S R  f a i l s ,  a  n e w  e l e c t i o n  i s  t r i g g e r e d .
• T h e  e l e c t i o n  m e c h a n i s m  i s  p r e -e m p t i v e  b a s e d  o n  C -B S R  p r i o r i t y .

• C a n d i d a t e  R P ’s  ( C -R P ’s )
• S e n d  C -R P  a n n o u n c e m e n t s  d i r e c t l y  t o  t h e  B S R  v i a  u n i c a s t .  ( N o t e :  C -

R P ’s  l e a r n  t h e  I P  a d d r e s s  o f  t h e  B S R  v i a  p e r i o d i c  B S R  m e s s a g e s .)
• T h e  B S R  s t o r e s  t h e  c o m p l e t e  c o l l e c t i o n  o f  a l l  r e c e i v e d  C -R P  

a n n o u n c e m e n t s  i n  a  d a t a b a s e  c a l l e d  t h e  “R P -s e t ”.
• T h e  B S R  p e r i o d i c a l l y  s e n d s  o u t  B S R  m e s s a g e s  t o  a l l  r o u t e r s  i n  t h e  n e t w o r k  t o  

l e t  t h e m  k n o w  t h e  B S R  i s  s t i l l  a l i v e .
• B S R  m e s s a g e s  a r e  f l o o d e d  h o p -b y -h o p  t h r o u g h o u t  t h e  n e t w o r k .

• M u l t i c a s t  t o  t h e  “A l l -P I M  R o u t e r s ” g r o u p  ( 2 2 4 .0 .0 .1 3  )  w i t h  a  T T L  o f  1 .
• B S R  m e s s a g e s  a l s o  c o n t a i n :

• T h e  c o m p l e t e  “R P -s e t ” c o n s i s t i n g  o f  a l l  C -R P  a n n o u n c e m e n t s .
• T h e  I P  A d d r e s s  o f  t h e  B S R  s o  t h a t  C -R P ’s  k n o w  w h e r e  t o  s e n d  t h e i r  

a n n o u n c e m e n t s .
• A l l  r o u t e r s  r e c e i v e  t h e  B S R  m e s s a g e s  b e i n g  f l o o d e d  t h r o u g h o u t  t h e  n e t w o r k .

• S e l e c t  t h e  a c t i v e  R P  f o r  e a c h  g r o u p  r a n g e  u s i n g  a  c o m m o n  h a s h  
a l g o r i t h m  t h a t  i s  r u n  a g a i n s t  t h e  R P -s e t .  T h i s  r e s u l t s  i n  a l l  r o u t e r s  i n  t h e  
n e t w o r k  s e l e c t i n g  t h e  s a m e  R P  f o r  a  g i v e n  g r o u p -r a n g e .
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PIMv2 
S p a r s e  Mo d e

PIMv2 
S p a r s e  Mo d e

C-RP C-RP

D

E

F

G

A

B S R :  F r om  1 0 , 0 0 0  F e e t
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C-R P  A d v e r t i s e m e n t

( u n i c a s t )

B C

BSRBSR

• R o u t e r  A  i s  c o n f i g u r e d  a s  t h e  R P  m a p p i n g  a g e n t  - R o u t e r  A  l i s t e n s  t o  
g r o u p  2 2 4 . 0 . 1 . 3 9  f o r  a n n o u n c e m e n t s  f r o m  C -R P s .  I t  t h e n  s e n d s  t h e  
g r o u p -R P  m a p p i n g s  t o  t h e  g r o u p  2 2 4 . 0 . 1 . 4 0  R P  d i s c o v e r y  g r o u p  f o r  
r o u t e r s  D , E , F , G  t o  d i s c o v e r  t h e  g r o u p -R P  m a p p i n g s  a u t o m a t i c a l l y

• R o u t e r  A  c o u l d  a l s o  b e  t h e  a d m i n i s t r a t i v e  b o u n d a r y  t o  e x t e r n a l  r o u t i n g  
d o m a i n s

• R o u t e r s  A  a n d  B  a r e  b o t h  c o n f i g u r e d  a s  C -R P s  f o r  a l l  g r o u p s  ( g r o u p  
r a n g e  2 2 4 . 0 . 0 . 0 / 4 )  a n d  s e n d  c a n d i d a t e  a n n o u n c e m e n t s  t o  t h e  R P  
a n n o u n c e  g r o u p  2 2 4 . 0 . 1 . 3 9

• A u t o -R P  a l l o w s  f o r  m u l t i p l e  h o t  b a c k u p  C -R P s  f o r  a  g i v e n  g r o u p  r a n g e .  
( H i g h e s t  I P  a d d r e s s  C -R P  i s  s e l e c t e d . )
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PIMv2 
S p a r s e  Mo d e

PIMv2 
S p a r s e  Mo d e

C-RP C-RP

D

E

F

G

A

B S R :  F r om  1 0 , 0 0 0  F e e t

BSR Msgs

BSR MsgsBSR Msgs

BSR Msgs

BS R M s g s  Fl o o d e d  H o p -b y -H o p

B C

BSRBSR

• R o u t e r  A  i s  c o n f i g u r e d  a s  t h e  R P  m a p p i n g  a g e n t  - R o u t e r  A  l i s t e n s  t o  
g r o u p  2 2 4 . 0 . 1 . 3 9  f o r  a n n o u n c e m e n t s  f r o m  C -R P s .  I t  t h e n  s e n d s  t h e  
g r o u p -R P  m a p p i n g s  t o  t h e  g r o u p  2 2 4 . 0 . 1 . 4 0  R P  d i s c o v e r y  g r o u p  f o r  
r o u t e r s  D , E , F , G  t o  d i s c o v e r  t h e  g r o u p -R P  m a p p i n g s  a u t o m a t i c a l l y

• R o u t e r  A  c o u l d  a l s o  b e  t h e  a d m i n i s t r a t i v e  b o u n d a r y  t o  e x t e r n a l  r o u t i n g  
d o m a i n s

• R o u t e r s  A  a n d  B  a r e  b o t h  c o n f i g u r e d  a s  C -R P s  f o r  a l l  g r o u p s  ( g r o u p  
r a n g e  2 2 4 . 0 . 0 . 0 / 4 )  a n d  s e n d  c a n d i d a t e  a n n o u n c e m e n t s  t o  t h e  R P  
a n n o u n c e  g r o u p  2 2 4 . 0 . 1 . 3 9

• A u t o -R P  a l l o w s  f o r  m u l t i p l e  h o t  b a c k u p  C -R P s  f o r  a  g i v e n  g r o u p  r a n g e .  
( H i g h e s t  I P  a d d r e s s  C -R P  i s  s e l e c t e d . )
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Multicast M

P I M

Problem: L a y er 2  F lood i n g  of  
M u lt i c a s t  F ra mes

L 2  M ul ti c a s t F r a m e  S w i tc h i n g

• Typical L2 switches treat multicast 
traf f ic as un k n o wn  o r b ro ad cast an d  
must “f lo o d ” the f rame to  ev ery po rt

• S tatic en tries can  so metimes b e set to  
specif y which po rts sho uld  receiv e 
which g ro up( s)  o f  multicast traf f ic

• D yn amic co n f ig uratio n  o f  these en tries 
wo uld  cut d o wn  o n  user ad min istratio n

• L 2  M u l t i c a s t  S w i t c h i n g
• F o r  m o s t  L 2  S w i t c h e s ,  M u l t i c a s t  t r a f f i c  i s  n o r m a l l y  t r e a t e d  l i k e  a n  

u n k n o w n  M A C  a d d r e s s  o r  B r o a d c a s t  f r a m e  w h i c h  c a u s e s  t h e  f r a m e  
t o  b e  f l o o d e d  o u t  e v e r y  p o r t  w i t h i n  a  V L A N  a t  r a t e s  o f  o v e r  1  M p p s .  
T h i s  i s  f i n e  f o r  u n k n o w n s  a n d  b r o a d c a s t s  b u t  a s  w e  h a v e  s e e n  
e a r l i e r ,  I P  M u l t i c a s t  h o s t s  m a y  j o i n  a n d  b e  i n t e r e s t e d  i n  o n l y  s p e c i f i c  
m u l t i c a s t  g r o u p s .   A g a i n ,  o n  m o s t  L 2  S w i t c h e s ,  a l l  t h i s  t r a f f i c  i s  
f o r w a r d e d  o u t  a l l  p o r t s  r e s u l t i n g  i n  w a s t e d  b a n d w i d t h  o n  b o t h  t h e  
s e g m e n t s  a n d  o n  t h e  e n d  s t a t i o n s .
O n e  w a y  a r o u n d  t h i s  o n  C a t a l y s t  S w i t c h e s  i s  u s i n g  t h e  C o m m a n d  
L i n e  I n t e r f a c e  t o  p r o g r a m  t h e  s w i t c h  m a n u a l l y  t o  a s s o c i a t e  a  
m u l t i c a s t  M A C  a d d r e s s  w i t h  s a y  p o r t s  5 , 6 , 7  s o  o n l y  p o r t s  5 , 6 , a n d 7  
r e c e i v e  t h e  m u l t i c a s t  t r a f f i c  d e s t i n e d  f o r  t h e  m u l t i c a s t  g r o u p .  T h i s  
w o r k s  f i n e  b u t  a g a i n  w e  k n o w  I P  M u l t i c a s t  h o s t s  d y n a m i c a l l y  j o i n
a n d  l e a v e  g r o u p s  u s i n g  I G M P  t o  s i g n a l  t o  t h e  M u l t i c a s t  R o u t e r .  T h i s  
s t a t i c  w a y  o f  e n t e r i n g  t h e  m u l t i c a s t  i n f o r m a t i o n  i s  n o t  v e r y  
s c a l e a b l e .   D y n a m i c  c o n f i g u r a t i o n  o f  t h e  S w i t c h e s ’ f o r w a r d i n g  
t a b l e s  w o u l d  b e  a  b e t t e r  i d e a ,  a n d  c u t  d o w n  o n  u s e r  a d m i n i s t r a t i o n .  
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IGMP

Solution 1: I G M P v 1-v 2  Snoop ing

IGMP

L 2  M ul ti c a s t F r a m e  S w i tc h i n g

• Switches become “I G M P ” a wa r e
• I G M P  p a ck ets in ter cep ted  by  the N M P  or  by  sp ecia l  

ha r d wa r e A SI C s
– Requires special hardware to maintain throughput

• Switch mu st ex a min e con ten ts of  I G M P  messa g es to 
d eter min e which p or ts wa n t wha t tr a f f ic
– I G M P  memb ership reports
– I G M P  leav e messages

• I mp a ct on  l ow-en d  L a y er -2  switches:
– M ust process A L L  L ay er 2  multicast pack ets
– A dmin.  load increases with multicast traf f ic load
– G enerally  results in switch Meltdown Meltdown ! ! !

PIM
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C GMP
C o m m a n d s

IGMP

Solution 2 : C G M P —C is c o G r oup  
M a na g e m e nt P r otoc ol

L 2  M ul ti c a s t F r a m e  S w i tc h i n g

• Runs on b oth the switches and the router
• Router sends C G M P  multicast pack ets to the switches at 

a well k nown multicast M A C  address:
– 0 1 0 0 . 0 c d d . d d d d

• C G M P  pack et contains :
– T y p e  f i e l d —J o i n  o r  L e a v e  
– MA C  a d d r e s s  o f  t h e  IG MP c l i e n t
– Mu l t i c a s t  a d d r e s s  o f  t h e  g r o u p

• S witch uses C G M P  pack et inf o to add or remov e a L ay er-
2  entry  f or a particular multicast M A C  address

PIM

• C G M P
• C G M P  i s  b a s e d  o n  a  c l i e n t  s e r v e r  m o d e l  w h e r e  t h e  r o u t e r  c a n  b e  

c o n s i d e r e d  a  C G M P  s e r v e r  a n d  t h e  s w i t c h  t a k i n g  o n  t h e  c l i e n t  r o l e .  
T h e r e  a r e  s o f t w a r e  c o m p o n e n t s  r u n n i n g  o n  b o t h  d e v i c e s ,  w i t h  t h e  
r o u t e r  t r a n s l a t i n g   I G M P  m e s s a g e s  i n t o  C G M P  c o m m a n d s  w h i c h  
a r e  t h e n  e x e c u t e d  o n  t h e  C a t a l y s t  5 0 0 0  N M P  a n d  u s e d  t o  p r o g r a m  
t h e  E A R L ’s  f o r w a r d i n g  t a b l e s  w i t h  t h e  c o r r e c t  M u l t i c a s t  e n t r i e s .
S i n c e  t h e  h o s t s  a n d  r o u t e r s  u s e  w e l l -k n o w n  I P  M u l t i c a s t  A d d r e s s e s ,  
t h e  E A R L  c a n  b e  p r e p r o g r a m m e d  t o  d i r e c t  I G M P  C o n t r o l  p a c k e t s  
b o t h  t o  t h e  r o u t e r  a n d  t h e  N M P .  W e  w i l l  s e e  t h e  N M P s  u s e  o f  t h e s e  
I G M P  c o n t r o l  p a c k e t s  i n  a  l a t e r  s l i d e .
T h e  b a s i s  o f  C G M P  i s  t h a t  t h e  I P  M u l t i c a s t  r o u t e r  s e e s  a l l  I G M P  
p a c k e t s  a n d  t h e r e f o r e  c a n  i n f o r m  t h e  s w i t c h  w h e n  s p e c i f i c  h o s t s  
j o i n  o r  l e a v e  M u l t i c a s t  g r o u p s .  T h e  s w i t c h  t h e n  u s e s  t h i s  i n f o r m a t i o n  
t o  p r o g r a m  i t ’s  f o r w a r d i n g  t a b l e .
W h e n  t h e  r o u t e r  s e e s  a n  I G M P  c o n t r o l  p a c k e t  i t  c r e a t e s  a  C G M P  
p a c k e t  t h a t  c o n t a i n s  t h e  r e q u e s t  i t y p e  w h i c h  c a n  b e   a  j o i n  o r  a
l e a v e ,  t h e  M u l t i c a s t  G r o u p  A d d r e s s ,  a n d  t h e  a c t u a l  M A C  a d d r e s s  o f  
t h e  c l i e n t .  
T h i s  p a c k e t  i s  s e n t  t o  a  w e l l  k n o w n  a d d r e s s  w h i c h  a l l  s w i t c h e s  
l i s t e n  o n .  I t  i s  t h e n   i n t e r p r e t e d  a n d  t h e  p r o p e r  e n t r i e s  c r e a t e d  i n  t h e  
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IGMP Report
Dst MAC = 0100.5e01.0203
Src MAC = 0080.c7a2.1093
Dst IP  = 224.1.2.3
Src IP  = 192.1.1.1
IGMP Group = 224.1.2.3 5 / 1

C GMP J oi n
USA = 0080.c7a2.1093
GDA = 0100.5e01.0203

5 / 1

( a ) ( b )

1 / 1 1 / 1

C G M P  B a s i c s

• I n  t h i s  e x a m p l e  - t h e  c l i e n t  w i l l  a s y n c h r o n o u s l y  s e n t  a  r e p o r t  w h e n  i t  
w a n t s  t o  j o i n  t h e  g r o u p .   T h i s  i s  a  f o r m a l  f u n c t i o n  o f  I G M P  s o  t h e  c l i e n t  
d o e s n ’t  h a v e  t o  w a i t  f o r  a  g e n e r a l  q u e r y .

• T h e  d e b u g  s h o w s  t h e  a r r i v a l  o f  t h e  I G M P  j o i n
• T h e  c r e a t i o n  o f  g r o u p  s t a t e  b a s e d  o n  t h e  I G M P  j o i n  w i l l  t r i g g e r  t h e  r o u t e r  

t o  o b t a i n  a n d  b e g i n  s e n d i n g  t h a t  g r o u p  o n t o  t h e  c l i e n t ’s  V L A N
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L 2  M ul ti c a s t F r a m e  S w i tc h i n g
• Impact of IGMPv3 on IGMP Snooping

– IGMPv3 Reports sent to separate group (224.0.0.22)
• S w i t c h e s  l i s t e n  t o  j u s t  t h i s  g r o u p .
• O n l y  IGMP t r a f f i c  – n o  d a t a  t r a f f i c .
• Substantially r e d u c e s  l o a d  o n  s w i t c h  C PU .
• Pe r m i t s  l o w -e n d  s w i t c h e s  t o  i m p l e m e n t  IGMPv 3  S n o o p i n g

– N o Report S uppressi on i n IGMPv3
• E n a b l e s  i n d i v i d u a l  m e m b e r  t r a c k i n g

– IGMPv3 supports S ourc e-spec i f i c Inc l ud es/ E x c l ud es
• Pe r m i t s  ( S , G)  s t a t e  t o  b e  m a i n t a i n e d  b y  s w i t c h

– Currently not implemented by any switches.
• Ma y  b e  n e c e s s a r y  f o r  f u l l  IGMPv 3  f u n c t i o n a l i t y
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S um m a r y :  F r a m e  S w i tc h e s

• IGMP snoopi ng
– S witches with L ayer 3  aware H ardware/ A S I Cs

• H ig h-throug hput perf ormance maintained
• I ncreases cost of  switches

– S witches without L ayer 3  aware H ardware/ A S I Cs
• Suffer serious performance degradation or even MeltdownMeltdown!

– Shouldn’t  b e  a  p r ob le m  w he n I G M P v 3  i s  i m p le m e nt e d

• C GMP
– R eq uires Cisco routers and switches
– Can be implemented in low-cost switches
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INTERDOMAIN IP MULTICAST
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MBGP Overview

• MBGP: Mu l t i p r o t o c o l BGP
– Defined in RFC 2858 (extensions to BGP)
– Ca n c a r r y  differ ent ty p es of r ou tes

• Unicast
• M u l ticast

– Both  r ou tes c a r r ied in sa m e BGP session
– Does not p r op a g a te m u l tic a st sta te info
– S a m e p a th  sel ec tion a nd v a l ida tion r u l es

• A S -P ath ,  L o cal P r e f ,  M E D ,  …
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• Separate BGP tables maintained
– Un i c a s t  Ro u t i n g  In f o r m a t i o n  Ba s e  ( URIB)
– Mu l t i c a s t  Ro u t i n g  In f o r m a t i o n  Ba s e  ( MRIB)

• U R I B
– C o n t a i n s  u n i c a s t p r e f i x e s  f o r  u n i c a s t f o r w a r d i n g
– P o p u l a t e d  w i t h  BG P  u n i c a s t N L RI

• A F I  =  1 ,  Su b-A F I  =  1   
• M R I B

– C o n t a i n s  unicast p r e f i x e s  f o r  RP F  c h e c k i n g
– P o p u l a t e d  w i t h  BG P  m u l t i c a s t  N L RI

• A F I  =  1 ,  Su b-A F I  =  2  

MBGP Overview
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MBGP Overview

• M BGP a l l ow s div er g ent p a th s a nd p ol ic ies
– S a m e  IP  a d d r e s s  h o l d s  d u a l  s i g n i f i c a n c e

• U nic ast ro u ting  inf o rmatio n
• M u ltic ast R PF  inf o rmatio n

– F o r  s a m e  IP v 4  a d d r e s s  t w o  d i f f e r e n t  N L RI w i t h  d i f f e r e n t  
n e x t -h o p s

– C a n  t h e r e f o r e  s u p p o r t  b o t h  c o n g r u e n t  a n d  i n c o n g r u e n t  
t o p o l o g i e s
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MS D P C o n c ep t

• S i m p l e  b u t  e l e g a n t  
– U til iz e inter -dom a in sou r c e tr ees
– Redu c es p r ob l em  to l oc a ting  

a c tiv e sou r c es
– RP or  r ec eiv er  l a st-h op  c a n j oin 

inter -dom a in sou r c e tr ee
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MS D P R F C  3 6 1 8  C o n c ep t s

• W o r k s  w i t h  PI M-S M o n l y
– RP’s k now s a b ou t a l l  sou r c es in a  dom a in

• S o u r ce s cau se  a “P I M  R e g iste r ” to  th e  R P
• C an te l l  R P ’s in o th e r  d o m ains o f  its so u r ce s

– Via MSDP SA (Source Active) messages
– RP’s k now  a b ou t r ec eiv er s in a  dom a in

• R e ce iv e r s cau se  a “( * ,  G )  J o in” to  th e  R P
• R P  can j o in th e  so u r ce  tr e e  in th e  p e e r  d o m ain

– Via n ormal  PI M (S,  G ) j oin s
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Domain C

Domain B

Domain D

Domain E

Domain A

r
MSDP Peers R P

R P

R P

R P

MSDP Overview

J o i n  ( * ,  2 2 4 . 2 . 2 . 2 )

R P

MSDP Example

• M S D P  E x a m p l e
• I n  t h e  e x a m p l e  a b o v e ,  P I M -S M  d o m a i n s  A  t h r o u g h  E  
e a c h  h a v e  a n  R P  w h i c h  i s  a n  M S D P  s p e a k e r .   T h e  
s o l i d  l i n e s  b e t w e e n  t h e s e  R P ’s  r e p r e s e n t s  t h e  M S D P  
p e e r  s e s s i o n s  v i a  T C P  a n d  n o t  a c t u a l  p h y s i c a l  
c o n n e c t i v i t y  b e t w e e n  t h e  d o m a i n s .  

• Note: The physical connectivity between the 
d om ains is not shown in the d r awing  above.

• A s s u m e  t h a t  a  r e c e i v e r  i n  D o m a i n  E  j o i n s  m u l t i c a s t  
g r o u p  2 2 4 . 2 . 2 . 2  w h i c h  i n  t u r n ,  c a u s e s  i t s  D R  t o  s e n d  
( * ,  G )  J o i n  f o r  t h i s  g r o u p  t o  t h e  R P .
• T h i s  b u i l d s  a  b r a n c h  o f  t h e  S h a r e d -T r e e  f r o m  t h e  R P  
i n  D o m a i n  E  t o  t h e  D R  a s  s h o w n .
• W h e n  a  s o u r c e  g o e s  a c t i v e  i n  D o m a i n  A ,  t h e  f i r s t -h o p  
r o u t e r  ( S )  s e n d s  a  P I M  R e g i s t e r  m e s s a g e  t o  t h e  R P .   
T h i s  i n f o r m s  t h e  R P  i n  D o m a i n  A  t h a t  a  s o u r c e  i s  
a c t i v e  i n  t h e  l o c a l  d o m a i n .   T h e  R P  r e s p o n d s  b y  
o r i g i n a t i n g  a n  ( S ,  G )  S A  m e s s a g e  f o r  t h i s  s o u r c e  a n d  
s e n d  t h e m  t o  i t s  M S D P  p e e r s  i n  d o m a i n s  B  a n d  C .   
( T h e  R P  w i l l  c o n t i n u e  t o  s e n d  t h e s e  S A  m e s s a g e s  
p e r i o d i c a l l y  a s  l o n g  a s  t h e  s o u r c e  r e m a i n s  a c t i v e . )
• W h e n  t h e  R P ’s  i n  d o m a i n s  B  a n d  C  r e c e i v e  t h e  S A  
m e s s a g e s ,  t h e y  a r e  R P F  c h e c k e d  a n d  f o r w a r d e d  
d o w n s t r e a m  t o  t h e i r  M S D P  p e e r s .   T h e s e  S A  
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Domain C

Domain B

Domain D

Domain E

SA

SA

SA SA

SA

SA

So u rc e A c t i v e
Messa g es

SA

Domain A

SA  Messa g e
1 9 2 . 1 . 1 . 1 ,  2 2 4 . 2 . 2 . 2

SA  Messa g e
1 9 2 . 1 . 1 . 1 ,  2 2 4 . 2 . 2 . 2

r
MSDP Peers R P

R P

R P

R P

MSDP Overview

s
R P

R eg i st er
1 9 2 . 1 . 1 . 1 ,  2 2 4 . 2 . 2 . 2

MSDP Example

• M S D P  E x a m p l e
• I n  t h e  e x a m p l e  a b o v e ,  P I M -S M  d o m a i n s  A  t h r o u g h  E  
e a c h  h a v e  a n  R P  w h i c h  i s  a n  M S D P  s p e a k e r .   T h e  
s o l i d  l i n e s  b e t w e e n  t h e s e  R P ’s  r e p r e s e n t s  t h e  M S D P  
p e e r  s e s s i o n s  v i a  T C P  a n d  n o t  a c t u a l  p h y s i c a l  
c o n n e c t i v i t y  b e t w e e n  t h e  d o m a i n s .  

• Note: The physical connectivity between the 
d om ains is not shown in the d r awing  above.

• A s s u m e  t h a t  a  r e c e i v e r  i n  D o m a i n  E  j o i n s  m u l t i c a s t  
g r o u p  2 2 4 . 2 . 2 . 2  w h i c h  i n  t u r n ,  c a u s e s  i t s  D R  t o  s e n d  
( * ,  G )  J o i n  f o r  t h i s  g r o u p  t o  t h e  R P .
• T h i s  b u i l d s  a  b r a n c h  o f  t h e  S h a r e d -T r e e  f r o m  t h e  R P  
i n  D o m a i n  E  t o  t h e  D R  a s  s h o w n .
• W h e n  a  s o u r c e  g o e s  a c t i v e  i n  D o m a i n  A ,  t h e  f i r s t -h o p  
r o u t e r  ( S )  s e n d s  a  P I M  R e g i s t e r  m e s s a g e  t o  t h e  R P .   
T h i s  i n f o r m s  t h e  R P  i n  D o m a i n  A  t h a t  a  s o u r c e  i s  
a c t i v e  i n  t h e  l o c a l  d o m a i n .   T h e  R P  r e s p o n d s  b y  
o r i g i n a t i n g  a n  ( S ,  G )  S A  m e s s a g e  f o r  t h i s  s o u r c e  a n d  
s e n d  t h e m  t o  i t s  M S D P  p e e r s  i n  d o m a i n s  B  a n d  C .   
( T h e  R P  w i l l  c o n t i n u e  t o  s e n d  t h e s e  S A  m e s s a g e s  
p e r i o d i c a l l y  a s  l o n g  a s  t h e  s o u r c e  r e m a i n s  a c t i v e . )
• W h e n  t h e  R P ’s  i n  d o m a i n s  B  a n d  C  r e c e i v e  t h e  S A  
m e s s a g e s ,  t h e y  a r e  R P F  c h e c k e d  a n d  f o r w a r d e d  
d o w n s t r e a m  t o  t h e i r  M S D P  p e e r s .   T h e s e  S A  
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R P

MSDP Overview

s

MSDP Peers

MSDP Example

• M S D P  E x a m p l e
• O n c e  t h e  S A  m e s s a g e  a r r i v e s  a t  t h e  R P  ( M S D P  
s p e a k e r )  i n  d o m a i n  E ,  i t  s e e s  t h a t  i t  h a s  a n  a c t i v e  
b r a n c h  o f  t h e  S h a r e d -T r e e  f o r  g r o u p  2 2 4 . 2 . 2 . 2 .   I t  
r e s p o n d s  t o  t h e  S A  m e s s a g e  b y  s e n d i n g  a n  ( S ,  G )  
J o i n  t o w a r d  t h e  s o u r c e .

• I M P O R T A N T :  T h e  ( S ,  G )  J o i n  w i l l  f o l l o w  t h e  
n o r m a l  i n t e r -d o m a i n  r o u t i n g  p a t h  f r o m  t h e  R P  t o  
t h e  s o u r c e .   T h i s  i n t e r -d o m a i n  r o u t i n g  p a t h  i s  
n o t  n e c e s s a r i l y  t h e  s a m e  p a t h  a s  t h a t  u s e d  b y  
t h e  M S D P  c o n n e c t i o n s .   I n or d er  to em phasis 
this point,  the ( S ,  G )  J oin is shown f ollowing  a 
d if f er ent path between d om ains.
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Domain C

Domain B

Domain D

Domain E

Domain A

R P

R P

R P

R P

rMu l t i c a st  T ra f f i c
R P

MSDP Overview

s

MSDP Peers

MSDP Example

• M S D P  E x a m p l e
• O n c e  t h e  ( S ,  G )  J o i n  m e s s a g e  r e a c h e s  t h e  f i r s t -h o p  
r o u t e r  ( S )  i n  d o m a i n  A ,  ( S ,  G )  t r a f f i c  b e g i n s  t o  f l o w  t o  
t h e  R P  i n  d o m a i n  E  v i a  t h e  S o u r c e  T r e e  s h o w n .

• I M P O R T A N T :  T h e  ( S ,  G )  t r a f f i c  w i l l  n o t  f l o w  
o v e r  t h e  T C P  M S D P  s e s s i o n s .  I t  w i l l  i n s t e a d  
f o l l o w  t h e  p a t h  o f  t h e  S o u r c e  T r e e  t h a t  w a s  b u i l t  
i n  t h e  p r e c e d i n g  s t e p .
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Mu l t i c a st  T ra f f i c
MSDP Peers

MSDP Example

• M S D P  E x a m p l e
• O n c e  t h e  ( S ,  G )  t r a f f i c  r e a c h e s  t h e  l a s t -h o p  r o u t e r  ( R )  
i n  d o m a i n  E ,  t h e  l a s t -h o p  r o u t e r  m a y  o p t i o n a l l y  s e n d  
a n  ( S ,  G )  J o i n  t o w a r d  t h e  s o u r c e  i n  o r d e r  t o  b y p a s s  
t h e  R P  i n  d o m a i n  E .   T h i s  i s  s h o w n  i n  t h e  a b o v e  
e x a m p l e .
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Mu l t i c a st  T ra f f i c
MSDP Peers

MSDP Example

• M S D P  E x a m p l e
• A t  t h i s  p o i n t  i n  t h e  e x a m p l e ,   t h e  ( S ,  G )  t r a f f i c  i s  
f l o w i n g  t o  t h e  l a s t -h o p  r o u t e r  ( R )  i n  d o m a i n  E  v i a  t h e  
S o u r c e -T r e e  a s  s h o w n  i n  t h e  a b o v e  e x a m p l e .
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Anycast RP: Overview
• U s es  s in g l e s t a t ic a l l y  d ef in ed  R P a d d res s

– Two or more routers have same RP address
• RP address defined as a Loopback Interface.
• Loopback address adv ertised as a H ost rou te.

– S en ders &  Rec ei vers J oi n / Reg i ster wi th c l osest RP
• C l osest RP determ ined from  th e u nicast rou ting  tabl e.

– C an  never never f al l  b ac k  to D en se mode.
• B ecau se RP is statical l y  defined.

• MSDP s es s io n ( s )  ru n  b et ween  a l l  R Ps
– I n f orms RPs of  sourc es i n  other p arts of  n etwork
– RPs j oi n  S PT to ac ti ve sourc es as n ec essary
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Anycast RP: Overview

M S D PM S D P

RecRecRecRec RecRecRecRec

S rcS rc S rcS rc

SA SAAA

R P 1

1 0 . 1 . 1 . 1
BB

R P 2

1 0 . 1 . 1 . 1

XX
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Anycast RP: Overview

RecRecRecRec RecRecRecRec

S rcS rcS rcS rc

AA

R P 1

1 0 . 1 . 1 . 1
BB

R P 2

1 0 . 1 . 1 . 1

XX
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Anycast RP C o nf ig u ratio n

ip pim rp-address 10.0.0.1 ip pim rp-address 10.0.0.1

Interface loopback 0
ip address 10.0.0.2 255.255.255.255

Interface loopback 1
ip address 10.0.0.1 255.255.255.255
!
ip msdp peer 10.0.0.3 connect-source loopback 0
ip msdp originator-id loopback 0 

Interface loopback 0
ip address 10.0.0.3 255.255.255.255

Interface loopback 1
ip address 10.0.0.1 255.255.255.255
!
ip msdp peer 10.0.0.2 connect-source loopback 0
ip msdp originator-id loopback 0

M S D PM S D P
BB

R P 2

AA

R P 1

XX YY

• A n y c a s t  R P  E x a m p l e
• I n  t h i s  e x a m p l e ,  t w o  A n y c a s t  R P ’s  a r e  c o n f i g u r e d  w i t h  t h e  s a m e  I P  

a d d r e s s ,  1 0 . 1 . 1 . 1 ,  u s i n g  L o o p b a c k 0 .  
• E a c h  a r e  c o n n e c t e d  v i a  M S D P  u s i n g  t h e i r  L o o p b a c k 1  a d d r e s s e s ,  

1 0 . 0 . 0 . 1  a n d  1 0 . 0 . 0 . 2 .   
• ( Y e s ,  y o u  m u s t  u s e  s o m e  o t h e r  a d d r e s s  i n  t h e  ‘i p m s d p p e e r ’

c o m m a n d s  t h a n  1 0 . 0 . 0 . 1 . )
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Y o u  N o w K no w…

• Why Multicast?
• Multicast F un d am e n tals
• P I M P r o to co ls
• R P  cho ice s
• Multicast at L aye r  2
• I n te r d o m ain  I P  Multicast
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