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Overview

» History of VolP

« H.323

¢ SIP
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« The TAMU ITEC & Projects
* Internet2 VolIP Projects
 VNELab and WAES
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What is VolP?

VolIP - (Voice over Internet Protocol)

« Commonly referred to as Internet
telephony. It is a method of digitizing
voice, encapsulating the digitized voice
iInto packets and transmitting those
packets over a packet switched IP
network.

Texas AGM University
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VolIP Protocols

H.323
« SIP

Texas AGM University
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H.323

* Definition: a multimedia standard that
provides a foundation to transport voice,
video and data communications in an IP

based network.

e H.323 Zone

— Collection of terminals, gateways, MCUs
registered with a single gatekeeper.

r # 1 5 l-“
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H.323 Equipment

« Gatekeeper
— Device that provides address translation
— access control for H.323 terminals and gateways
— manage bandwidth allocation

« Gateway

— Device that connects H.323 voice network to non-
H.323 voice network (SIP or PSTN)

— Allows H.323 terminals to communication W|tt1.no R =
H.323 terminals e

Texas A&M University
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H.323 Equipment

 MCU (multipoint control unit)

— MC — multipoint cotroller
» Routes call and control sgnaling to ensure
endpoint compatibility
— MP — multipoint processor

» Switches, mixes and processes vice and vide
streams to conferencing equipment

Texas A&M University
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H.323 Equipment

e Terminal

— An endpoint that supports 2-way streaming
with another H.323 terminal or gateway

— Originates and terminates calls

Texas A&M University
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H.323 Call Setup via
Gatekeepers
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Session Initiated Protocol (SIP)

What is SIP?
 Text based Internet Protocol
e Resembles HTTP and SMTP

* Designed to set up a session between 2
endpoints

 Messages are sent in ASCII rather than
encoded in binary

Texas AGM University
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SIP - Network Elements

SIP’s basic architecture is client/server In
nature.

Main elements in a SIP network:
« User Agents

* Proxy Servers

» Redirect Servers

* Location Servers

Texas A&M University
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SIP — User Agents

* User Agents: The endpoints in the SIP
network, such as SIP phones. They
function as either a client (UAC) when
Initiating requests, or a server (UAS) when
responding to requests.

Texas A&M University
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SIP — Proxy Servers

* Proxy Servers: Acts as both a server and
a client for the purpose of making requests
on behalf of other clients. Unlike User
Agents, Proxy Servers do not initiate new
SIP requests. A Proxy Server interprets,
and, iIf necessary, rewrites a request
message before forwarding it.

Texas AGM University
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SIP — Redirect Servers

* SIP Redirect Servers: Provides the client
with information about the next hop or
hops that a message should take and then
the client contacts the next hop server or

UAS directly.

Texas AGM University
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SIP — Location Servers

« SIP Location Servers: A server that
accepts REGISTER requests, and
processes requests from UACs for
registration of their current location. A
registrar is typically co-located with a
proxy or redirect server and may offer
location services.

Texas AGM University
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SIP — Call Setup

SIP Methods:

— INVITE: User or service is being invited to participate
In a session.

— ACK: Client has received a final response to an
INVITE request.

— OPTIONS: Server being queried about capabilities.

— BYE: User Agent Client indicates to server to release
the call.

— CANCEL: Cancels a pending request.

— REGISTER: Client registers address W|th.a$ T
Server. F

Texas AGM University
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SIP — Responses

SIP Responses

1XX Informational: Request received, continuing to process
request.

2XX Success: Action successfully received, understood

and accepted.

$),9,¢ Redirection: Further action required to complete

request.

4XX Client Error: Request contains bad syntax or cannot

be executed at server.

OXX Server Error. Server failed to execute an apparently

valid request. __.,_.—4--"‘;\"'----.,_

6XX Global Failure: Request cannot be executeql-. Ry = i
server. - A

Texas A&M University
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Speech Codec Comparison

« Codec Type Rate Algorithmic Delay(ms)
« G.711 A-Law / y-Law 64 0

« G.722 SB-ADPCM 64/ 56/48 O
« G.723.1/ AMP-MLQ/ACELP* 6.3/5.3 37.5

« (G.726 ADPCM 16/ 24/ 32/ 40 0

« G.727 Embedded ADPCM 16/ 24/ 32/ 40 0

« G.728 LD-CELP 16

« G.729 CS-ACELP 8

« G.729 ACS-ACELP 8

« G.729 BCS-ACELP* 8

G.729 ABCS-ACELP* 38

Texas AGM University
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Issues with VolP

* Firewalls
 NAT

* QoS

* Network Testing

Texas AGM University



'I; ITE L Interner2 Technology Evaluation Center

VolIP Issues — Firewalls

* A set of security mechanisms than an
organization implements to prevent
unsecured access from the outside world
to its internal network.

* Typically work by blocking access of
certain network protocols to specific ports.

Texas AGM University
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VoIP Issues — NAT

-

* Helps protect the intranet from exposure to
unwanted traffic by providing one single
external address to remote users.

 Translates local intranet addresses into an
external address.

« Remote users connect to this external
address to connect to the local user,

EERER
,...'I-
al™

without actually knowing its local addiess==

Texas AGM University



T~ TAMU
1 1TEC Internet2 Technology Evaluation Center

Issues with Firewalls and NAT

* H.323 requires the use of specific static
ports for RAS messages, and a number of
dynamic ports for RTP.

* SIP has one port (5060) for SIP
messages, as well as dynamic ports for
RTP.

* For these protocols to pass the flrewa[! ___________

the specific static and the range of -

traffic. Zefoaf
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Voice Over IP - the reasons that

we have all heard!

* Perception
— It Is cheaper to run just one network.

— It is easier to integrate advanced technology
when your phone is on the network (CTI).

If you don’t do it someone else will.

* Reality
— Convergence will occur some day soitis
important that we build the required .=""A &%
relationships now. S FEE SN
sy &)z
=~ / Pk

Texas AGM University
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Voice over |IP - the basics

* Most implementations use H.323 protocol
— Same protocol that is used for IP video.
— Uses TCP for call setup

— Traffic is actually carried on RTP (Real Time
Protocol) which runs on top of UDP (add
drawing of protocol stack).

Texas AGM University
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The TAMU ITEC

Texas A&M University
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The TAMU ITEC

* The first Internet2 Technology Evaluation
Center (ITEC) focused on Voice over IP.

« The TAMU ITEC will focus on VolP
security, assurance, and interoperabillity
guiding the Internet2 community.

Texas AGM University
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ITEC Projects

* Network Impairment Test (SIP Codec
Testing)
* Voice Disaster Recovery Initiative

* SIP Interoperability Testing

Texas A&M University
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ITEC Projects (cont.)

 Network Impairment Test (NIT)-(SIP Codec
Testing)

— The Network Impairment Project involves testing the
efficiencies of various codecs when packet loss,
latency and jitter are introduced within the network.

— Findings of this project will be useful in that when a
company migrates to Voice over IP, the company can
Incorporate the phone that uses the most efflc:lent
codec tailored to their network. =

Texas AGM University
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Pingtel Xpressa Results
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ITEC Projects (cont.)

* Voice Disaster Recovery Infrastructure
(VDRI)

— To integrate a variety of networking elements to provide a
failover system utilizing the signaling aspect of Session Initiation
Protocol (SIP).

— This failover system will be available in case the connection to
the Public Switched Telephone Network (PSTN) is interrupted.

— The system will be available for a defined number of lines, 100
access lines, utilizing regular analog and/or digital phones and
also utilizing SIP based telephones.

-n L

Texas AGM University
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ITEC Projects (cont.)

* SIP Interoperability Testing

— To evaluate SIP interoperability between various vendors SIP
based instruments and other vendors SIP based servers.

— The goal is to document the level of interoperability. For features
that are covered by an RFC we will test against RFC

compliance.

— Desired features that are not yet covered under an RFC will be
documented which will hopefully lead towards future work that
will result in a more comprehensive feature set.

e . h -'_;c'-.h..;..

- - o
g Sy

o 1 T e
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ITEC Facility

« Currently under construction

« Completion of ITEC is scheduled May 1,
2004

Texas A&M University
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TAMU ITEC — Under Construction
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TAMU ITEC Building

Texas AGM University
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Future Projects

* Work with NC ITEC

— Want a virtual extension/virtual lab between
TAMU ITEC and NC ITEC

Texas A&M University
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Internet2 Projects

Texas AGM University
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Voice Disaster Recovery

* The Internet2 VolP Disaster Recovery Working
Group has been building a national system for
telephony services utilizing Internet2’s Abilene
backbone network.

« Abilene provides a high capacity, extremely
resilient data infrastructure that can offer an
alternative pathway for communication in
disaster scenarios.

* Internet telephony over Abilene can be used to_
supplement a university's circuit-switched-=" A &"3;-.
telephone system to provide an increase fi_-_ef_/jeﬁ%;vi.“‘“

of voice survivability. .//,,""
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» Georgetown University has partnered with
, Communications Inc.,
and the (MAX) to
test and demonstrate an emergency IP
voice service for Internet2 members.

Texas A&M University
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 This initial design provides inbound and
outbound disaster recovery voice service in the
event of any of the following scenarios:

* Failure of a local phone service provider’s
Central Office

* Loss of TDM voice trunks

 Failure of a single BroadWorks node =
* Failure of a single PaeTec Central Offlg;e._, _;-=_=—- -
- Failure of a single PaeTec SIP gatew'ay
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SIP.edu

* The Internet2 SIP.edu project seeks to
promote the convergence of voice and
email identities, grow SIP-reachability
within Internet2, and build a community of
Internet2 schools that are developing and
deploying SIP services.

Texas AGM University
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SIP.edu (cont.)

« To implement SIP.edu, a participating enterprise
initially makes all of its telephones and users
reachable via SIP. This is done by integrating
the legacy campus PBX and person directory
using a SIP proxy server and a SIP-PRI
gateway. Once this first step is taken,
participants can begin to explore and implement
other SIP services. While SIP.edu focuses
primarily in voice communications, SIP is mecha.,{
agnostic and can support video, text, aﬁ&f]'.‘ **
media. i i
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H.323 Testbed

* This project has concluded.
This project built a testbed for voice transmission
over high-performance networks. A community
of Internet2 member universities and
iInternational partner institutions peered their
H.323 VoIP networks (largely Cisco

Ca
abi
hig

IManagers) to demonstrate the ability the

ity of advanced networks to provide rellabl i,

n-quality long-distance voice transpe'rkf;f;.i. e
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1911 Project

REEEEE
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1911

* This project proposes a proof of concept
demonstration to introduce a cost

effective, standards based, distributed

method for delivering emergency calls to
ECC operators.

* The process moves the responsibility for
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1911 (cont.)

-

* This project seeks to develop, deploy, and
demonstrate solutions for internet-based
emergency services, build on emerging
open standards, incorporate common off
the shelf technology (COTS), and offers
an unparalleled partnership of
researchers, university network

Texas AGM University
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1911 Partners

Columbia University

Texas A&M University

University of Virginia

The State of Texas Commission on State Emergency
Communications (CSEC)

The State of Virginia Division of Public Safety Communications of
the Virginia Information Technologies Agency (VITA)

University Corporation for Advanced Internet Development (UCAID)
Brazos County Texas E911 District

City of College Station Texas

National Emergency Number Association (NENA)

Cisco Inc. B
Nortel Inc. T [

Texas A&M University
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The Virtual Networking
Lab (VNELab) at Texas
A&M

Willis Marti
Associate Director for Network Services

Walt Magnussen, Ph.D.
Director for Telecommunications R

Texas A&M University
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Virtual Lab Overview

Goal: Provide "hands-on” experience via remote
access to real equipment/situations in protected
environments

» Key Points:
— Must support teaching pedagogy
— Allow exercises over all network layers
— Allow instructor flexibility to try different styles
— Support Distance Education

Texas A&M University
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Funding

 National Science Foundation
 Partially Funded by Marconi
« Texas A&M Vice President for Research

* Would like to extend funding on
translations

Texas A&M University
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VNELab Goals

* Allows students to access real communication
equipment, without being physically present

« Accommodate large number of students
* Minimize administrative overhead
« Support distance learning

« Total access to every layer of software
— design, development, modeling & measurement, debugging

Texas A&M University
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Other Solutions

Major commercial products provide only lecture-based distance learning
programs (or so-called course-ware programs) e.g.,

— Web CT
— Black Board

Some companies provide laboratory-based distance learning programs,
e.g.,

— Mentorlabs.com

— Mislab.com

— R1r2.com

However, they are not appropriate as distance
learning programs for college and universities
— Scheduling R
— Grades and Assignments b
— Potential for guided learning

.._-.|ii !--._..-.
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Basic Ildea
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WAES

« WAES is an experiment providing and user behavior
controlling system. It provides the capacity for the users
to remotely conduct their experiments. At the meantime,
it controls the behavior of the users during an experiment
session.

« WAES is an experiment grading assistant system. It can
log the actions and results of the experiments to assist
the instructor to do grading. Furthermore it can
intelligently evaluate the result of some simple
experiments and do grading automatically.

- WAES is an experiment schedulable system, whicQ..ssssss.., ..
allows the users to schedule their experlment MG- ndef: 2

.-' iy “ ey
oy _—-:‘:_}___1_.__ oy

experiment valid period. S L

Texas AGM University
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WAES (cont.)

WAES is an experiment oriented management system. It helps to
manage and maintain users' personal information, experiment
materials and resources etc.

WAES is an experiment design assistant system. It provides the
possibility that the instructors can design and submit their
experiments remotely.

WAES is a modular distributed system. All of its modules can be
integrated in single or multiple machines and multiple copies of the
same module can be activated in different machines the different
places currently. The properties of the distributing let the system
have scalability, reliability and performance balancing attributes.

-._‘.lililrll.'-.
(]
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i — h‘;..

. T -
R S
S QR

Texas AGM University



T; ITE L Interner2 Technology Evaluation Center

WAES (cont.)

« WAES is a performance guarantee system. Besides the
experiment devices, the network bandwidth and the
server machines' capacity are also considered limited
resource by the system. The system will evaluate the
current utilization of the resources before it admits a new
experiment request.

« WAES is a multi-session and multi-user experiment
system. A user can apply and run multiple different
experiments at the same. Furthermore multi-users can
real-timely collaborate to complete the same experl_m.e.n.t.
These properties let the system more flexible aﬂ;d*—;,-:: -
friendly. :

Texas AGM University
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SEI RS CIERER

« Configure PVC and LAN Emulation: Through this exercise, user will have
experience of network configuration on Marconi ATM switches. In this exercise,
users are required to create PVC connections between the ATM switches and to
create VC connections between the ATM switches through configuring ATM
LAN emulation (ELAN).

« Configure RIP Routing Protocol: Through this exercise, user will have
experience of network configuration on RIP routing protocol and well
understanding of routing behavior through setting up static route table and
dynamic routing protocol.

- Configure OSPF routing protocol: Through this exercise, user will have
experience of network configuration on OSPF routing protocol and well
understanding of routing behavior through setting up static route table and
dynamic routing protocol OSPF. T g

- Configure BGP routing protocol: Through this exercise, user Wﬂl h
experience of network configuration on BGP routing protocol aird well « £
understanding of routing behavior through setting up static rou"té;t e ar
dynamic routing protocol BGP. =

-

-
Texas AGM University :
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Workshop

* NSF Grant for Universities in Mexico to
offer WAES access

Texas A&M University
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International Collaboration

* Mexico
— Universidad Nacional Autonoma de México
— Universidad Autonoma del Estado de Hidalgo
— University of Tamaulipas
— Baja

 Would like to add more international
partners in Latin America

Texas AGM University
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User Hame Il

Password I

Login | Reset

Forgot wour passwaord?

£ ourusers:

Texas ARM University, US4

Universidad Autdnorma del Estado de
Hidalgo, Mexico

Universidad Macional Autdnorma de México,

Mexico

wWeb Access Exercise System (WAES) is a trusted Network Engineering Education
System.

WAES provides hands-on network engineering training with facilities capable of demonstrating ideas
and concepts, Easy web based uzer interface, Anvtime and anywhere you can start vour exercize,

Want a3 hands-on network engineering training? WAES is pour solution, To See how and what WAES can
do far you,
vou can download and watch the derno video or review the sample exercizes below, Download dermno,

Sample Exercises:

Configure P¥C and LAN Emulation: Through thiz exercize, user will have experience of network
configuration on Marconi ATM switches, In this exercize, users are required to create PVWC connections
betwean the ATM switches and to create VO connections between the ATM switches through configuring

ATM LaM ernulation [ELAM]. More info ...

Configure RIP Routing Protocol: Through this exercize, user will have experience of netwark
configuration on RIP routing protocal and well understanding of routing behavior through setting up
static route table and dynamic routing protocol, More info ...,

Configure O5PF routing protocol: Through thiz exercize, uzer will have experience of netwark
configuration an ©OSPF routing protocol and well understanding of routing behavior through setting up
static route table and dynaric routing protocol OSPF. More info o,

Configure BGP routing protocol: Through this exercize, uszer will have experience of netwark
configuration on BGP routing protocol and well understanding of routing behavior through setting up
static route table and dynamic routing protocol BGP, More info ...

I
!
I —m.—-—.J



@ VNELab

Nombre de |

Usuaro

Contrasefia |

Entrar | Borrar |

Clwidd su contrasena?

‘ Nuestros Usuarios:

Texaz ARM University, LISA

Universidad Autdnoma del Estado de
Hidalgo, Mexico

Universidad Macional Autdnoma de Méxicao,

Mexico

El sistema de ejercicios por acceso Web {Weh Access Exercise System - WAES) es
un sistema sequro para capacitacion en Ingenieria de redes.

WAES provee entrenarmiento practico an ingenietia de redes con funcionalidades que, adarmas,
dernuestran ideas v conceptos., Posee una sencilla interfaze de usuario, Usted puede iniciar sus
gjercicios en cualquier mormento v en cualquier lugar.

Desea tener un entrenarmiento practico en ingenieria de redes? WAFES e sua sofucién. Para ver lo que
WAES puede hacer por usted, usted puede descargar v mirar el video de demostracidn o revisar los
ejercicios de ejemplo de abajo, Descargar demostracian,

Ejercicios de Ejemplo:

Configuracion de PYL (circuito wirtual permanente) y Emulacion de LAN: A lo largo de este ejercicio,
el usuario adquirird experiencia configurando redes en switches ATM Marconi. En este gjercicio, se
requiere que el usuario cree conexiones PYC entre switches ATM, también, debe crear circuitos vikuales

entre switches ATM rmeadiante la configuracidn emmulacidn de LaM (ELAM) sobre ATM,.  Mas informacidn ...

Configuracion de Protocolo de enrutamiento RIP: A o largo de este ejercicio, el usuario adguirira
experiencia en configuracién de redes con el protocola de enrutarmienta RIP. Tarmbién podrd entender
el comportarnients del enrutarmiento mediante la configuracidn de tablas de rutas estdticas v del
protocolo de enrutamiento dindamico, Mas informacidn ..,

Configuracion de Protocolo de enrutamiento OSPF: & lo largo de este ejercicio, el usuario adquirira
experiencia en configuracian de redes usando el protocolo de enrutarmiento OSPF, También podra
entender el comportamiento del enrutamiento mediante la configuracian de tablas de rutas estaticas v
del protocolo de enrutarmiento dindrmico OSPF. Masz inforrmacidn ...,

Configuracion de Protocolo de enrutamiento BGP: A |o largo de este ejercicio, el usuario adquirira
experiencia en configuracion de redes usando el protocolo de enrutamiento BGP, Tambign podra
entander al cormportamiento del enrutarmiento rmediante la configuracién de tablas de rutasz estaticas y
del protocolo de enrutamiento dindmico BGP, Mas Informacidn ...
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Future Projects

* More exercises

— VLAN / Ethernet Exercise
» Allow students to create cross switch VLANs
* Very basic, but necessary

— Simple static routing exercise

— |Pv6 Exercise
» Cutting edge protocol

— QoS / Rate-Shaping

* Voice and Video Policy JesaRAREREg
. . “-l"‘:.:: ___.—-IIL-EC ;l:;"j
* VolP Configurations T
— Proxy '
— Gatekeeper
— Gateway

Texas A&M Universety



Tf ITE L Interner2 Technology Evaluation Center

Texas A&M-Doha, Qatar

 Utilizing OC-3 link from Qatar to New York

— Four US Universities in Qatar work with Qatar
Foundation to attain International Peering
agreement.

— Dual OC-3 connections to New York
— Abilene peered from there

Texas AGM University
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Abilene International Peering

Pacific W StarLight
ﬂR;ET“E Seatle APAN/TransPAC', ASNet, CA*NET, CERN/DataTAG,
APANTransP2 GEANT*/EuroLink, GEMNET, RBnet/NaukaMet, SURFnet
. CERNET, HARNET, KOREN/KREONETZ, TANETZ2
CA*net, GEM New York
SingAREN, SIMET
TAMet2 SHURFnet/
Sunnyvale Sl EEET_-;;GG
WIDE(vE

Kansas City

Los Angeles

UNINET \ Washington
7 GEANT*
San Diego
(via CALREN2) . >
cuni El Paso ~ L
H by
graDLlJTEP - UT) Housten v ‘Miami (via
u \AMPATH)
AMNSP, REUNAZ,
* e GEANT: ACOnat, BELMNET, CARMet, CESMET, CYMET, Forskningsnetet, EEMat, Funet, Renatar, G-WIH, RNP? RETINA
GRENET., HUNGARNET, Rhwal, HEAReL, IULCC, GARE, LAMET, LITHNET, REESTENA, Univ. Malta, SUREFmal, LININETT L
POL34, RCTS2, RoEduNat, RBrat, SANET, ARNES, RedIRIS, SUNET, SWITCH, JANET, ULAKBYM, CERN REACCIUN-2

g APANTransPAC WIDEJGHN, IMnal, CERNatiCITnet!MSFCHNET, KORENIEREQNETZ, FREGINET
SingAREN, TAMETZ, ThaiSaARN
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Texas A&M-Nairobi Kenya

« Texas A&M University is using Satellite firm to

provide high-speed Internet access to one site in
Nairobi, Kenya.

« Seven or eight more countries anticipated

* Texas A&M will use the connection primarily for
Internet browsing and occasional use of a two-
way video teleconferencing application as well

as an SMS gateway used to report cattle.
information.

Texas AGM University
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Two Service Level
Options/Pricing

-

* Option 1

C-Band Service, Data Rate 768/256
Receive/Transmit (Kbps)

$2,995 Monthly, Billed Quarterly $ 8,985/quarterly
Satellite modem and 5W Radio $ 14,500/0One-time Charge
Shipping & Handling (to USA $ 500 estimate

address)

Installation price $Customer responsible*

Texas AGM University




T TAMU X , T
1 1TEC Internet2 Technology Evaluation Center

Two Service Level
Options/Pricing

-

* Option 2

C-Band Service, Data Rate 768/384
Receive/Transmit (Kbps)

$3,390 Monthly, Billed Quarterly $ 10,170/quarterly
Satellite modem and 5W Radio $ 14,500/0One-time Charge

Shipping & Handling (to USA address) $ 500 estimate

M ER ) kI..'-.
'h" -‘{: h..;.l

Installation price $Customer responsible*

Texas AGM University
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Conclusion

 The VNELab provides several
opportunities for remote collaboration.

* Projects such as VolP and VNEIlab only
exist because of networks like CUDI. Itis
the enabler

* International Opportunities abound!

Texas AGM University
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Questions

REEEEE
-
-

& Ay

Texas AGM University
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Thank You

* Visit us on the web

» Site includes
— Information on VolIP project information
— VoIP Help documentation
— Project results

http://itec.tamu.edu

Texas A&M University
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