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Abstract: After planning and designing the requirements for the group management
and inter-operations standards, a set of Group Managers were deployed, adapted
or reconfigured to be compliant with them and be able to exchange data about the
groups or their users. This document contains the result of this implementation and
shows what services allow the users to use their group information even if that
information resides in other NRENSs.
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COPYRIGHT NOTICE
Copyright © Members of the MAGIC Project, December 2016

MAGIC (Middleware for collaborative Applications and Global virtual Communities — Project number:
654225) is a project co-funded by the European Commission within the Horizon 2020 Programme
(H2020), Directorate General for Communications Networks, Content and Technology -
elnfrastructure. MAGIC began on 15tMay 2015 and will run for 24 months.

For more information on MAGIC, its partners and contributors please see http://www.magic-
project.eu.

You are permitted to copy and distribute, for non-profit purposes, verbatim copies of this document
containing this copyright notice. This includes the right to copy this document in whole or in part, but
without modification, into other documents if you attach the following reference to the copied
elements: “Copyright © Members of the MAGIC Project, 2015”.

Using this document in a way and/or for purposes not foreseen in the paragraph above, requires
the prior written permission of the copyright holders.

The information contained in this document represents the views of the copyright holders as of the
date such views were published.

THE INFORMATION CONTAINED IN THIS DOCUMENT IS PROVIDED BY THE COPYRIGHT
HOLDERS “AS IT IS” AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE MEMBERS OF THE
MAGIC COLLABORATION, INCLUDING THE COPYRIGHT HOLDERS, OR THE EUROPEAN
COMMISSION BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THE INFORMATION CONTAINED IN THIS
DOCUMENT, EVEN IF ADVISED OF THE POSSIBILITY OF SUCHDAMAGE.
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1. INTRODUCTION

The WP3 activity on group management is oriented to deploy a pilot test of
services sharing group information across two federated domains. The WP3
worked on studying and defining the standards required to do so. Once the
standards were identified, the group chose the Pilot implementation and the
structure of the components, including the set of services to demonstrate the use
cases. The services selected were FileSender and Dokuwiki. The main goal was to
have services where final users could access and develop activities based on their
groups membership. The group sharing will be transparent, and regardless of the
group location, whether it is located on the organizational group manager or on
another partner institution. For example, a user from NREN A should be able to
use a file transfer service from NREN B and in this system she/he should find the
groups where she/he is registered, even if these groups were hosted in NREN A or
B. This document describes the work regarding the Pilot developed, and shows the
components, workflow design as well as the services implemented for its
deployment.

2. DOCUMENT AMENDMENT PROCEDURE

Requests for amendments to this document must be made to the editor, Gustavo
Garcia (RedCLARA), and copied to the Management of the MAGIC project.

3. GLOSSARY
AARNet Australian NREN
BELNET Belgium NREN
CEDIA Ecuadorian NREN
CKLN Caribbean Knowledge and Learning Network
CONARE Costa Rica’s NREN
EC European Commission
EU European Union
EU-LAC Europe, Latin America and the Caribbean
DNS Domain Name System
A (a -
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HEAnet Ireland NREN

NgREN Nigerian Research and Education Network

NREN National Research and Education Network

RENATA Colombian NREN

SURFnet The Netherlands NREN

UNINETT Norway NREN

WACREN West and Central Africa Research and Education Network

4. REFERENCES
[R1 MAGIC Website http://www.magic-project.eu

5. EXECUTIVE SUMMARY

In this deliverable, the work package 3 team provides the description of the
development of the pilot on group management in federations. This pilot
establishes a practical use case of sharing groups between to NREN domains,
managing the applications Filesender, Dokuwiki and SIVIC. Filesender is used to
share big files between users through a web interface, Dokuwiki is an online
collaborative edition platform that allows building web documents with multiple
authors at the same time, and the SIVIC that is a video conference reservation
system where users can schedule a conference, reserve resources and invite
participants. The pilot implements actions for authorization for Filesender premium
and Dokuwiki based on the group membership, so in Filesender, the members of
group A will have the premium features like unlimited file size capacity and share
multiple files at once. Furthermore, the sharing of group information is implemented
in SIVIC in order to Invite members from a group to video-conference, by giving the
group name to invite all of its members. The best result from this implementation is
that it involves three organizations in different domains: RENATER in France, that
hosts the Filesender application, CESNET in Czech Republic that hosts Dokuwiki,
and RedCLARA that hosts the Colaboratorio and SIVIC applications in Latin-
America.

In addition to the described result, the work package team also worked in the
implementation of a service catalogue. The service catalogue will serve as the
base for the registration of services and application in different domains. The
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catalogue is based on the GEANT’s, who kindly provide support, the base
attributes and the application source code to facilitate the implementation.

6. PILOT IMPLEMENTATION ARCHITECTURE

MAGIC WP3 studied the group sharing technologies, and in the last face-to-face
meeting agreed on the architecture for the group management in federations. The
subject was also elaborated on in previous virtual meetings, and finalised face-to-
face meeting with the definitions of services and structure for the pilot
implementation. The pilot shall use a Group Management entity attached to an
SAML Attribute Authority (AA) as =summarized as in the following picture:

— 5
E [
| SP |
S
| o mzf:.s:r SAML
Attribute
authority
Group N i
g VOOT protocol B
Domain A Domain B

The main components of this schema are:

A) Service Providers (SP): The services themselves (file transfers, wiki managers,
H323 Booking systems, etc).

B) Identity Providers (IdP): software components that allow the users to
authenticate. This component is the one able to say to the service: “The user is the
one that she/he claims to be”.
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C) Attribute Authorities (AA): components that will release the list of groups a user
belong to. This is the component that says to the service: “The user belongs to all
these groups”.

D) SAML: is the communication standard used to exchange information between
the Service Providers, Identity Providers and Attribute Authorities.

E) Group Managers: software components that will hold the information of users
and groups, that will feed the Attribute Authority and that will store the information
from other Group Managers.

F) VOOT Protocol: is the chosen protocol for group information exchange between
Group Managers.

7. PILOT USE CASES

The pilot implementation addresses the following use cases defined in the
deliverable “D3.3 Planning and design requirements for the group management
and inter-operations standards and pilot implementation”:

a) Service authorization based on groups: A group established at domain A
(RedCLARA Latin-America) accesses a service in domain B (CESNET), and
they have an special permission (write documents) by validating the group.

b) Group members action: A user application in domain A (Scheduling system
SIVIC at RedCLARA) gets the members of a group from domains B/C
(RENATER and CESNET), and executes an action over these members.

¢ Group mailing list: A user application in domain B (FileSender at RENATER)
gets the name of the mail-list from a group in domain A (RedCLARA), and
sends an invite using this address.

These pilot services in action are described in the following section.
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8. SERVICES AVAILABLE

The following services were chosen and deployed.

8.1. CESNET’S DOCUWIKI

Service URL: https://dokuwiki-magic.cesnet.cz

Service Description: DokuWiki is a simple to use and versatile Open Source wiki.
Read access: Open.

Write access: Groups defined on RedCLARA’s GM.

Use of Group Management: The standard was used to grant write access to the
groups defined in a third-party Group Manager. So, although the service is being
provided by CESNET, in Europe, the authorization is done by RedCLARA, in Latin-
America.

How to use the service:

1. Go to the Service URL https://dokuwiki-magic.cesnet.cz
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[Z start [MAGIC Distribute A... X =

(‘ e https://dokuwiki-magic.cesnet.cz/doku.php [+ C?Secrch ﬁ E U ‘ ® 4 O [+ » |~ = |
—
Login
%_ \ MAGIC Distribute Authorisation Pilot N N
\ll - !x\; Recent Changes Media Manager Sitemap
Trace: - start
Table of Contents
MAGIC distributed authorization pilot AC distinued autorizaon
pilo
If you are registered in RedClara Group Management system you will be able to edit wiki pages in the Current configuration
playground. eredis
This pilot demonstrates how different group management softwares can cooperate and provide distributes authorisation for services.
Users do not need to be registered in every each group management system but just in one, the group management systems will do the
synchronisation in the background.
Current configuration
= Unordered List ltemUsers from RedClara Group Management system are synchronised via VOOT protocol to Perun system
= This wiki uses data from Perun system to do the authorisation decision
= Data from Perun are available to other group management systems via VOOT protocol
Credits
= MAGIC project & http://www.magic-project.eu
= CESNET % http://cesnet.cz
= Perun % http://perun.cesnet.cz
Vi

2. Log in with your eduGAIN account. To test your edit permissions, use a
RedCLARA'’s IdP account.

i £2 - o x

[Z start [MAGIC Distribute A.. X =

( € 9 (O 8  https;//dokuwiki-magic.cesnet.cz/doku.php e ®search wB 9 3 A i O W = |-

Loglin o
QLK'.IDW‘ B\ MAGIC Distribute Authorisation Pilot Search _@_
\\&@b Recent Changes Media Manager Sitemap

3. After login, go to the space configured for the pilot: “playground”
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" Da https://dokuwiki-magic.cesnet.cz/doku.php c CSSea/rh

Logged in as: carlos.gonzalez@redclara.net (carlos.gonzalez@redclara.net)

M MAGIC Distribute Authorisation Pilot
=<\

Trace: - start

MAGIC distributed authorization pilot

Qlaygroung

If you are registered in RedClara Group Management system you will be able to edit wiki pages in the
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wB 9 3$¥ a4 40 B &~ =

Log Out

A

Recent Changes Media Manager Sitemap

Table of Contents

MAGIC distributed authorization
pilot
Current configuration
Credits

This pilot demonstrates how different group management softwares can cooperate and provide distributes authorisation for services.
Users do not need to be registered in every each group management system but just in one, the group management systems will do the

4. If your account is part of one of the RedCLARA’s group, you will be able to edit

the wiki pages, and to use the edition option.

(Z playground:playground [.. X =
( € () @ | nttpsi//dokuwiki-magic.cesnet.cz/dokuphp?id=  EJ | &  @Search wB U ¥ a 40 8. - =
Logged in as: carlos.gonzalez@redclara.net (carlos.gonzalez@redclara.net) Log Out o
/> - L . Q
MAGIC Distribute Authorisation Pilot -
\Sj\) Recent Changes Media Manager Sitemap ]
= |
Trace: - start - playground g
playground:playground
Table of Contents
WORKPAPER WORKPAPER Edit this page > (ke
Edit HOW TO JOIN THE @d ——_
A QLA
HOW TO JOIN THE REDCLARA SHARING GROUP REHTaha =) !
INFORMATION Configuration Backlinks 5
Back to top g

This document shows how to join the RedCLARA's Pilot GM, which was developed following the
agreements of Vienna's meeting.

It's not intended to be a deliverable itself, but a working paper to help to connect the several GM components (i.e. Sympa, from
RENATER and Perun from CEZNET) as well to become a seed for the deliverable 3.4, as it could be completed to become a more
general instructive about how to connect to any of the GM.

The document shows the schema of the solution. then how to add a new GM (Sympa or Perun or any VOOT enabled GM Server) in
order to allow their users to use their own groups into the RedCLARA service; and finally how to read the RedCLARA's user/groups to
enable our users to use their groups on other services.

Edit
Configuration
To allow the group information exchange the 3rd party GM should provide to RedCLARA an VOOT v1 compatible URL to allow the

pulling of information, also a valid user and password should be provided, this credentials must allow access to all the groups that will be
shared

- https://dokuwiki-magic.cesnet.cz/doku.php?id=playg d:pl.

playg

d&do=edit
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8.2. SIVIC’S COLABORATORIO BY REDCLARA

Service URL: https://colaboratorio.redclara.net

Service Description: Sivic is a system for booking H323 Latin-American
infrastructure.

Read access: Everyone on edugain.

Write access: Everyone on edugain.

Use of Group Management: The standard was used to allow the users that book a
conference to see their groups, no matter if they’re on RedCLARA’s, WACREN's or
RENATER’s Group Manager.

How to use the service:

1. Go to the Service’s URL and login using your RedCLARA’s or edugain account

| - o x|

*7 Colaboratorio X

€ () colaboratorio.redclara.net c Q Search wBa 9 3 A O W = -

+Red +Ciencia @ @ @

Nombre de usuario

Contrasefia

Acceso

£Olvidd su dave?

Registrese

&Problemas en el acceso?, haga dic agui e
ingrese nuevamente.

0 ingrese via eduj@IN | CKLN

@ [ % Wi cz0ia 9 @9 iy, T8

KONARE o R

https://idp2.redclara.net/idp/Authn/UserPassword#
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2. Click on SIVIC link

7 Colaboratorio X 4+
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colaboratorio.redclara.net c
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Page Principale
Commun S , o
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Fonds et Partenaires

VC Espresso

Wik E>

|

S
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i

eNVIO

1

Calendrier Global

El

Why a parasitic vine can't take a
bite out of tomatoes

2016-08-01 - Source: Science News | Like bota-
nical vampires, dodder plants (Cuscuta sp.) suck
the life out of crops around the world. But to-
matoes (Solanum lycopersicum) are mysterious-
ly immune to the parasitic vine's...

s ), 7
R B 2 TR

- https://sivic.redclara.net/sivic/sivic.php?nren=Red CLARA&Iang=fr

Q Search
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Alerte de financement

Permanent grassland - farming systems
and policies

2016-07-27 | Permanent grasslands are asso-
ciated with high biodiversity and the delivery
of a wide range of...

Smart fisheries technologies for an effi-
cient, compliant and environmentally
friendly fishing sector

2016-07-27 | Resource efficiency in the fi-
shing sector and its improvement has many
dimensions, including in...
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Nouveaux

Contindan los avances
del nuevo modelo de in-
fraestructura de RENA-
TA

2016-07-14 | LaRed
Nacional Académica de
Tecnologia Avanzada,
RENATA, recibid...

RENATA continues the

progress of its new in- )
frastructure model

2016-07-14 | The

National Academic

Network for Advanced

Technology, RENATA,

received last Thursday,...

3. Book a conference. When booking, click on “Add” to add invitees.
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Select Schedule
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4. You'll be able to see your groups and pick one of them. If you book the
conference, an e-mail with the data of the H323 conference will be sent to the

members of the group.
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8.3. FILESENDER PREMIUM FROM RENATER

Service URL: https://filesender-premium.renater.fr

Service Description: This is a secure way to share large files with anyone. It is
based on FileSender and hosted for members of the RENATER community.
Read access: RENATER community and other on-demand authorized edugain’s
members.

Write access: RENATER community and other on-demand authorized edugain’s
members.

Use of Group Management: The standard was used to allow the users that upload
a file, to see their groups, no matter if they’re on RedCLARA’s or RENATER’s
Group Manager and to pick one of them to inform their members there’s a file for
them.

How to use the service:

Of
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1. Go to the service’s URL and pick your IdP.
; £ - o «x
@ FileSender Premium X+ 1
[ € £ | https://flesender-premium.renater.fr e A Search wB 9 3 A O B " |~ =
- . ﬁ m 9 0 vConnexlon
@ I_I Iesende_ r Accueil Frar{;;‘ais v | Aide A propos mm
par RENATER

AAF Virtual Home
AAI@EduHr Single Sign-On Service

Transfert sécurisé de fichiers| sborguniersiy

Aalto University

FileSender Premium est un service sécurisé d'échanges de  Ce service, dévg Aarhus Basic Health Care College

Aarhus School of Marine and Technical Engineering
Aarhus University

Education-Recher{ § Abertay University

[Al Aberystwyth University

Pour envoyer vos fichiers ou pour inviter vos irj |3 A8s - Agence Bibliographique de 'Enseignement Sug
Academic Scientific Network of Armenia

fichiers volumineux avec tous vos correspondants ! répondre aux be|

a vous en envoyer, connectez-vous

Academy of Performing Arts in Prague
Academy of Sciences Library
Accrington & Rossendale College
i ACOnet staff

ACS Schools

Activate Learning
RENATER Adventist University of Health Sciences
3 AESM

AFBI: Agri-Food Biosciences Institute
fIlf Agence universitaire de la Francophonie (AUF)
@ AGROCAMPUS QUEST
! AgroParisTech Institut des sciences et des industries
@ Agropolis International
«® Agrosup DIJON INSSAAE
.||. Albert-Ludwigs-Universitat Freiburg

Alexander Technological Educational Institute of Thes

© 2016 RENATER - Tous droits réserves.

« < >

8.4. AWORD ABOUT THE GROUP MANAGERS PROVIDERS

All the described services are reachable via eduGAIN, as required by the D3.3.
Designing the requirements for the group management and inter-operations
standards.

Also, the organizations that will deliver information about groups to these services
are:

1. CESNET’s Perun

2. RedCLARA'’s Colaboratorio
3. RENATER’s Sympa

4. WACREN’s Sympa
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9. SERVICE DIRECTORY

WP3 also worked on the design and initial implementation of a service catalogue
for MAGIC. The idea of this tool is to have a central information point where
NRENSs, end-users, and communities can find the services existing in other NRENs
and organizations. The application and the service attributes are based on the
existing GEANT service catalogue. The catalogue was deployed and installed at:

http://catalogo.redclara.net:8000
The services registered on this catalogue are:

- Colaboratorio

- VCEspresso

- SIVIC

- FileSender at RedCLARA
- MediaWiki

- Funding and partners

- LAreferencia

- Sakai

-VC - CUDI

- SNAAC RENATA
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