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COPYRIGHT NOTICE
Copyright © Members of the MAGIC Project October 2016.

MAGIC (Middleware for collaborative Applications and Global virtual Communities — Project number:
654225) is a project co-funded by the European Commission within the Horizon 2020 Programme
(H2020), Directorate General for Communications Networks, Content and Technology -
elnfrastructure. MAGIC began on 15tMay 2015 and will run for 24 months.

For more information on MAGIC, its partners and contributors please see http://www.magic-
project.eu.

You are permitted to copy and distribute, for non-profit purposes, verbatim copies of this document
containing this copyright notice. This includes the right to copy this document in whole or in part, but
without modification, into other documents if you attach the following reference to the copied
elements: “Copyright © Members of the MAGIC Project, 2015”.

Using this document in a way and/or for purposes not foreseen in the paragraph above requires the
prior written permission of the copyright holders.

The information contained in this document represents the views of the copyright holders as of the
date such views were published.

THE INFORMATION CONTAINED IN THIS DOCUMENT IS PROVIDED BY THE COPYRIGHT
HOLDERS “AS IT IS” AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE MEMBERS OF THE
MAGIC COLLABORATION, INCLUDING THE COPYRIGHT HOLDERS, OR THE EUROPEAN
COMMISSION BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THE INFORMATION CONTAINED IN THIS
DOCUMENT, EVEN IF ADVISED OF THE POSSIBILITY OF SUCHDAMAGE.
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1. INTRODUCTION

1.1. PURPOSE OF THE DOCUMENT

The purpose of this document is to describe and show how the on line training
material on AAl was developed and organized. This second version was
necessary to include some changes suggested by evaluators in the first year
review meeting. Using the same model applied in the ELCIA project, this training
was developed to be used on technical staff training of all NRENs members of
MAGIC project. Although the material was developed to be used online, it can be
used to support a in class training.

2. DOCUMENT AMENDMENT PROCEDURE

All changes should be send to the author, with a copy to WP2 mailing list. The revisions
shall be send to WP2 and MAGIC ALL mailing list, in order to allow to all members review
the entire document, mainly their region chapter.

3. GLOSSARY

EC European Commission

EU European Union

EU-LAC Europe, Latin America and the Caribbean

4. EXECUTIVE SUMMARY

This document reviews how the on line training material on AAl was developed and
organized. This training was developed to be used on technical staff training of all NRENs
members of MAGIC project. the material was developed to be used online only; there will
be no printed material, although if the participant desire to use it in a in class course, it is
possible as well.
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6. TRAINING STRUCTURE

The training was published in virtual training platform at:

http://cursos.redclara.net

Ressso
Bienvenidos y bienvenidas a la plataforma de aprendizaje de RedCLARA. Esta plataforma es un recurso destinado al desarrollo de capacidades y competencias de los distintos actores que participan de nuestra organizacion. Es un espacio que permitira la conexion de los
participantes de las distintas dreas que nos conforman

Nome de usurio [leandro. guit

El propésito de esta herramienta es propiciar un proceso continuo de reflexion, offecer dispositivos y recursos de aprendizaje para la actualizacion de los profesionales y, en definitiva, aportar insumos que permitan instalar procesos de fortalecimiento a la Organizacién. Bajo esta
plataforma se impartiran diversos cursos, diseiiados segin las necesidades del amplio abanico de actores que tienen funciones y responsabilidades en nuestra gran red

Hoy en dia, la gestién del conocimiento es una funcién estratégica para cualquier organizacion, ya que se requiere contar periddicamente con elementos de apoyo que pemitan generar informacién de calidad, consolidar

difundir buenas practicas. Pero, es importante sefialar que la gestion de depende. de [a activa G Sus suans. Una ¢omuridad Sn uSuance Que 6 dispongan a comparr lo que saben & analaar sus modos. y rACtCas y & Incorporar
nuevos conocimientos, no cumple con su propésito fundacional y se extingue. Por ello, extendemos la invitacion a utilizar responsablemente estos recursos y generar, efectivamente, una comunidad que crece y aprende.

Py Seg Ter Qua Qul Sex Sah Dom
¢ @ b=

12 13 14 15 16
la 2 21 2 23 2

25

Cursos disponibles 26 27 28 29
Warning: DOMDocument::load(): Start tag expected, '<' et
not found in http://www.redclara.net/index.php?
option=com_rd_rss&id=28lang=es, line: 1 in I il VI Men Principal
fvar/wwwinews.php on line 115 ey -

Curso técnico de federacion de identidad para la educacion
¥ la investigacion

Profesores : Camia Santos y Alejandro Lara

Cursos dictados
Streaming - IPTV.

| ———
Voz sobre IP basico
Profesoras : Alex Gahano y Cania Santos

Tutorial répido de GATE y ROOT en GISELA

Profesor : Famando QuAonez
Gestion de redes

Profesores : Al

a Stolk y Javier Contreras
Eduroam
Profesores : José Luis Quroz y Rishard Quinto

Formulacion y Gestion de Proyectos para el Séptimo. >

Figure 1: Main page of RedeCLARA’s Moodle.

When user access the main page of RedCLARA’s Moodle, it is possible to see all
MAGIC courses available:

@® MAGIC
AAl development for Staff training - Russian version
AAl development for Staff training
NRENum.net (version francaise)
NRENum.net (English version)
NRENum.net

Figure 2: All MAGIC courses available (sept 2016).

Alternatively, if user knows the desired course address, he/she can access directly
at:

http://cursos.redclara.net/course/view.php?id=51
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/ GCurso:AAldevelopment‘ X\

-

([=l®] =

&« -

C' | [ cursos.redclara.net/course/view.php?id=51

iy

CLARA » AAI Training

Participantes

B3 Participantes
Atividades

& Foruns

! Recursos

Pesquisar nos Foruns

A%
Pesquisa Avancada ﬂ

Administragio

X Notas
[&E] Perfil

Meus cursos

@ AAl development for Staff
training

@ eduroam-ELCIRA

@ Federaciones

@ Nome Completo 101

Todos os cursos ...

Programagao

& Forum de noticias

\ Retomar a minha fun¢o normal ]

Ultimas Noticias
(Nenhuma noticia publicada)

Proximos Eventos

N&o ha nenhum evento proximo

1 Inthis chapter, the basic concepts of AAl are covered, helping students to understand all pieces of an [}
identity federation. Calendério...
&)} Introduction and AAI Concepts i
. s ) - ) Atividade recente
2 Inthe second chapter of this course, itis approached how to implement an Identity Provider (IdP) [ ] 2
A ity Atividade desde Saturdsy, 27 February
LJ,/ Identity Provider Concepts and Implementation 2016, 14:16
Relatorio compisto da stividade racente
3 After covering the basic aspects af AAl and show how to raise an IdP, now itis necessary to explainthe [ Nenhuma novidade desde o'seu Gtimo
purpose of a Federation, explaining what is a Service Provider (SP), how to implement and whatis an scesso
Interfederation, like eduGAIN.
&)} Service Provider Concepts, Implementation and Interfederations
4 The foundation of a Identity Federation is the trust between members, because of that, one of the most (]

important part of this course covers the governance and the best practices.
@] Identity Federation Governance and Best Practices

Vooé acessou como Leandro Guimarses: Estudiante (Retomar & minha fungio norml)

Home Page |

European

Figure 3: AAI course structure.
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CLARA » Categorias de Cursos » MAGIC

Categorias de Cursos: | MAGIC .

Sitio Web proyecto MAGIC

http:/magic-projecteu

AAl development for Staff training
o

el

As part of MAGIC Project, this material was developed to help partners to provide proper capacitation to their technical staff, helping them to raise an Identity Federation

The course was planned as described below

Figure 4: AAl course structure.

7. TRAINING TOPICS

Module 1: Introduction, concepts and implementation of the Federation core:

In this chapter, the basic concepts of AAl are covered, helping students to understand all
pieces of an identity federation:

= Identity Management;

< Whatitis and what it is for a federation;
 Components of a federation;

» Architecture of a federation;
 Examples of federations.

Module 2: Implementation of IdP:

In the second chapter of this course, it is approached how to implement an Identity
Provider (IdP):

= Review and LDAP schema eduPerson;
« Identity Provider in Shibboleth Platform;
= Deployment identity provider from an existing user directory.
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Module 3: Implementation of the SP and interfederagcdes (eduGAIN):

After covering the basic aspects af AAl and show how to raise an IdP, now it is necessary
to explain the purpose of a Federation, explaining what is a Service Provider (SP), how to
implement and what is an Interfederation, like eduGAIN:

= Shibboleth platform - Installation of Shibboleth SP and Discovery Service;
= Shibboleth SP configuration.

Module 4: Governance, policies and good practices

The foundation of a Identity Federation is the trust between members, because of that,
one of the most important part of this course covers the governance and the bestpractices.

* ke
R \7
* *
»*
*ak D:

European + Red + Ciencia ® @ @
Commission

This project is co-funded by the Horizon 2020

Framework Programme of the European Union A project implemented by RedCLARA



MAGIC Project

654225

H2020 | EC | Directorate General for Communications
Networks, Content and Technology

elnfrastructure

8. SCREENSHOTS

MODULE 1:

-

e/

gic

On line Training Material on AAI
development
Introduction and AAI concepts

Dhsgo Res | AP 27:02-16 | NP2

Federated authentication and
authorization infrastructure

Fonte: SWITCH AAl-Federation

University A AAI
Library B
University C

fi1s

User Administration . Authorization

and Authentication

pa On line Training Material on AAI

f development for Staff training
g J 11

What is Identity Management? & Y gic

+ Asystem of standards, procedures and technologies
that provides electronic credentials to individuals

* Maintains about individual

+ Establishes the trust needed for transactions.

* Facilitates and controls user access to online
applications or resources.

. Student Admin '
= .W.b Mail '
w . e-Learning '

- . e-Journals '

£

Resource (@m= Credentials
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MODULE 2:

L
gic

On line Training Material on AAI
development

Identity Provider Concepts and
Implementation

Lucians Fermandes Rocha  Francisc Lecrseds Meta | RN [ 270215 | WP2

Identity Federation Operation

+ Phase 1

——

On line Training Material on AAI
development for Staff training
12

shibboleth £y ook

+ What is Shibboleth?
- Middleware project from Internet2
+ SAML (Security Assertion IMarkup Language)

- Standard defined by OASIS (Organization for the Advancement of
Structured Information Standards)

- Federated access
* Authentication
* Authorization
— SS0 (Single Sign-On)

o

= HTTPS Request / Response
===+ HTTPS Redirect

1. GET /secure/ HTTP/1.1
Host: eaa1.dri.cefetmg.br

2. HTTPM.x 302 Found
Location: hitp://shibboleth.ufrgs.br/chimarrao/WAYF\
?shire=https://eaal.dri.cefetmg.br/Shibboleth.sso\
&target=https://eaal.dri.cefetmg.brisecure\

‘ &providerld=htips:/feaa1.dri.cefetmg brishib-sp

4
GET fchimarrao/WAYF
?shire=https://feaa1.dri.cefetmg.br/Shibboleth sso\
&target=https://eaal.dri.cefetmg br/secure/
&providerld=https:/feaa.dri.cefetmg. brishib-sp HTTP/1.1
Host: shibboleth.ufrgs.br\

3. HTTP/1.x200 OK

Content-Type: text/html;charset=IS0-8859-1
[..HTML ..]

Set-Cookie: JSESSIONID=ABA262C37103B02AB65D16B1D0EB3359; Path=/chimarrao; Secure

y

Apache)

Shibboleth IdP
Tomeat

Apache

Shibboleth SP 50
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MODULE 3:

£ (@ ic
" ’ Service Providers (SP) () 9

i A Service Provider enables web applications written with any
g | C programming language or framework integrating natively with
a web server.

In a federation, it relies on a trusted Identity Provider (IdP) for

On line Training Material on AAI authentication and authorization.
development = -
Service Provider Concepts, Implementation = ﬂ T
and Interfederations &. ‘“ =

=
=

Fracico LacnardoMots| NP | 27421 WP2 = -

: =
Ag T W=
=

i@

[
i

eduGAIN status* M - glc

» https://technical.edugain.org/status

Global

eduGAIN numbers

W ca.GAIN [ Votngony [ Candlsare Federations: 37
Al entities: 3.099
1dPs: 1.993
SPs: 1.107
* Feb, 16“‘]Y 201 6 Standalone AAs: 3
e "

P \/?
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MODULE 4:
=3 Identity Federation Governance {J gic
t.’ and Best Practices

g C + Given its complexity, breadth, implications and importance,
the phrase “don’t attempt this at home” might well apply to
federation identity management deployment

On line Training Material on AAI
« Although best practice federation identity management is a

development desirable goal, it is a status that can realistically be
Identity Federation Governance and Best achieved only in stages
Practices 5 -
SR & ® "NYs

— E—

Identity Federation Services (J gic
Architecture T

+ Federated services architecture generally conforms to
multiple desired characteristics, including:

Service oriented

Standards based

Flexible and interoperable

Loosely coupled

Secure

Appropriately redundant

Scalable

Efficient

PSS \/?
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9. MOODLE USABILITY

All courses published in the Moodle can be monitored using the system
functionalities, like:

Administration

Turn editing on

Settings

Assign roles

& Grades

&5 Groups
Backup
Restore
Import

= Reset

_] Reports

141 Questions

(J Files

[E£] Unenrol me from AAl
Training

[E=] Profile

A

9.1. REPORTS

Follows below some examples of information that is possible to obtain in the
system:

AAI devel 1t for Staff training: All partici Friday, 30 2016 (Ameri _Paulo)

AAI development for Staff training ¥ || All participants v || Today, 30 September 2016 v |[All activities v |[All actions v || Display on page v || Get these logs |
Displaying 30 records

Time 1P Addre n Information
Fri 30 September 2016, 10:40AM X o Al development for Staff training
Fri 30 September 2016, 10:40AM X Introduction and AAl Conoepts
Fri 30 September 2016, 10:40AM 200, Al development for Staff training
Fri 30 September 2016, 10:40 AM Introduction and AAl Conoepts
Fri 30 September 2016, 10:40 AM resource 508

Fri 30 September 2016, 10:38 AM Introduction snd AAl Conospts
Fri 30 September 2016, 10:32 AM Al development for Staff training
Fri 30 September 2016, 10:33 AM 1

Fri 30 September 2016, 10:30AM X
Fri 30 September 2016, 1038 AM 2
Fri 30 September 2016, 10:38 AM X
Fri 30 September 2016, 10:38 AM
Fri 30 September 2016, 10:33 AM
Fri 30 September 2016, 10:38 AM 2
Fri 30 September 2016, 1038 AM X

A development for Staff training
Al development for Staff training
Servioe Provider Concepts, Implementstion and Interfederstions
A4l development for Staff training
Servioe Provider Concepts, Implementstion and Interfederations
A4l development for Staff training
AAl development for Staff training

Figure 5: Usagé log.
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AAI Training - All activity (all roles)
B invitado
Figure 6: Usage statistics.
References
[R1] MAGIC Website http://www.magic-project.eu
Module Part1-AAl- https://wiki.geant.org/pages/viewpage.action?pageld=5039
1 Fundamentals 9132
Module LDAP protocol https://tools.ietf.org/html/rfc4511#page-3
1
Module Service Providers https://wiki.refeds.org/dosearchsite.action?queryString=ser
3 vice+provider
Module Service Providers https://www.oasis-
3 open.org/committees/tc_ home.php?wg abbrev=security#o
verview
Module Service Providers https://wiki.shibboleth.net/confluence
3
Module Service Providers https://shibboleth.net/products/service-provider.htmi
3
Module Interfederation www.edugain.org
3
Module Identity https://www.suse.com/docrep/documents/fdoi5xvzef/46220
4 Management 78_en.pdf
Planning: Best
Practices, Insights
t*‘*' D:

European
Commission

This project is co-funded by the Horizon 2020
Framework Programme of the European Union

+ Red + Ciencia ® @ @

A project implemented by RedCLARA



MAGIC Project P On line Training Material on AAl

654225 development for Staff training
H2020 | EC | Directorate General for Communications J 17

Networks, Content and Technology

elnfrastructure g C

and

Recommendations -

Novell technical

white paper.
Module REFEDS Federation https://wiki.refeds.org/display/FBP/Federation-Best-
4 Best Practice Wiki PracticetHome
Module InCommon https://spaces.internet2.edu/download/attachments/165483
4 Federated Identity 32/Federated IdM_Checklist.pdf

Management

Checklist

10. CONCLUSION

After providing this material, initially in English, all Magic members can capacitate their
technical staff in order to raise federations in their regions.

The second phase that started now is the translation activities, to have this material
translated to Russian, Spanish, French and Portuguese. Doing this it is expected to reach
the WP2 milestones in federation, having at the end of the project, pilot federations
deployed in at least 4 countries.
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